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Chuyén doi so la gi?

Ap dung CNTT trén quy trinh d3 cé, Thay déi quy trinh mai
trén mo hinh hoat dong da co Thay d6i mé hinh hoat déng mdi
dé cung cap dich vu d3 cé dé cung cap dich vu méi hodc cung cap

dich vu da cé theo cach mai

e Quan ly san xuat san pham bang Iénh san xuat
(gidy, miéng); theo ddi ban thanh pham, thanh
pham bang tay

e Lénh sdn xuat dwoc bd phan ké hoach SX chay tir phdn mém, cap
cho cac bd phan nhu kho, vat tu; két qua san xudt duoc cap nhat
vao phan mém dé theo dai, tinh todn

¢ PO (Purchase Order) ctia khach hang sé Ién lich tw dong cho
cac bo phan lién quan cung (ng vat tw; san xuat bang ro-bot
24x7; thanh pham dwoc kiém tra chat lwong tu ddng trudce
khi giao, cac thong s6 va théng tin duwgc ghi nhan ty dong. Page 01
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3 cap dé tien hoa chuyén doi so:

So hoa

e Chuyén di liéu analog sang
digital

Tin hoc hoa

« Toi wu héa dé ting hiéu
nang hoat dong

» Chuwa thwe su thay d6i mé
hinh, phwong thirc kinh
doanh mai

Chuyén doi s6

e Quy trinh, cach thirc hoat
ddng mdi; san pham, dich
vu md&i; moé hinh, phwong
thire kinh doanh mdi

e Tan dung cong nghé, dir
lieu va thong minh hoa
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An todn théng tin mang la PHAI CO khi trién khai t'ng
dung Cong nghé thong tin

D
|s a MUST not @ SHOUL

AF
pPSE-~ Board Director at ISAC

L1 ]
N Guarding Your Gold :
Irity Why Cybersecurity is a Must in 2024!

Why investing in.
cybersecurity
iSs @ must?
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Khéng con la “NEU” bj tén céng mang, ma la “KHI NAO” bj tén céng

“It's not a question

of if, but when a
cyber attack will occur.”

L0 00
00

H3y chuan bi cho diéu toi té!
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CAU HOI CUA NGUOI DUNG DAU DOANH NGHIEP ? .

* Doanh nghiép cua t6i c6 can phai trién khai bao mat dam bao an
toan khi s&r dung cadc phdn mém mua tir cac bén uy tin?

* Chung t6i phai bao vé nhirng gi? Trwdc nhitng ai?

* (Cong ty khéng co thong tin quan trong gi nén khéng can phai bao
ve?

* Bdo dam an toan cho cac &rng dung/hé thdong cong nghé thong tin
(CNTT) Ia trach nhiém cua ai?

* La nguoi dirng dau, khdong cé chuyén mon vé bdo mat an toan, toi
c6 thé lam duwoc gi?

e Cong ty toi khong cé (hoac chi co 1-2) nhan vién CNTT, chua co
chuyén mén vé an toan thong tin thi ai s& lo viéc bao dam an toan?

« T6i phai quyét dinh nhu thé nao doi vdi cac giai phap, bién phap bao
vé, bao dam an toan tlr cac dé xuat ctia nhén vién trong ndi bd hoac
twr bén ngoai?

e Tham van hodc tw van ai vé ATTT cé thé tin twdng duoc?

O . 277

Page 07



THE HUMAN LAYER

PERIMETER SECURITY

NETWORK SECURITY

ENDPOINT SECURITY

DATA SECURITY

Mo hinh caclép bao dam an toan clia moi t6 chirc B
D{r lieu va tai san thong tin quan trong la muc tiéu can bao vé cua Doanh nghiép,
cling la muc tiéu tan cdng cua cac to6 chirc va tdi pham mang
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LANH DAO DAM BAO AN TOAN THONG TIN LAM NHUNG GI?

)
« KHONG CAN cé chuyén mén vé cdng nghé théng tin, an toan
thong tin

+ Nguyén tic: DAM BAO ATTT LA THANH PHAN BAT BUOC
TRONG MOI HE THONG THONG TIN

«  Ap dung tv duy quan tri va quan trj rGi ro dé dam bao an toan
| 0 bes » Dam bao an toan thong tin la két hop gitra cac bién phap, giai
| / phap PHI KY THUAT va KY THUAT, trong do cac bién phap
Bttt PHI KY THUAT ddng vai trd quan trong

« Can hoach dinh trién khai ddm bdo an toan thong tin cua td

chirc mang tinh hé thong, tong thé; t6 chirc thuong tang dé
van hanh ha tang thuan lgi, duy tri va kiém soat dwgc

 Thic day van hoa an toan trong t6 chirc, trong mdi nhan vién
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Luat va

quy
dinh

Cac co’
ché bao
mat
(cong
nghé)

TRIEN KHAI DAM BAO AN TOAN THONG TIN TONG THE

Nhan lwc,
nhé“ 2 y 2 ” hanh Ké hoach

X:'l_l_ffr bao mat | ¥Nng pho

Con nguoi
(Personnel)

Quy trinh
(Process)

Cong nghé
(Technology)

Giam rui ro mat an toan cho hé thong théng tin
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CONG VIEC CHINH CUA LANH DAO DOANH NGHIEP -
@)

Tudn thd cdc yéu ciu cua luit phap, nganh va qudc té

2.  Xay dung, vdn hanh K& hoach quan tri va Chién lwgc ATTT - phu
@O\ hop véi chién luvgc hoat ddng cda té chirc, cia doanh nghiép:

o 3. Xaydung, ban hanh, duy tri thuwc thi hiéu qua chinh sach ATTT

4. Quan ly, phat trién Nguén nhan lwc CNTT, ATTT cua to chirc;
nang cao nhin thirc ATTT cho tat ca nhan vién

<>
IJ_IEU Security

ML program 2NN 5. Chidao trién khai, quan ly va kiém soat Rui ro an toan théng tin

4 e Duy tri ddm bao ATTT trong moi hoat déng cla té chirc nhw

quan ly nhan su, quan ly cac thay doi, dam bao ATTT

vy & o L. s C s " . , "
8y L 7. Chuan bi va duy tri san sang Ké hoach rng phé sw co ATTT

Implementation Cose 8. Trién khai cac co ché bao mét co’ ban cho cac hé thong thong tin
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DE XUAT CU THE CHO CAC DOANH NGHIEP VUA VA NHO -
O

1. Ra soat cac quy dinh phap luat c6 lién quan, dam bao
tuan thu:
’ * Viét Nam: Luan An toan théng tin mang, Luat An ninh mang,
Nghi dinh Bao vé dit liéu ca nhan, cac quy dinh cta Nganh

ﬁom « Qudc té: cac thj trwang va khach hang ma doanh nghiép dang
es huwdng dén va dang cung c3p SPDV dé biét phai tuan thu cic quy
dinh nao. Vi du: HIPPA - Hoa Ky, GDPR cla Lién Minh Chau Au

@ \ 2. Doanh nghiép can c6 chién lwoc kinh doanh tam nhin (t6i
thiéu 5 nam), lam co’ s& xay dwng chién lwoc bao dam an
toan thong tin. Cu thé can dwa ra cac muc tiéu an toan can
dat dwoc, vi du tuan thu chat ché cac quy dinh, bao mat va
khong 16 lot théng tin khach hang, bao mat cac bi mat kinh
doanh cua doanh nghiép, ...
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DE XUAT CU THE CHO CAC DOANH NGHIEP VUA VA NHO -
O
3. Xay dwng, ban hanh va dam bao tuan thu cac chinh sach
an toan théng tin cia doanh nghiép.

« Chinh sach ATTT la mot tap hop cac “Hwdng dan cla doanh
’ nghiép quy dinh hanh vi nhat dinh trong t6 chirc vé ATTT”.

e Chinh sach ATTT dya trén cac muc tiéu chién lwoc ATTT
Can xay dung phu hop, dé hiéu, dé nhé, dé dp dung
‘ « Ap dung khéng chi trong ndi bd DN ma ca cac bén lién quan
@ \ * DPam bdo tuin thd, nhat la nguwoi dirng dau; duy tri, cap nhét

>
=
=N
S
(-

4. Xay dwng nang lwc vé con ngwei dam bao ATTT cua
doanh nghiép:
e C6 nhan sy ky thuat lam viéc toan thoi gian / ban thai gian cé
hi€u biét vé ATTT va van hanh trién khai dam bao ATTT cta DN
* NAang cao nhan thirc ATTT cho toan thé nhan vién cdia DN
e Thuc day van hod an toan thdng tin trong té chirc
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DE XUAT CU THE CHO CAC DOANH NGHIEP VUA VA NHO

O
5. Chi dao trién khai quan ly rdi ro ATTT cta Doanh nghiép.

* L3p danh sach va quan ly cac tai san thong tin cia doanh nghiép
(con nguoi, quy trinh, dit liéu, thiét bi phan cirng, phan mém,
° mang)
e Quan ly va kiém soat cdc mdi de doa (Threats) va cac diém yéu
5 esﬁons (VuInerabiIitie:s) cla tirng tai san théng tin
* Phan loai tai san théng tin, xac dinh cac wu tién
Danh gia tac dong cua nhitng tai san thong tin doé vai hoat dong
kinh doanh ctia t6 chirc
* Cé nhitng bién phap gidm thiéu va &ng phé vai cac rii ro cu thé
6. Chuan bi ké hoach trng pho sw c6 ATTT:
e Quy trinh va cic phuong an &ng pho cu thé
e Luuy tinh kha thi, va phu hop véi té chirc
e Cocacho tro cla cac to chire, chuyén gia bén ngoai &ng pho khi
Xay ra sy co

@

O

Page 14



DE XUAT CU THE CHO CAC DOANH NGHIEP VUA VA NHO -
O

7. Chidao trien khai cac giai phap bao dam an toan co’ ban
de bao vé cho hé thong théng tin va cac trng dung cua
Doanh nghiép.

’ * Thué tu van lap thiét ké hé théng thong tin clia Cong ty phu hop vai
hoat ddng kinh doanh va chién lwgc bao dam ATTT cla cong ty
’ nS * Thiét bj twong Ilra (firewall) cho mang két néi Internet clia Cong ty
2 eSho * Thiét bi/ gidi phap tuong llra WAF (Web Application Firewal) cho céac

rng dung cua cong ty

Giai phap phat hién va ngan chan ma doc trén cac may chd, may tinh

lam viéc

¢ NE&u cac &ng dung ctia Cong ty trién khai trén nén dién todn ddm may
ctia Nha cung cap gidi phap, dé nghi bd sung giadi phap bdo mat cho ng
dung va bao mat dit liéu khach hang

* Can nhac thué dich vu ddm bao an toan cho di¥ liéu quan trong va &ng

dung ctia Cong ty tlr bén cung cip dich vu ATTT c6 uy tin

@
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DAM BAO AN TOAN THONG TIN CHO DOANH NGHIEP VUA VA NHO

Trao doi

Page 16



Tran trong Cam on!

Nguyén Hiru Nguyén
Trung tam Ung cru khan cap khdng gian mang Viét Nam
VNCERT/CC
Cuc An toan théng tin, Bé Thong tin va Truyén théng
Email: nhnguyen@mic.gov.vn
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