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----- Quan diém vé nang luc ky thuat so
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San sang glup do ngu‘o'l khac cai thién nang luc ky
thuat s6 cua ho, xay dung diém manh va gidm
thi€u diém yé&u cda ho.
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Khong nan long trudc toc do thay doi nhanh chong
cla cong nghé nhu’ng tin rang ngu’dl ta luon co thé
tim hiéu thém vé cach cdng nghé co thé dugc sur
dung trong xa hoi ngay nay.
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San sang danh gia tiém ning cla chinh mot ngudi
nhirng ngudi khac dé lién tuc hoc hoi
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.- - - - Nang cao nang luc ky thuat so
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..... San sang yéu cau dugc
----- day cach sU’ dung Ung

AAAAA NOi vé tam quan trong ;o D0 TS
----- clia viéc nhéan ra "tin tlc dunﬁeﬂ"vg?' bggcs? gaéEI!Ch

----- gia" véi EIQ;I’QQ NgUai internet) thay vi giao

nhiém vu cho ngudi
..... khéC.
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Kiém tra do uy tin va tin cay cua
noi dung so

San sang chia sé kién thdrc chuyén mén
trén internet.

= Cdi ma chia se noi dung ky thuat so.
= Khdng chia se tai nguyén ky thuat s6 néu

khong thé trich dan tac gia hodc ngudn cua
chung theo cach thich hgp.




.- - .- Dich vu va cong cu truyén thong

AAAAA

IIIII

.....

AAAAA

IIIII
OOOOO
AAAAA

Pién thoai Thw dién to H&i nghi video
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_____ Mang xa hoi Podcast




RENS Su dung dich vu va cong cu truyéen thong
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..... B30 c3o0 & Chia sé y Phan hoi & |0
o tom tét twéng khuyen
..... Lén lich hop Moc sw kién

..... quan trong




Khai niém veé cong tac tu xa

= Lam viéc tU xa chinh la viéc ngudi lao dong
si’ dung cac thiét bi cong nghé lién lac,
giao ti€p hién dai dé lam viéc G bat cr dau
dé thuc hién cong viéc.
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Lgi ich cua cong tac tu’ xa

Giam thiéu thdi gian va chi phi di
chuyén gilra nha va van phong.
Thdai gian va khong gian lam viéc
linh hoat.

Tang do tap trung vaGi cong Vviéc.
Giai tda cang thang.

Can bang cudc song.

Tiét ki€m chi phi thué van phong.
Gia tang cc hoi lam viéc vdi nhan
vién & cac khu vuc khac nhau.

Kho khan cua cong tac tu xa

Mat di su’ gan bo v@i dong nghiép va
moi truéng lam viéc

Tang chi phi khi lam viéc 6 nha

Nguy cd mat can bang gilra cudc song
va cOng Viéec

Cac nguodn gay xao nhang

Nguy cd bao mat thong tin
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Quan diem trong cong tac tu xa

= Khuyén khich moi nguGi bay to y kién cua
khi cong tac trong moi trudng ky thuat so.

= Hanh ddng mdt cach dang tin cdy dé dat
dudc muc ti€u cia nhom khi tham gia xay
dung nguon luc hoac kién thurc.

= SU dung cac cong cu ky thuat sb thich hgp
dé thuc day su’ cong tac gitra cac thanh
vién trong nhom.

Ky ndng x3 Giao tiép ro Iélfwtn]asa?r?ggtc’)

hoi tot rang

su hiéu [am



PLAY — Giao tiep

an toan tru'c tuyeé

L R . L Y iy
A58 1
Mn %,;,-,




Australia f,
AUS4SKILLS

Ngudi dan tham gia cong nghé so

Du an: Nang cao nang luc s cua chinh quyén dia phuang,
doanh nghi€p va ngudi dan - Hudng t&i mot qudc gia so
Ngay 2, Buéi séng

THE WORKSHOP

N
n



.- .- . Cac loai dich vu ky thuat so
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Xac thu'c nguci dung

Phudng phap xac thuc nguGi dung trén mot
trang web hoac mot dich vu truc tuyén hay
quyén xac thuc ngudGi dung, la qua trinh xac
minh thong tin dang nhap cia mét ngudi dung
hodc thiét bi c6 gang truy cap vao mot hé
thong.

Lam thé nao dé xac thuc ngudi F
dung? SRS E R

Truy tim tap hop dir liéu xac dinh ngu'ci dung: S LI
= Cac hoat dong, hanh dong va dong gop cua Tt
nguoi dung trén internet (VD: cac trang da xem,
ich st mua hang). I
= D liéu ca nhan (VD: tén, tén ngudi dung, dir e e e e e e e e e e e e
li€u ho sc nhu tudi, gidi tinh, sd thich). e e e e e e e e e
= DU lieu nglr canh (vi du: vi tri dia ly). R I T THE WORKSHOP



Khai niem ve cookie

= Cookie cho phép mot website luu cac thong
tin trén may tinh cua ngudGi dung va sau do
lay lai nd.

Lgi ich va rui ro
Cac loi ich va rui ro khi guan ly mot hoac nhiéu

aanh tinh ky thuat so trén cac hé thong, ung dung
va dich vu ky thuat so:

v" Ldgi ich: quy trinh xac thuc nhanh, tuy chon cua
nguoi dung

X RUi ro: bi danh cap danh tinh, di li€u ca nhan bi
bén th{ ba khai thac

THE WORKSHOP
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Hudng dan tao, xay dung, va bao vé danh

tinh sO

Cac chién lugc sir dung dé
kiém soat, quan ly hoac xo0a
dir lieu dugc thu thap/quan
ly bdi cac hé thong truc
tuyén:

= Theo doi cac dich vu dugc sur
dung.

= Liét ké cac tai khoan truc
tuyén.

= X0a cac tai khoan khong dugc
sur dung.

Cach han ché va quan ly viéc
theo doi cac hoat dong cua
ngudi dung (ban than) trén
internet:

= Tinh nang phan mém: duyét
web riéng tu, xoa cookie.

= CONng cu nang cao quyeén riéng
tu’ va cac tinh ndng san
pham/dich vu: dong y tuy
chinh do6i vdi cookie, chon
khong tham gia quang cao
dugc ca nhan hoa.
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..... Cac rui ro vé an toan khi st dung cac thiét bi hoac
“““ hé thong co két noi internet
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| 2 Nl Tan cong bang
Panh cap danh ohan mém déc
hai




Tai sao can co nhan thirc ATTT?

Dam bao ATTT tot nhat theo qui tac "90/10":

N n A on oo oo~ 90% van dé ATTT phu thudc vao con ngudi tuan thu
(0] 5 z
10% van de ATTT phu thuoc vao giai phap ky thuat €8t cac chinh sach ATTT

\ 4

Vi du: cdi khod clra 1a 10%. Ban phai ghi nhG cach khod, kiém tra xem clra d& dudc dong
hay chua, chot da cai chua, gilr chia khoa cura, ... [a 90% con lai.

Két ludn: cin ca ky thuat va con ngudi dé€ ddm bdo ATTT hiéu qua nhat !




Tai sao hacker c6 thé tan
cong thanh cong?

Piém yéu trong hé thdng

= L0 héng ng dung (hé diéu hanh, trinh
duyét web,...)

= L6 hdng do cau hinh hé théng khdng tot
= Chinh sach ATTT khong tot

Piém yéu vé nhan thirc cua ngusi dung




..... Bao vé an toan dir liéu, thong tin va thiét bi s6
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Chién lwoc vé sinh mang thich hop lién quan dén mat khau:

OOOOO

. » VD: chon nhirng mat khadu manh, kho doan.
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Cach cai dat va kich hoat phan mém va dich vu bao vé:

IIIII

OOOOO

AAAAA » Chong vi-rut (VD: McAfee, Bitdefender, Norton).
-----  Chéng phan mém déc hai: McAfee, Bitdefender, Norto.
""" « Twong Ikra.
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IIIII

°°°°° Cach kich hoat xac thyc hai yéu t6 khi cé san:
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IIIII

. Mat khau s&r dung mét lan.
..... « Ma OTP hoac ma cung ve&i thong tin xac thwce truy cap.

IIIII
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Mat khau cua ban bi mat nhu thé nao?

= Bj do/dodn do méat khiu dat qua don gian :‘:Z?qsswwd's '\f,:‘ ‘_'
. A A T A . PeSS, o C\
= Ghi mat khau ra gidy, file text Eoes —

, . n A L

= May bi keylogger - phan mem trom mat khau

= Chia sé méat khau vdi ngudi khac (véi tinh chat
mot mat khdu cd thé vao dugc tat ca cac hé thdng
nhu néu trén, thi phai rat can nhac khi cho ngudi
khac biét, va can doi ngay sau do)

= Bi nghe trOm qua mang
= Dung chirc ndng ghi nhé méat khiu cda Ung dung
= Bij tdn cong Ira ddo cung cdp mat khau

P RMIT
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St dung mat khau an toan (1)

= D&t mat khu dd manh, khé dodn nhung dé nhé

« Khéng dat mat khau trung vdi ngay sinh nhat,
tén,...

= Khdng ghi mat khau ra gidy hay file khdng ma hoa
= POi mat khau dinh ky

= Khdng chia sé mat khau

= Khéng ghi nhé mat khau trén trinh duyét

= S’ dung phan mém gilp quan ly mat khau. Vi du:
KeePass




Su dung mat khau an toan (2)

= HTTP hay HTTPS % Cutlook Web App X V
= HTTP: khong ma hoa, cd nguy cd bi nghe = C | & https://mail.ttt,
trém mét khau qua mang do mét khau ¢ 2% Apps Y Bookmarks P Google!

dang text binh thudng.

= HTTPS: c6 ma hod bang chirc thu s6, mat &
khau dugc bao Vé. Privacy error

= Nén st dung HTTPS thay cho http néu website ¢4 € - C  (xbHps//bkserve
ho tro ca?2 giao thirc st Apps  # Bookmarks P¥ Google!

= Chu y khi dung HTTPS: thuGng thi trinh duyét co
canh bao doi vdi cac trudng hdp chirng thu so sai,
bi gia mao, hét han,...

<\

b
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Cach dat mat khau manh,
dé nha
= Thay thé cac chir thanh s6 hoac ky tu’ dac

biét theo quy tac tuong tu. Vi du: a -> @;
A4:i->1,1:s->%0->0; ..

= Thém cac thanh phan ngan trudc hodc
sau mat khau

= Vi du t& mot mat khau don gian, bién doi
thanh mat khau phutc tap:

= password => Password => P@sswOrd => #P@sswOrd




Cac nguy co 19, lot va

mat mat dir liéu

= DI lieu khong dugc phan loai dung cach

= DI liéu xoa khong dung cach, bi khoi phuc lai

= Chia sé dir liéu khong kiém soét, chia sé dir
lieu trén Internet,...

= Mat, héng phudng tién Iuu trif (6 clng trén
may, 0 cing di dong, USB, thé nhg, dién
thoai, may tinh bang,...)

= Virus pha hoai, 13y cap thong tin

= May tinh bi tdn cong pha hoai, &y cap dT liéu

= Cai dat cac phan mém cho phép truy cap may
tinh tir xa nhu Teamviewer, Logmein,... ma
khong giam sat khi co nguGi truy cap.




Bao vé dir lieu (1)

= Phan loai theo mic do quan trong cua dir liéu, cd bién phap
bao vé phu hgp cho tung loai dir liéu

Office Desk — Before & After 5S

An office desk before and after conducting 5S Sort and Set In
Order. Clutter and unused items have been removed leaving

only what is needed.
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Bao vé dir lieu (2)

Chia se file theo ding qui dinh cua cong ty, phong ban
= Khong thuc hién tai Ién (upload), hay chia sé tai liéu / dir
lieu quan trong cua ndi bd trén cac trang mang internet

(google, facebook, mediafire, 4share, megaupload,
rapidshare, slideshare, dropbox, fshare,...)

= Ngudi st dung phai thuc hién ché d6 xac thuc ngudi dung
khi chia sé may in, chia sé thu muc. Tot nhat la chi dung
cac thu muc chia seé ma cong ty qui dinh.

Ma hoa dir lieu quan trong
= SU dung mot s6 cdng cu nhu: TrueCrypt, BitLocker DMe ire

= D3t mat khau phdc tap véi cac tai liéu quan trong (dang
Excel, Word)

P RMIT
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Bao vé dir lieu (3)

Pinh ky sao lu'u dir liéu cong viéc theo qui dinh
USB
Han ché sr dung USB, thé nhé, & ciing di ddng, ...
Trong truéng hop su dung:
Khong nén luu di liéu quan trong
D{r liéu quan trong phai dugc ma hoa
- Chi dinh ca nhan quan ly va chiu trach nhiém
May tinh
Khoa may (vat ly)
P3t mat khau truy cdp may tinh cho cac tai khoan
cd trong may
Khoa man hinh may tinh khi ddi ban lam viéc.
Pé thdi gian tu khod man hinh khi khéng st dung

sau 5 phut. ®» RMIT

UNIVERSITY




..... Bao vé an toan dir liéu, thong tin va thiét bi s6
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Can can nhac mot s6 hanh

. Canh giac khong dé may vi tu bdo vé nhu khdng str
----- tinh hoac thiét bi di dong dung mang Wi-fi ma dé

""" khong c6 nguGi trong coi G thuc hién cac giao dich tai
""" nhirng ndi cong cong. chinh hoac ngan hang truc

OOOOO

..... tuyén
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IIIII
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Bao vé dir liéu ca nhan va
quyén riéng tu

.......... Du an: Nang cao nang luc s cua chinh quyén dia phuang,
e doanh nghi€p va ngudi dan - Hudng t&i mot qudc gia so

.......... Ngay 2, Budi sang

AAAAAAAAAA
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Bao vé an toan dir lieu ca nhan va riéng tu

1 Cach nhan dang cac thu dién to dang ngd c6 lay thong tin nhay cam hoac
co thé chda ndi dung xau.

7 | Cach ap dung cac bién phap bao mat cd ban trong thanh toan truc tuyén.

3 Cach kiém tra xem dd an toan clia trang web yéu cau cung cap dif liéu ca
nhan.




] AN ? N7 N ] N\ = pd
Email lIua dao lay thong tin tai khoan
AN nr n . v ( ; ’ < Lm_lﬂléf
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emall MAILBOX QUOTA EXCEEDED!
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n

Your mailbox has exceeded the limit of 20.0GB set by
system administrator, you are currently at 20.1GB. Further incomingoutgoing

Further incoming outgoinge-mails will be returned undelivered.
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’ign in her xtend your quota limit and continue using e-mail service.
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Failure to upgrade will lead to seljce suspension.

With your mouse hover over the link. You will see it doesnot
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This is an auto-generated email ollow the instructions here -in, please DO NOT REPLY. Any replies to this email will be
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Dau hiéu Email Itra dao

Email khong ghi rd tén nguGi nhan + Khong phan hoi cac email yéu cau
Ngudi gui khong phai la nguGi ban cung cap mat khau
bi€t, hay tu cac dia chi ban cod lién hé - Khong md cac file, bam dudng link

NOi dung Email khong chinh quy (ngay nghi ngd

ca khi gui tur nguGi quen) - X0a cac email spam hay c6 noi dung
nghi ngd, forward email d6 dén bo
phan IT x ly.

Co chua cac file dinh kem "nghi ngg" Cap nhat cac ban va cho cac chuong
nhu: .zip, .exe, .vbs, .bin, .com, .pif trinh emal_l nhu Outlook,

oy ' ' P P ThunderBird, ...

NOi dung Email cé cac dudng link
khong ro rang, link gia mao

Tim cach xac minh cac email cam thay

Co dudng link hay file dinh kem xem nghi ngd

thiép dién tu khdng mong dgi.
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Su dung Internet an toan

¥ Khong bam cac dudng link khong ro
nguon goc, dac biét cac dudng link trong
clra sd pop-up quang cdo. C6 thé sir dung
add-on, plug-in chan quang cao (nhu
Adblock)

M Khong chay cac doan ma (script)
khong rd nguon goc (vi du nhu cac script
trén mang xa hoéi). SUr dung cac add-on,
plug-in ho trg chdng tdn cdng qua
Javascript

¥ Cap nhat thudng xuyén cac ban va 10
hong trinh duyét va cac add-on di kém nhu
Flash, Java,...

v Tat cac add-on thira trén trinh duyét.

M Cai dat va sir dung phan mém diét virus,
tudng Ilra

¥ S dung cac phan mém gilp kiém tra
dudng link an toan. Vi du: URL Void, Google
Safe Browsing Diagnostic, ...

¥ Tim cach xac nhan lai thdng tin khi thay
nghi ngd, chd y nguy cd phat tan virus
nhan dip cac su kién ndi bat, ngay € Tét,...
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Mot so phucng thirc tan cong

Tan cong tham do: s dung dé thu thap thong tin, phat hién ra
cac |10 hong trong hé thong.

Tan cong truy cap: tan cong tac dong vao hé thdng, nhu chiém
quyén diéu khién server, sira doi database, ...

Tan cong tu choi dich vu (DoS, DDoS): tan cong gay qua tai,
lam té liét dich vu dudc cung cap.

Tan cong vao nhan thirc ngu'si dung (Social Engineering): la
cach tan cong két hgp danh Itra ngudi dung. Vi du: g file, duGng
link dinh kém virus, khai thac thong tin bi mat,... = = = Social Engunecering pafh

Traditional hacker path

Ban chat cua cach tan cong truc ti€p vao hé thong thudng kho

hon, do do hacker tim cach di vong qua bang cach Igi dung sc hé

clia ngudi dung (hacker gia lam ngugi quen gui file chira virus

qua facebook, nhan vién md file d6 bang may tinh trong cong ty

- hacker sé truy cap dugc hé thong ndi bo cong ty). # RMIT

UNIVERSITY




Ma doc may tinh la gi?

La chuong trinh phan mém gay hai cho may tinh, dir liéu cua
nguci s dung.

Worm: sdu may tinh la mot dang ma déc may tinh cé thé nhan
ban chinh nd tU may tinh nay sang may tinh khac qua méi trudng
mang, USB, dia CD...

Spyware, Adware, Ransomware: phan mém gian diép, quang
cao thu thap thong tin ciia ngudGi dung roi gui ra ngoai, hién cac
pop-up quang cao trén may, thay déi homepage trinh duyét, gia
mao, ...

Trojan: phan mém thu thap thong tin tur may tinh, vi du nhu ghi
nhan tat ca n6i dung go tur ban phim roi gui ra ngoai. Lam giam
do an toan cia hé théng bang cach vo hiéu hoa phan mém diét
virus hay tudng I(ra.

Virus file: [a phan mém doc hai tu dong chen thém chinh nd vao

cac files thy thi trong mdy, mdi khi cac file dudc goi thuc thi s&
thuc hién Iénh cla virus trudec.

P RMIT
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Ransomware

TITTITITITTITITITFITITITIFIITFIITIFITFITFITFIFITFITFI T I I FITFIIFIFI I I I I FIFIFIFIFITFIFIFIFITFIIFIT

Your documents, photos, databases and other important files have been encrypted with
strongest encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key.

You only have 72 hours to submit the payment. If you do not send money within provided
time, all your files will be permanently crypted and no one will be able to recover them.

Press 'View' to view the list of files that have been encrypted.

Press 'Next' to connect to the secret server and follow instructions.

71:59:07
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can open It and use copy-paste for address and Key.
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MOt dang ma dbc gia mao, ngan can nguci dung su’ dung dir li€u may tinh.

Panh Ira ngudi dung tra tién dé cd thé sir dung binh thudng.
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Cac con duong lay lan cua ma doc

- Thiét bj USB, 0 dia di dong... T
- Web den -
- Phan mém crack, keygen

- Email khdng rd ngudn gdoc (cd thé chira virus
trong file dinh kem)

- Chia se thu muc

. L6 hdng phan mém
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Phong chong virus cho nguci su’ dung

- Cai dat phan mém diét virus, thuc hién cap nhat
mau virus hang ngay

Khi nghi ngd bi virus, can thong bao cho bo

phan IT xU'ly.

Khong ma file, khbng bam vao cac dudng link

khong ré nguon goc

- Khong tu'y tai va chay cac phan mém crack,
keygen

. Cap nhat thudng xuyén cac ban va 10 hdng phan
méem (Windows, Chrome, Firefox)
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Australia “Y'
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Giao tiep lich su’ trén Internet

.......... Du an: Nang cao nang luc s cua chinh quyén dia phuang,
e doanh nghi€p va ngudi dan - Hudng t&i mot qudc gia so

.......... Ngay 2, Budi sang

AAAAAAAAAA

THE WORKSHOP




]’j@ﬁ@@*’@%@@.ﬁ}@; Khai niém vé cac thang diép

J%Ji@)@ﬂﬁ(j@@ khong Ioi

Giao tiép khong I6i bao gdbm bi€u cam nét mat,
diéu bo, cac hinh thai can ngon ngir nhu do
I6n hodc tdng giong, ngdn ngil ca thé, khdng
gian giao ti€p hay khoang cach ca nhan, anh
mat nhin, ti€p xdc (va cham), ngoai hinh va
............... tao tac.

IIIIIIIIIIIIIII
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= Phan loai thong diép khong IGi
............... = Bi€u tugng cam xuc
............... = Hinh dan

AAAAAAAAAAAAAAA

AAAAAAAAAAAAAAA
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Quan diém dé xay dung phép
lich su’ khi st dung Internet

= Can phai xac dinh va chia sé cac quy tac
trong cong dong ky thuat so.

= S0 dung quan diém dong cam trong giao
tiép.

= CGi md va ton trong quan diém cla nhiing
nguai trén internet.

= CGi md v3i quan diém clia ngudi khac ngay
ca khi ho khac véi quan diém cda minh.
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Khai niém vé van nan bat nat/ {rc hiép trén mang

Bat nat qua mang I3 khi bt c mot cd nhan nao bi de doa, xam hai, Iam nhuc, lam
mat mat/xau ho hodc tra tan bang tinh than qua tin nhan, mang Internet, cac trang
mang xa hoi va qua cac thiét bj dién tu.
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Chan thanh
Cam on!
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Tuyén bd mién trir trach nhiém

Ban thuyét trinh nay do Chinh phl Australia ho tro thong qua Quy HO
trg Cwu sinh vién Australia. Moi quan diém va nhan dinh trinh bay trong
ban thuyét trinh nay la cta cd nhan tac giad va khdng nhat thiét thé hién
quan diém cta Chinh phu Australia.
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