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2. PETAL TECHNOLOGY GROY

CHUYEN POl S

Chuyén d6i s6 la qua trinh thay d6i tdng thé va toan dién clia cd nhan, t6 chirc vé

cach séng, cach lam viéc va phwong thirc san xuat duwa trén cac cong nghé so.

Néu chung ta cu di sau vé cdi mdi thi sé mdi méi la nguoi di sau, khéng bao gicr

thay déi duwoc thir hang quéc gia.

Nguén: Cuc tin hoc hod, Cuc chuyén déi sé - B6 Théng tin va Truyén théng
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&2/ T/EEE CHI PHI VE ATTT TRONG CHUYEN DOI SO

Chi cho chuyén déi s6 thé nao cho phu hgp?

MUc trung binh clia thé gi6i vao khodng 2-3%. G mdt s6 nudc nhu Singapore, ty 1& nay cé thé |én dén 4-
5%. MUc trung binh cta Viét Nam hién nay dang la 0,3%.

Mbi ¢S quan, t6 chifc can cUf vao chién lugc chuyén déi sé ctia minh dé c6 muc chi phu hgp. Déi véi cac co
quan nha nudc cap bd, cap tinh, ty 1& chi cho chuyén déi s6 nén 8 mic 1% téng chi ngan sach nha nuéc

hang ndm. Néu muén day nhanh, nhat 1a nhitng ndm dau can |am ngay cac nén tang, thi ¢ thé chi 2%.

Chuyén déi s6 1a chuyén hoat doéng tir mdi trudng thuc sang mdi trudng s6. Bao ddm an toan, an ninh

mang la diéu kién tién quyét dé chuyén doi s6. Mdi t6 chitc, doanh nghiép can danh it nhat 10% muc chi

cho chuyén déi s6 dé chi cho cac hoat déng bao dam an toan, an ninh mang.

Ngubn: https://dx.mic.gov.vn/docs/chuyen-doi-so-ton-bao-nhieu-tien/



@2/ T/Ca=l BAO CAO XEP HANG CHUYEN DOI SO 2022

;[ XoTo ly: (e Xcll- N ;{1 THEO DOI XEP HANG CAC NHOM CHI SO

Xép hang Xéphang Xéphang Xép hang Xép hang Xép hang Xép hang Xép hang

Xép hang chi s& Céc tinh, thanh phd tryc Nhan thirc Thé ché Ha tang Nhan lyc An toan thong tin Hoat ddng chinh Hoat dong kinht&  Hoat dong xa hoi
DTI thuoc TW sb sb sb sb mang quyeén sb s6 s0

1 TP. Da Ning 1 1 2 1 1 1 1 1

2 TP. H6 Chi Minh 35 1 1 25 17 2 4 9

3 Quang Ninh 15 1 4 26 21 3 22 2

4 Thira Thién - Hué 16 1 18 12 3 4 10 20

5 TP. Can Tho 33 15 13 5 2 12 6 23

6 Lang Son 1 15 5 8 15 1 13 5

7 Bac Ninh 50 1 15 20 4 16 9 16

8 Théai Nguyén 16 15 6 24 5 5 48 22

9 Bac Giang 46 1 44 21 29 25 2 11

10 Nam Binh 16 15 42 15 36 17 12 6

11 Long An 16 1 36 3 37 10 52 14

12 Binh Phudc 20 15 11 34 18 13 36 10

13 Hai Duong 20 35 12 27 58 15 7 4

Nguén: Cuc chuyén ddi s6 - B6 Théng tin va Truyén théng - 2022
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OIGITAL TECHNOLOGY EHDUP

THE GIOI

ZUI10 TR~
Market 2017YR 2018YR 2019YR 2020YR 2021YR 2022YR 2023YR 2023YR
Application Security 24848 28144 30962 34400 38047 41709 45276  10.0%
Cloud Security 1854 2976 4391 6363 8956 12245 16311  405%
Data Security 20131 23433 26633 30799 35580 40607 45443 142%
|dentity Access Management 80978 90281 98415 108529 120113 131177 140759  93%
Infrastructure Protection 134762 150977 165279 183748 203710 224491 246206  10.3%
Integrated Risk Management 39486 42790 45571 49422 53740 58210 62605  7.9%
Network Security Equipment 10677.3 12,0804 132780 143202 153169 161838 168700  6.9%
Other Information Security Software 18323 20425 22066 24105 26337 28622 30956  87%
Security Services 527177 584742 620095 669140 724257 783913 844864  7.6%

Consumer Security Software 59437 62207 62581 64250 66166 68169 69470

2.2%

Bd truding BO TT&TT Nguyén Manh Hiing:
"Viét Nam cd thé trd thanh curong quoc an ninh mang"

SU’ CHUYEN DICH CUAATTT (1)

VIET NAM

Xu hwéng cd v phat trién va s dung cac sadn pham
make in Viét Nam trong Iinh viec An ninh mang.

Chi thi 14/2018 va 14/2019 clia Thi twéng CP ve cai
thién chi s6 An ninh mang qudc gia, trong dé nhan
manh dén viéc thué va st dung dich vu cda cac don
vi chuyén nghiép.

Nghi dinh 85/2016 vé dam bao ATTT theo céap db.
Cong van 2973/BTTTT-CATTT vé huéng dan trien
khai hoat ddng giam sat ATTT trong co quan, t6 chirc
nha nwéc.

CV235/CATTT-BTTT Hwéng dan mo hinh dam béo
ATTT cap BO, Tinh va cac co quan nha nudc.

Cong van 1552 Bam bao an toan thong tin cho hé
thong théng tin theo mé hinh 4 1&p trwédc 30/09/2020.

Chuyén dbi s6 lam gia tdng nguy co' vé an ninh mang.
6
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12 TIEU CHI QUAN TRONG BDAM BAO ATTT

1 LAP KE HOACH &
CHIEN LUQC ATTT

Lo trinh dau tw ATTT
hang nam, lién tuc, co
muc tiéu

5| Quy BINH &
TUAN THU

GRC va cac san pham
tuanthd khac

9| I0T/OT

Bao vé an ninh mang cho

2| ENDPOINT +

Bao vé EPP, EDR, Di
doéng, BYOD

6| QUAN LY DINH
DANH

IAM, KYC/AML, chéng

gian Ién,‘ xac thuwc
khéng can matkhau

1 ()l Al/ML

Phan tich an ninh

3 TAP TRUNG DU
LIEU/TONG THE

SIEM (thu thap, canh bao,
bao céo tong thé)

7 NEN TANG DAM
| MAY/CLOUD

CASB, PKM, SIEM
dwa trén cloud

NG PHO TUY
DONG

BAO MAT & RIENG
TU DU LIEU

Ngan chdn méat mat div
liéu, bao mat email

8| MO RONG NEN
TANG SO/WEB

Cbng cu DevSecOps,
SWGS, NW Sec

NHAN THUC
1 2| NGUOI DUNG

Quan ly sy kién ATTT

N& han tha
T i (e e ang cao nhan thirc

mang/Al/ML/UBA, tw dong Tap huan dao tao

hoa, tich hop nén tang

cac  thiét bj két nbi
Internet, thiét bj san xuét




MO HINH MDR (MANAGED DETECTION & RESPONSE)
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( ﬂﬂﬂ MO HINH MDR - LOI iCH

Managed Detection and Response

Dich vu: ALL

Phat hién, phan rng,
ngan chan

Nang cao nang lwc
con nguwoi

Lam chu céng nghé

Nang cao chi sOATTT
quoc gia



TRUNG TAM GIAM SAT ATTT |
DCS SOC |

. \ Al

i . | \\/ |

! \/ »
\ | 1

b ) .'

11,

N |

1




Hinh thanh
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2003 Trung tam Kinh  hang dau VN.

Doanh
4 * Dich vu chat lwong > 100
vang vi Quyén loi
nguoi tiéu dung

DIGITAL TECHNOLOGY SREVP

SAN PHAM
GIAI PHAP
DICH VU

Nhan sv
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Hewlett Packard
Enterprise
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@ B e intel
vimware B Microsoft ORACLE

KAJPIR|KYE  FRTINET
@IBEQB‘ | Barracuda @ g

W McAfee LJCheckPoint  APC AW

POITAC
CHIEN LUGC

Pai tac chién lugc cia DTG la cac cong ty cong nghé hang dau Thé S G SOFTWARE TECHMOLOGIES LT0
gidi.
Linh vuc Tich Hgp Hé Théng va Cung Cap Phan Cing. TRUE GAMING SHARP [> EORCEPOINT

Linh vuc Mang,Vién Théng, An Toan Bao Mat. @ 11
ﬂ

Linh vuc Phan Mém va Dich Vu Phan Mém. \/dSymantec,

splunk>



DIGITAL TECHNOLDOGY EF’\DU?

Cyberspeoce
Security

BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
Doc lap - Tw do - Hanh phiic

$6:/40 /IGP-BTTTT Ha Noi, ngayed $thdng ¢ nim 2023

GIAY PHEP KINH DOANH
SAN PHAM, DICH VU AN TOAN THONG TIN MANG

(Cap lan dau: ngay 02 théng 8 ndm 2018,
sira déi lan thir 3: ngay L thang 4 ndm 2023
C6 gid tri dén hét ngay 01 thang 8 nim 2028)

BO THONG TIN VA TRUYEN THONG

Cin cir Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

Cin ctr Nghi dinh s6 48/2022/ND-CP ngay 26 thang 7 nam 2022 ctia Chinh phu
quy dinh chitc ning, nhiém vu, quyén han va co chu t6 chic cia Bo Thong tin va
Truyén théng;

Cin cir Nghi dinh s6 108/2016/ND-CP ngay 01 thang 7 nim 2016 ctia Chinh phu
quy dinh chi tiét diéu kién kinh doanh san phém, dich vu an toan thong tin mang;

Xét don sé 2302/DDNBSGPKD ngay 12 thang 01 nam 2023 va hd so d& nghi
stra d6i, b sung Gidy phép kinh doanh san phim, dich vu an toan théng tin mang ci
Céng ty C6 phan Céng nghé DTG;

Theo d nghi ciia Cuc truéng Cuc An toan thong tin,
QUYET PINH:

Pidu 1. Cho phép Cong ty Cb phan Cong nghé DTG dugc kinh doanh san phim,
dich vu an toan théng tin mang.

1. Théng tin doanh nghiép:

a) Tén giao dich cua doanh nghiép bing tiéng Viét hodc tiéng nudc ngoai
(néu co): Cong ty Cb phan Céng nghé DTG.

b) Tén ngudi dai dién theo phap luat: Tran Qudc Hoan.

¢) Gidy chimg nhan ding ky doanh nghiép sb: 0302924953 do S& K& hoach va
Piu tu Thanh phé Hd Chi Minh cip 14n du ngay 12 thang 5 nim 2003, thay déi 1in
thir 15 ngay 29 thang 6 nam 2021.

d) Dla Chl tru SO chmh ta1 V1et Nam: S6 41 Trdn Khéc Chén, Phudng 15, Quan

2. Doanh nghiép duoc phép kinh doanh:
a) Nhap khéu san phim kiém tra, d4nh gi4 an toan théng tin mang.
b) Nhép khau san phdm gidm sat an toan théng tin mang.

¢) Nhép khéu san phim chdng tén cong, x4m nhap.

d) Cung c4p dich vu gidm st an toan théng tin mang.

d) Cung cép dich vu phong ngira, chéng tin cong mang,

e) Cung cép dich vu tu v4n an toan théng tin mang.

g) Cung cap dich vu tmg ciru su c6 an toan théng tin mang.
h) Cung c4p dich vu khéi phyc dit ligu.

i) Cung cap dich vu kiém tra, d4nh gi4 an toan théng tin mang.

Piéu 2. Cong ty C6 phan Cong nghé DTG phai thuc hién ding cac quy dinh tai
Nghi dinh s 108/2016/ND-CP ngay 01 thang 7 nim 2016 ctia Chinh pht quy dinh
chi tiét didu kién kinh doanh san phdm, dich vu an toan thong tin mang va cic quy
dinh khéc ctia phap luat c6 lién quan.

Didu 3. Gidy phép kinh doanh san phim, dich vu an toan théng tin mang ny c6
hiéu lyc k& tir ngay ky va c6 gia tri dén hét ngay 01 théang 8 nim 2028 thay thé cho Gidy

\ phép kinh doanh san phim, dich vu an toan théng tin mang sé 75/GP-BTTTT cép ngay

26 théng 01 n&m 2022./. (52—

Noi nhin: BO TRUONG
- Nhu Piéu 1; 1§

- B§ trudng;

- Thir truéng Nguyén Huy Diing;
- Vu Phap ché;

- Thanh tra Bg;

- Luwu: VT, CATTT (3b).

Nguyén Manh Hiing

12
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Certified

CISSP*

™

Certified | Ethical Hacker

CERTIFIED

Splunk Enterprise
Security Certified Admin

Information
Systems Security
Professional

SecuritvEa

CERTIFIED
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™
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Computer Hacking Forensic
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Splunk Enterprise
Certified Architect
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Splunk Enterprise
Certified Admin
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vmware
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Data Center

Virtualization
2022
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POI NGU NHAN SU DTG SOC
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certified
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E CS A OSWE
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Windows Server 2016
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Security
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DIGITAL TECHNOLOGY Eﬁﬂu?

GIAI PHAP
XAY DUNG HA
TANG TRUNG
TAM DU LIEU

/

GIAI PHAP VDI
(Virtual Destkop
Infrastructure).

GIAlI PHAP CHIEN LUOC

TU VAN CHIEN
LUQC SO
GIAl PHAP TAM NHIN SO, s sl
BAO MAT _DAO TAO JJ g
CHO VAN HOA SO & S e W
DATACENTER GAN KET el
KHACH HANG.

4 /

&)@@ ch TU VAN &
, GIAI PHAP i@@ Lo o TRIEN KHAI
y e BAO MAT ShoLr- S = CHUYEN DO
v CHO SO KHOI
‘"HWE DATACENTER DOANH NGHIEP
SMES.
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DIGITAL TECHNOLOGY EF\U\-‘P

1.DICH VU TU VAN/ DAO TAO ATTT /
DIEN TAP ATTT.

~ 5DICHVY XU LY
KHAC PHUC SU’ CO ATTT.

SECURITY
TESTING

3. DICH VU GIAM SAT ATTT (SOC)

4. DICH VU GIAM SAT VAN HA (SECURITY MONITORING)

(OPERATION MONITORING)

=
56.67 » T oS Serer DoabaseSare Applcstinsener

2k?2 4272 2 NA 2403 z
NNNNN 1




Yp/1/G ==l DTG SOC TIEN PHONG TRONG CONG NGHE

L "®
DIGITAL TECHNOLOGY GROWY

LOC THONG TiN THONG MiNH
BANG TRi TUE NHAN TA0

PHAN TICH VA KHAM PHA
DE DANG XU HUGNG THONG

TiN
« \
) KHONG
\ Bi NHiEU

NHAN Bdi CAC

THONG TiN THONG
CHINH XAC TiN

THEO NHU (AU KHONG

v' CONG NGHE UU VIET

DIGITAL TECHNOLOGY GROV®

v DOINGU CHUYEN GIA ==

U’ DUNG TR TUE NHAN TAo BE
THEo Doi BIEN DONG TU HANG
NGAN NGUON TiN TREN KHONG
GIAN MANG VA (ANH BAo KHi
PHAT HIEN XU HUSNG DOT BIiEN,
GiP DOANH NGHIEP NAM BAT
THONG TiN ToAN DIEN, DA CHIE,
NHANH CHONG, THONG MiNH DE
GIANH DUGC Lgi THE CANH TRANH

‘ Vi CHi PHI NHO.

v DPONG HANH CUNG
KHACH HANG

CAN

GIAM SAT 24/7 THIET

/
— 3 A
& a
g\ ¢

CANH BA0 NHANH (HONG
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NEN TANG THEo D6i VA CANH BAo
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NEN TANG CONG NGHE DTG SOC

Customers/SOC 11,12, 13 Tickets System
Management Respond B
& P . Monitoring, Analysis, Threat Intelligence feed
4 | @ - -~ Report - Response
uaoaoan Admin
(. )
Windows/Linux : ,
Servers [ 7
~ — E : -7
— e RN ® ;fo [e) : //’
e splunk> : Loy
4 N\ R - turn data into doing” /~ N\
Applications S~ e ™
— L Log T SIEM /Sercu rity monitoring Dashboard | _| Investigations
== I - Splunk Data T
= J
v e~ I > SO&\&%@%M
O -7 -7 P ov Analysis Usglﬁ:se
- le RN J
( Security ) - L N J
Devices o 7 A f
O Data S |
\ _J 7 e T - 8
// ~ -~ - ©
e s el
(ﬁ //
Endp0|.nt A Assets Management Vulnerability Management :
Protection Data !
- —————— -
N smokta
— = Data
L e
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gﬂgcysbféﬁfffe THAY DOl HUONG TIEP CAN TRONG VAN HANH

DIGITAL TECHNOLOGY EHUUP

TRUOC PAY HIEN NAY VA TUONG LAl
alert
FIREWALL > & FIREWALL - process | 9
IDS/IPS alet @ IDS/IPS \‘
T 4D T o0g, traffic - process .
> —> ‘
ENDPOINT alert | & ENDPOINT — \
Log, data process ¢
S )
|
VULNERABILITY et | & VULNERABILITY
- CONG CU GIAM SAT DON LE v TRIEN KHAI NHIEU CONG CU NHANH CHONG, HIEU QUA
- PHU THUOC BOI NGU CON NGUDI v GIAM THIEU RUI R? ANH HUONG VAN HANH VA ATTT
. KHONG BONG BO THONG TIN v XAY DUNG CO CHE TU DPONG, THEO QUY TRINH CHUAN

v DOINGU IT GIAM TAI, TAP TRUNG TOI YU HE THONG
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DIGITAL TECHNOLOGY EF\U\-‘P

EMAIL ALERT

sl CANH BAO TUONG TAC DA NEN TANG

VPS.TestAlert 12/22/2020 3:10 PM

[VIDOM-DRS1401] MAC has been disabled - By Vendor

This MAC address appears in the results but has not yet been disabled because disable mode is off
Mac Address: A4-50-46-FE-DA-7E

Description: MI8-MiDDDDD.cp.com.vn MS Team

Remove Deny

6/19 7:06 AM
1est) kiém tra loai thiét bi ndy bi cAm khéng?

<’ Reply

MICROSOFT TEAM ALERT MOBILE APP ALERT

o5 VPS.TestAlert 11/28 12:02 AM
Ko :

&/

[172.21.101.10] User have been disabled

User DN: CN=Splunk User,OU=Splunk,OU=User Control,OU=Special-Users,OU=DomainUsers,DC=cp,DC=com,DC=vn
Reason: TEST

Enabled User Whitelist 1h Whitelist 2h whitelist 8h

Reply

21



"Yé’:;z?i?;’e CANH BAO TUONG TAC DA NEN TANG

DIGITAL TECHNOLOGY Eﬂu\"?

920 O@OG™ 0l il D

< oYy SOC Alert

4 members

splunkalert

1. BLOCK IP - /block_ip <ip>

2. UNBLOCK IP - /unblock_ip

v LINH HOAT QUA DA TANG A

| get_block_ips

4. DISABLE USER -/
disable_user <user>

v THONG TIN SU’ CO ATTT

5. ENABLE USER -/
enable_user <user>

v HO TRO' RA QUYET DINH

6. GET USERS - /get_users

7. WHOIS - /whois <ip or
domain>

> r r Y

v PHAN UNG TUC THI 6. WY 1P~ /myip

9. WHAT IP - /whatip <ip>

10. VirusTotal Scan IP - /
vt_scan_ip <ip>

- /vt_scan_domain <domain>

@ Message

HELP COM

11. VirusTotal Scan Domain

13:18 /

2 ©

920 O@OG™ » 0O %Wl D

SOC Alert

4 members

splunkalert [ April 28
{lip:'103.98.153.6', 'country":
. 'Viet Nam', 'cc’: 'VN'} 13:59
W/

" splunkalert

. BLOCK-IP(103.98.153.6) in
°—z FW(192.168.8.167) 450

( splunkalert

UNBLOCK - IP(103.98.153.6) in
FW(192.168.8.167) 1400

splunkalert
status:ok
ip:103.98.153.6
asn:131374 @
country:VN ;
region:Ho Chi Minh @
city:Ho Chi Minh City
postalcode:700000

isp:Hong Quang Trading
Investment Company Limited
time:+07:00

latitude:10.75
longitude:106.666672 14:46 |

@ Message @ @

ADAPTIVE RESPONSE

22



Bl MAS Overview | Splunk 8.2.6 X + = X 1920x1080 Display 1

< C A Not secure | 10.0.25.16;
splunk Apps ¥

Search MAS Overview NGINX Monitoring TCP Socket Monitoring TOMCAT Monitoring JVM Monitoring v

MAS Overview

(o8]

All-services Status

Administrator v

OS Monitoring ¥ Corev

1920x1080 - (0, 0), (1920, 1080) - Display 1

User Total Request: 28

Mastrade Status (click numbers to view detail) WTS Status (click

Mastrade
== homepage.uat
m26EOm1 - B12EH0E1
s == mastrade-internal-56 X D
: . ;- ° . ’ ® e BONOmO [ ¢ \ ]
an: “ == mastrade-internal-59 T
User e H14m0OMmMO
Mastrade X-view WTS X-view
60 60
50 o ° 50
40 + ® - L 40
30 % ° ~ 30
- . -
20 = 20
10 10
° J ® o o0oee o o °
o dol dbAID do oo 0o @ty 000 Gt do o

==/‘OI!=179

I3 videos

bandicam 2022-07-18 14-45-59-899.mp4
bandicam 2022-07-18 14-45-49-652.mp4

vungtaunganngui.mp4
MAS Overview Dashboard.mp4
Okta Meeting.mp4

© % B L e % O

Settings ¥ Activity v Help v Find

Mirae Asset Securities

(i ) Edit Export ¥

. 0-3(s) 3-8(s) . >8(s)

tage of requests type

’ I Very slow

Slow

I Cood

6.7MB
422.9KB
61.2MB

12.2MB BP Server
171.6MB
== yat01.mas.local
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d =)

A &1 om o NG 246PM B
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