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DIGITAL TRANSFORMATION

Digital transformation can refer to anything from IT
modernization (for example, cloud computing), to digital

optimization, to the invention of new digital business models

Nguén: Gartner
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DATA DRIVEN 10T MOBILITY

(Big Data, Machine Learning)

AUTOMATION CLOUD
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SU CHUYEN DICH CUAATTT (1)

THE GIO'I

U0 Th-
Market TYR 2018YR 2019YR 200YR 204YR 2ARR 23R 2073
Application Security 24343 28144 30962 34400 38047 41700 452076  10.0%
Cloud Securty 1954 2076 4391 63 8956 12245 18M1  405%
Data Secury 20131 23433 26633 30700 35580 40607 45443 142%
Identity Access Management 50078 00281 98415 108529 120113 13177 140759  93%
Infrastructure Protection 134762 150077 165279 183748 203710 224491 246206  103%
Inteqrated Risk Management 10486 42700 45571 40422 53740 58210 62605  7.9%
Network Securiy Equipment 106773 120804 132780 143202 15160 161338 168700  6.9%
Other Information Security Sofware 18323 20425 22066 24105 26337 28622 30956  87%
Sacurty Senices 507177 584742 620095 GROM40 724257 783013 844864 7%
Consumer Security Sofware 50437 6207 62581 64250 GG1RE GA160 69470 27%

BA trudng BA TT&TT Nguyén Manh Hing:

"Vigt Nam c thé trg thanh curng quoc an ninh mang'

VIET NAM

Xu hwéng cd vi phat trién va st dung cac san pham
make in Viét Nam trong linh viec An ninh mang.

Chi thi 14/2018 va 14/2019 cua Thu twéng CP v:é cai
thién chi s6 An ninh mang quéc gia, trong dé nhan
manh dén viéc thué va st dung dich vu cda cac don
vi chuyén nghiép.

Nghi dinh 85/2016 vé& dam bao ATTT theo cap do.
Céng van 2973/BTTTT-CATTT vé hwéng dan trién
khai hoat ddng giam sat ATTT trong co quan, td chirc
nha nwoc.

CV235/CATTT-BTTT Hwéng dan md hinh ddm bao
ATTT cap Bd, Tinh va cac co quan nha nwdc.

Cbng van 1552 Bam bao an toan thdng tin cho hé
thong théng tin theo md hinh 4 1&p trwéc 30/09/2020.

Chuyén dbi sé lam gia tang nguy co' vé an ninh mang.
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SU' CHUYEN DICH CUA ATTT (2)

Covid-19 cé thé dem lai cho thj trung ANM nhi*ng ddng lwc manh mé

Pau tw ANM du kién trong phan khuc (trong 12 thang téi)

Chiéu ngang

Nganh doc

Tang Tang nhe Duy tri Giam

Quén ly bdo
Céac Quan ly mat va 16
phén Bao mat dinh danh Bao ve di Anninh tin  Anninh héng bao
khic!  diémcudi  vatruycap ligu GRC/IRM  nhén mang lu6i  mat

Cong
nghiép tién

Nang
Nguwoitiéu  lwgng va Céché Dich vu Khu vyc
dung va vat Ileu théng va chuyén cdng va xa

tién Nganhang banlé toan cau dichvuyté Baohiém nghiép hoi TTL

Doanh
nghiép
16n

SMB

Téng
thé

1. Bidu db cac phan khuc doanh nghiép: DN Ién ¢6 5,000+ nhan vién; SMB c6 <5,000

Ngudn: Ban db Thj trwérng Mang McKinsey, Phéng van CISO va cac bén lién quan



https://www.mckinsey.com/business-functions/risk/our-insights/covid-19-crisis-shifts-cybersecurity-priorities-and-budgets
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12 TIEU CHI QUAN TRONG BDAM BAO ATTT

1 LAP KE HOACH &
CHIEN LUOC ATTT

Lo trinh dau tw ATTT
hang nam, lién tuc, co
muc tiéu

5| QuY BINH &
TUAN THU

GRC va cac san pham
tuan thu khac

9| |IOT / OT

Bao vé an ninh mang cho

2| ENDPOINT +

Bao vé EPP, EDR, Di
déng, BYOD

6 QUAN LY DINH
DANH

IAM, KYC/AML, chdng

gianlan, xac thyc
khéng can matkhau

1 Ol AIML

Phan tich an ninh

3 TAP TRUNG DU
LIEU/TONG THE

SIEM (thu thap, canh bao,
bao céo téng thé)

7 NEN TANG DAM
| MAY/CLOUD

CASB, PKM, SIEM
dwa trén cloud

YNG PHO TU
DONG

BAO MAT & RIENG
TU DU LIEU

Ngan chan mat mat div
liéu, bAo mat email

8| MO RONG NEN
TANG SO/WEB

Céng cu DevSecOps,
SWGS, NW Sec

NHAN THUC
1 2| NGUOI DUNG

Quan ly sw kién ATTT

Nang cao nhan thic
Tw déng phan &rng g '

cac thiet bi két noi Tap huan dao tao

Internet, thiét bi san xuat

mang/AI/ML/UBA, tw dong
héa, tich hop nén tang
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Telemetry / Logs / Events
Telemetry / Logs / Events

Investigation over EDR / XDR

XDR -
Extended
detection
and
response

Reverse
engineering
experts

Email
Security
(EX/ETP)

Network
Security

Professional
consultants

Endpoint
Security




( yﬂﬂ MO HINH MDR - LOI iCH

Managed Detection and Response

Dich vu: ALL

Phat hién, phan (rng,
ngan chan

Nang cao nang luwc
con nguwoi

Lam chu cong nghé

Nang cao chi s6 ATTT
quoc gia
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Hinh thanh . TOP 20
o * Thwong hiéu E
2003 Trungtam  hang dau VN.

DIGITAL TECHNOLOGY GROV

Kinh Doanh Nhén sy SAN PHAM
6 * Dich vu chatlwong > 130 CIAI PHAP
vang vi Quyén loi : ' /
nguwoi tiéu dung /
///



o

B
7~ DTG

DIGITAL TECHNOLOG

76 CHU CHUONG TRINK |
(<2 oo HIEU WO TIEXG HANG SA0 XA 2621

CHUNG NHAN

Certificate

LE TONG KET CHUONG TRINH TRUYEN THONG & QUANG BA
HANE VIEI TﬁT nlcll vu HOAN lulo NI\M 2021

AINS JAAINE VAT VA PSR
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Dat Top 20
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CHUONG TRINH TRUVEN THONG & QUANG BA
HANG VIET TOT Vi QUYEN LOI NGUOI TIEU DUNG NAM 2022

Jo/7/5)

DIGITAL vaaﬂ\’

BAN T8 CHUC CHUUNG TRINH
(;} HANG VIET TOT Vi QUYEN LOY NGUDI TIEU DUNG 2022
TRAO TANG

Dich Vu

TICH HQP HE THONG CNTT |
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CONG TY CO PHAN CONG NGHE DTG

Danh Hi¢u Top 20

5 DICH VU CHAT LUJNG VANG
P UYEN LOI NGUOI TIEU DUNG N 02
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TOP 20 THUONG HIEU HANG DAU VIET NAM 2021
TOP 20 DICH VU CHAT LUQNG VANG VI QUYEN LQI NGUOI TIEU DUNG NAM 2022
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Linh vuc Tich Hgp Hé Théng va Cung Cap Phan Cing. TRUE GAMING SHARP [> FORCEPOINT

Linh vuc Mang,Vién Théng, An Toan Bao Mat.

Linh vuc Phan Mém va Dich Vu Phan Mém. \/(Symantec. @ Splu nk >
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FRENCH
UCERT esm,

CERTIFICATE OF REGISTRATION

This is to certify that the Inf Security

DTG TECHNOLOGY CORPORATION

Head Office: 41 Tran Khac Chan Street, Ward 15,
Phu Nhuan District, Ho Chi Minh City, Vietnam.

has been assessed and registered by Frenchcert as conforming
to the requirements of:

ISO/IEC 27001:2013

For the following Scope

D

System of

Providing IT| i
ipheral
equipment, Providing IT solution deployment services, training and transferring
technology

Certfcate Numibie
I

il Ui
1* Surslllance on or before
2 Survcilsnce o oc before 30 Jun. 2023

- Revision: (0192 Ave, 2021

Dai Tran Gia Technology corporation

Is an Oracle PartnerNetwork Member, valid until 06 May, 2021

Javier Torres

Vice President, Alfiances & Channels and ISV,
EMEA and Asia Pacific

Oracle

o

“Providing IT pr
ipment,

ORACLE
PartnerNetwork

P

Bronze

Partner

DTG TECHNOLOGY CORPORATION
DTG TECHNOLOGY CORPORATION

e Siver
£va Chen Busess
Rola Dagher Chief Executive Officer 2 Fastour
Giobal Chamnel Chiof. Trene Micro 7
Dot Technciogies May, 2021 > 7
s
General Manager, T8M Partner Ecosystam IBM PartnerWorld

col

o

Cartficate Numher -
Issue Date

Nalld Until: 05" Sep.

1 Survellianee awar befors 06" Awg. 2022
2 Survellanee on or before 06" Aug. 2023

Revision: 00

o

. . S 1 e
| B2 Microsoft
. Ko gi: KULACH HANG THAN 16T CUA MICROSOH =i |
CERTIFICATE OF REGISTRATION Hewlett Packard
¥ Xt i i e <23 MICROSOF | Enterprise
This s to certify that the Quality Management System of Y
DTG TECHNOLOGY CORPORATION S
Head Office: 41 Tran Khac Chan Street, Ward 15, i e 2021
Phu Nhuan District, Ho Chi Minh City, Vietnam TR PR S VER PARTNES
has been assessed and registered by Frenchcert as conforming Win, Fiutr 15, Quies P N viés
{0 the requirements of:
lsn 9001 . 2015 - HPE certifies that |
. = i |
For the following Scope. 50 o DTG TECHNOLOGY CORPORATION |
= |
Providing T = Has been validated as a
ices; network i n = e HPE SILVER PARTNER
""’""‘;:‘;‘::’u'l';""°’"'“"’" ponsiing "”f‘" - Valid from 1 November 2020 to 31 October 2021
4
ey Gl »
Clng y Microsott Vit Nam o A
e | O
g i -2
& “fran Thi Bao Tran
4 Country Charnel Director
= Hewleft Packard Enferprise (Vietnam)
£
I
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BO THONG TIN VA TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM

Poc 1ap - Tu do - Hanh phic

$8: 74 I/GP-BTTTT Ha Ni, ngayd 6 thangdf niim 2022

GIAY PHEP KINH DOANH

SAN PHAM, DICH VU AN TOAN THONG TIN MANG
(Cap lan dau ngay 02 thang 8 nim 2018,
stka d6i ldn thir 2: ngayd-bthangdf néim 2022
C6 gia tri dén hét ngay 01 thang 8 nim 2028)

BQ THONG TIN VA TRUYEN THONG
Cén cir Luat an toan thong tin mang ngay 19 thang 11 nim 2015;

Cin ctr Nghi dinh s& 17/2017/ND-CP ngay 17 thang 02 nam 2017 cia
Chinh pht quy dinh chirc nidng, nhiém vu, quyén han va co ciu td chic cua
B& Théng tin va Truyén théng;

Cin ctr Nghi dinh s6 108/2016/ND-CP ngay 01 théng 7 ndm 2016 cia
Chinh pht quy dinh chi tiét didu kién kinh doanh san pham, dich vu an toan
thong tin mang;

Xét don sb 02/DDNBSGPKD ngay 15 thang 12 nam 2021 va hd so dé nghi
stra dbi, bd sung Glay phép kinh doanh san phdm, dich vy an toan théng tin mang
clia Cong ty C6 phan Céng nghé DTG;

Theo dé nghi ciia Cuc truéng Cuc An toan thdng tin,
QUYET DINH:

Piéu 1. Cho phép Cong ty C phin Céng nghé DTG duoc kinh doanh sin
phém, dich vu an toan théng tin mang.

1. Théng tin doanh nghiép:

a) Tén giao dich clia doanh nghiép bing tiéng Viét hodc tiéng nuéc ngoai
(néu c6): Cong ty Cd phén Céng nghé DTG.

b) Tén ngudi dai dién theo phép luét: TrAn Quéc Hoan.

c) Gidy ching nhén ding ky doanh ng}uep s6: 0302924953 do S&r Ké hoach
va Ddu tu Thanh phé Hé Chi Minh cép l4n dau ngay 12 thang 5 ndm 2003, ding
ky thay ddi 1an thi 15, ngay 29 thang 6 nam 2021.

d) Dia chi tru s& chinh tai Viét Nam: S6 41 Tran Khéc Chan, Phuong 15, Quén
Phti Nhuén, Thanh phé Hb Chi Minh, Viét Nam.

d) Dién thoai: 028.3865.9999 €) S6 Fax: 028.3868.3639.
g) Ma s6 thué: 0302924953.

2. Doanh nghiép dugc phép kinh doanh:

a) Nhap khau san pham kiém tra, d4nh gi4 an toan théng tin mang.
b) Nhap khdu san phém giam sat an toan thong tin mang.

c) Nhép khiu san phim chéng tn cong, xam nhap.

d) Cung cép dich vu giam sét an toan thong tin mang.

d) Cung cép dich vu phong ngira, chéng tAn cOng mang.

e) Cung cfp dich vu tr vn an toan théng tin mang.

g) Cung cép dich vu tng ctru an toan théng tin mang.

h) Cung cAp dich vu khéi phuc dit liéu.

Diéu 2. Cong ty Cb phén Cong nghé DTG phai thuc hién ding cic quy dinh
tai Nghi dinh sé 108/2016/ND-CP ngay 01 thang 7 ndm 2016 cta Chinh phu quy
dinh chi tiét diéu kién kinh doanh san phém, dich vu an toan théng tin mang va céc
quy dinh khac ctia phap luét 6 lién quan.

Piéu 3. Glay phép kinh doanh san phim, dich vy an toan théng tin mang nay
c6 hiéu Iyc ké tir ngay ky va cé gia tri dén hét ngay 01 thang 8 nam 2028 thay thé cho
Gidy phép kinh doanh san phim, dich vy an toan théng tin mang s6 350/GP-BTTTT
ngay 11 thang 6 ndm 2021./. LI

Noi nhin:

- Nhu Diéu 1;

- B§ trudng;

- Th trudng Nguyén Huy Diing;
- Céc Vu: KHCN, PC, QLDN;

- Thanh tra Bg;

- Liu: VT, CATTT (3b).

Nguyén Manh Hung

DTG LA 1 TRONG 10 BON VI DUY NHAT TAI VIET NAM
PU'QC PHEP CUNG CAP DICH VU SQGC



(ﬂﬂﬂ TiICH HOP HE THONG

Hé théng mang - W= Gz phap phuc hdi tham hoa

Ve an :
!Q? Hé thong bao mat

Giai phap ao hoa

Hé thong truyén théng da

Hé théng sao lwu phuc hoi di liéu o
phuwong tién

Data center
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GIAlI PHAP CHIEN LUQC (1)

\ 4

GIAI PHAP
SO HOA
TAI LIEU

GIAI PHAP
SAO LUU
PHUC HOI
D LIEU

‘llll

GIAlI PHAP

MAY CHU

LUU TR
THE HE MO

Hyper-Converged Infrastructure

‘....

GIAI PHAP
HCI (Hyper —
Converged
Infrastructure)

v

GIAlI PHAP
CAMERA
THONG MINH




¢ 2dg GIAI PHAP CHIEN LUOC (2)

OIGITAL TECHNOLOGY 'EF\UL‘?

TU VAN CHIEN
LUoC sO
GIAI PHAP GIAI PHAP TAM NHIN SO,
XAY DUNG HA BAO MAT PAO TAO
TANG TRUNG CHO VAN HOA SO &
TAM DU LIEU DATACENTER GAN KET
KHACH HANG.
L / ' l
om TU VAN &
. ) GIAI PHAP . ?-o. 3 TRIEN KHAI
GIAI PHAP VDI BAO MAT =~0°@om T CHUYEN DOI
(Virtual Destkop CHO
Infrastructure). DATACENTER

SO KHOI
DOANH NGHIEP
SMES.
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16. picH vy TU VAN ATTT.

20. picH vy X LY

KHAC PHUC SU’ CO ATTT. ) )
T 17 . bicH VU DANH GIA ATTT

(Pentest, danh gia theo cap do).

SECURITY

TESTING

19. DICH VU GIAM SAT VAN HANH 18. picH U GIAM SAT ATTT.

HE THONG THONG TIN.
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o

Industrial
Control
Authentication
Data Loss
ul Prevention

~ & s
Web Firewall
E Ll Vulnerability

DHCP/ DNS Scans

Mobile
B X =
Intrusion )
Servers Detection Custom ‘ ]
Apps o
Network Anti-Malware

Flows -
Storage
& -

Cloud
Apps

MS Team

DICH VU GIAM SAT ATTT

Q BB R

Monitoring, Ad Hoc Custom Analytics And Developer
Correlations, Search & Dashboards Visualization Platform
Alerts Investigate And Reports

Meets Key Needs of SOC Personnel

MONITORING SYSTEM

I External Lookups / Enrichment

Asset Employee Threat Applications Data
Info

Feeds . Stores
B S @

O

Telegram

E.:

Info
iii@
&

LOG
69 COLLECTION

AGGREGATION
CORRELATION J§ N 4 R REPORTING

RESEARCH &
DEVELOPMENT

THREAT
INTELLIGENCE
TICKETING

ﬂ@

KNOWLEDGE
BASE

Network Diagram Template

Firewall

Notable Events

507 |03 N
152 B

=/ =/ =
Aggregated Risk =\ =\
20 Web Server Email Server DNS Server Database Server  Application Server ®
el - I - I ~
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DIGITAL TECHNOLOGY EﬂuuP

G I/ N o SV )

Impacts Performance Service Revenue Customer Brand
Variation Degradation Satisfaction Reputation GIAM SAT VAN HAN H |T
Business
Services a
(7 Applicati
KPls 4 App Health and gzrl\zi;:n

Performance

Product Tour IT Service Intelligence

Service Analyzer Motable Events Review Glass Tables Deep Dives Multi KP1 Alerts Search Configure

Sminutesage ~ || View || Edit v | Clear | Rever AllChanges || AutoLayout m

End to End Health (Medium)

Grid On. Grid Off

KPls } @ Infrastructure > R " MO0/ T &k <
Health of N i N
Environment 8 Web Tier g

- Website a

z g — w —0 Health
3ges 11 W
5 Revenue Checkouts External APls Middleware Database
r. 56.67 'ﬁ' — % — I.I
Mobile

Health
70.7

. D Health Health

@ -
| |

J I * Zalo 1k 13 " 1" Mobile Tier
o s a c MS Team RL:\-':nue Checkouts w \ - 56.67

Health

Telegram




Cyberspece CANH BAO TUONG TAC

VPS.TestAlert 12/22/2020 3:10 PM

[VIDOM-DRS1401] MAC has been disabled - By Vendor

This MAC address appears in the results but has not yet been disabled because disable mode is off
Mac Address: A4-50-46-FE-DA-TE

Description: MIZ-MiDDDDD.cp.com.vn MS Team

Remove Deny

1est) ki€ém tra loai thiét bi nay bi cdm khéng?

‘ 6/19 7:06 AM

« Reply

EMAIL ALERT MICROSOFT TEAM ALERT MOBILE APP ALERT

@ VPS. TestAlert 11728 12:02 AM
s) o
il

[172.21.101.10] User have been disabled

User DN: CN=>5plunk User,OU=5plunk OU=User Control.OlU=5pecial-Users,OU=DomainUsers,DC=cp,DC=com,DC=vn
Reason: TEST

Enabled User Whitelist Th Whitelist 2h whitelist 8h

« Reply

27
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WORKFLOW GIAM SAT
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Cyberspeoce

MO HINH TRIEN KHAI

- — it
Databases g ‘
i? -—=- €----=-=-=-=-- m———mmm——— - - QUAN LY LO HONG  TiNH BAO TAN CONG
Application : E “ ul e
=5 =----- 'L BR[| [ " - " GIAM SAT WEBSITE ENDPOINT
Servers/0S : T ; : ; T . o i i Des
: : : rung tam giam sa
@ ; Forward : | g g:
Website - - - - -» Server : DataStore 01 |
— : : i s i
iz | . e & s
Network == -~ | : { R 5
; : : : 1 A : € -~
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. | ! e L 1 : < »
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Cloud ~ ==== | . =R MONITORING |
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TRUNG TAM GIAM SAT (2)
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sl  NANG LUC DOI NGU GIAM SAT

Certified
Information
Systems Security
Professional

Certified | Ethical Hacker

CISSP”

CERTIFIED

Splunk Enterprise
Security Certified Admin

SecuritvEa

CERTIFIED

HFI CSA

Hacking Forensic EC-COUNCIL B CERTIFIED SECURITY ANALYST
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NETWORK STORAGE CPU/MEM CLOUD WEBSTORE SUPPORT WEB APPLICATION DATABASE
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905« 2563 O« O
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Show Filters Hide Filters Show Help Hide Help
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Last 60 minutes - Malware Events

Reporting Host
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0 7

All Events
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