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THUAT NGU, TU VIET TAT
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TAI LIEU HUONG DAN
' 'BAO PAM AN TOAN THONG TIN MANG CHO ]
CAC HE THONG THONG TIN THUQC PHAM VI QUAN LY CAP BOQ, TINH

I. HUONG DAN CHUNG
1.1. Pham vi diéu chinh

Tai liéu nay huéng dan viéc thyc thi tong thé, dong bo cac bién phap bao dam
an toan thong tin cho cac hé thong théng tin thudc pham vi quan 1y cdp b, tinh.
Noi dung duoc hudéng dan trong tai liéu nay bao gdm cac nodi dung chinh sau:

(1) Xac dinh cac hé thong thong tin thudc pham vi quan 1y cap bd, tinh;

(2) Trién khai cac bién phap bao vé theo phuong an dugc phé duyét trong
HO so dé xuét cép do;

(3) T6 chtrc bao dam an toan thong tin mang theo mé hinh 4 16p;

(4) Str dung cac nén tang qubc gia hd trg bao dam an toan thong tin mang.

(5) Co quan, t6 chirc c6 thé trién khai mot sé giai phap ting cuong bao dam
an toan hé théng thong tin dugc hudng dan tai Cong van s6 2516/BTTTT-
CATTT ngay 27/6/2024 va Cong vian s6 2517/BTTTT-CATTT ngay 27/6/2024
cia B6 Thong tin va Truyén thong vé viéc huéng din mot sé giai phap ting
cudng bao dam an toan hé théng thong tin.

Cac ndi dung khéc lién quan dén xac dinh va xay dung HSPXCP, co quan,
t6 chic c6 thé tham khao tai Cong vin s6 478/CATTT-ATHTTT ngay
30/3/2024 cta Cuc An toan thong tin - B Thong tin va Truyén théng vé viéc
ban hanh S6 tay Huéng dan tuan thu quy dinh phap luat va ting cuong bao dam
an toan hé thong thong tin theo cip do (Phién ban 1.0).

1.2. Poi twong 4p dung

Tai liéu nay duoc xay dung dé huéng dan va khuyén nghi ap dung dbi voi
co quan, to chirc 1a chii quan hé thong thong tin, don vi chuyén trach vé an toan
thong tin va don vi van hanh hé thong thong tin thudc pham vi quan 1y cép bd,
tinh.

Co quan, to chirc khac ¢ thé tham khao tai liéu huéng dan nay dé bao dam
an toan hé thong thong tin tong thé, dong bo, hicu qua.

1.3. Giadi thich tir ngir

1. Giam sat 16p mang: La hoat dong giam sat nham thu thap, phan tich va
xu 1y cac goi tin trén dudng truyén mang dé phat hién tdn cong mang, hanh vi
ma doc trén moi trudng mang; cac hinh thic tin cong khai thac 16 hong phan
mém, dich vu trong dir liéu truyén tai trén mang thong qua phan tich cac diu
hiéu déc trung.
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Vi du mét sé gidi phdp sir dung trong gidm sdt 16p mang c¢6 mét hodc mot
vai chike ndng: trich rit dit liéu; phat hién xam nhdp; phong, chong ma déc trén
moi truwong mang,; quan ly truy cap lop mang...

2. Giam sat 16p may cha: La hoat dong giam sat nham thu thap, phan tich
va xtr Iy nhat ky hé théng ciia may chu, hé diéu hanh dé phat hién cac hoat dong
khong binh thuong, tin céng mang va cic hanh vi truy cap trai phép vao may
chu, hé diéu hanh.

Vi du mét sé gidi phdp sir dung trong gidm sdt 16p mdy chii ¢6 mét hodc
mét vai chirc ndng: thu thdp, phan tich nhdt ky hé thong; phat hién xam nhdp;
phong, chong ma déc; phat hién cdc hanh vi bat thieong; phdt hién truy cdp trdi
phép vao mdy chii, hé diéu hanh...

3. Giam sat 16p ung dung: La hoat dong giam sat nham thu thap, phan tich
va xir Iy nhat ky ctia may chi ing dung dé phat hién cac truy cap trai phép, tin
cong mang (Tan cong vao 16p tmg dung nhu SQLi, XSS...; Tan cong do quét,
vét can mat khau, thu muc va khai thac thong tin; Tan cong thay doi giao dién;
Tan cong Phishing va cai cdm ma doc trén Gmg dung) va cac hanh vi bét thuong
gay nén hoat dong khong binh thuong ctia ing dung.

Vi du mét sé giai phdp sir dung trong gidm sdt I6p g dung c6 mét hodc
mot vai chirc nang: tuwong lira ung dung web, twong lira co so dir liéu, giai phap
bao dam an toan thong tin cho thu dién tu...

4. Giam sat 16p thiét bi dau cudi: La hoat dong giam sat nham thu thap,
phan tich va xt 1y nhat ky hé thong cta thiét bi dau cubi dé phat hién cac truy
cap trai phép, tin cong mang va cac hanh vi bat thuong giy nén hoat dong
khong binh thuong ciia thiét bi.

Vi du mét sé gidi phdp sir dung trong gidm sat thiét bi dau cudi c6 mét
hodc mét vai chire ndng: phong, chéng ma déc; phong, chéng xam nhdp; kiém
soat truy cap...

~ IL. CAC HE THONG THONG TIN THUQC PHAM VI QUAN LY
CAP BO, TINH

Pé c6 thé bao vé tong thé, ddng bo va day du cac hé thdng thong tin thude
pham vi quan 1y theo trach nhiém cta chi quan hé théng thong tin tai Piéu 20
Nghi dinh 85/2016/ND-CP ngay 01/7/2016, co quan, to chirc can xac dinh day
du cac hé thong thong tin thude pham vi quén 1y.

Dé x4c dinh cac hé thong thong tin can dugc bao vé thudc trach nhiém cia
cht quan hé théng thong tin theo quy dinh, cac hé thdng thong tin c6 thé duoc
chia thanh cac nhém hé théng thudc pham vi quan 1y cép bd, tinh, nhu sau:

- Hé thong thong tin thudc pham vi quan 1y caa bd, co quan ngang bd, co
quan thudc Chinh phii gdm céac hé thong thong tin ding chung, hé théng thong
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tin phuc vu hoat dong nghi¢p vu va cac hé théng thong tin khac do cac don vi
thudc pham vi quan ly ctia bg, co quan ngang b9, co quan thuoc Chinh pha lam
cht dau tu hodc chu tri thué dich vu cong nghé thong tin.

- Hé thong thong tin thudc pham vi quan Iy cia UBND cép tinh gdm céc hé
thdng thong tin dung chung, hé théng thong tin phuc vu hoat dong nghiép vu va
cac hé théng thong tin khic do cic so, ban, nganh, don vi sy nghiép cong lap,
doanh nghiép nha nuéc, UBND cép huyén va UBND cép xi thudc pham vi quan
1y cia UBND tinh 1am chu dau tu hodc chi tri thué dich vu cong nghé thong tin.

Hé thong thong tin phuc vu hoat dong quéc phong, an ninh khong thudc
pham vi diéu chinh cta van ban huéng dan nay.

Viéc xac dinh cép do; xay dung, dé nghi tham dinh, trinh phé duyét HO so
dé xuat cap do (HSPXCP), co quan, to chic tham khao tai S6 tay hudng din
tuan thu quy dinh phap luat va ting cuong bao dam an toan hé théng thong tin
theo cap d6 duoc ban hanh kém theo Cong vin s6 478/CATTT-ATHTTT ngay
30/3/2024 cta Cuc An toan thong tin - B4 Thong tin va Truyén thong.

III. TRIEN KHAI CAC BIEN PHAP BAO VE THEO HO SO DE
XUAT CAP PQ PUQC PHE DUYET

3.1. Hwéng din chung

Ho so dé xuit cip do dua ra cac phuong an dé dap Gmg cac yéu cau an toan
vé quan 1y va k¥ thuat theo quy dinh. Do d6, sau khi HSDXCP duoc phé duyét,
co quan, t6 chirc can trién khai ddy du cac bién phap bao dam an toan thong tin
theo quy dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT ngay 12/8/2022
ctia B truong Bo Thong tin va Truyén thong.

Phuong 4n bao dam an toan thong tin vé k¥ thuat dua ra cac yéu ciu vé
thiét ké, thiét 1ap hé thong thong tin. Cac yéu cau k¥ thuat 1a co sé dé co quan,
td chic xac dinh duge cac bién phap bdo dam an toan thong tin can trién khai
1am co s dé xac dinh cac hang muc can bo sung, dau tu. Yéu cau ky thuét ciing
dua ra yéu cau vé viéc thiét 1ap ciu hinh bao mat trén timg thiét bi, may chu,
ung dung va co s¢ dit li€u trude khi dua vao stir dung.

Phuong 4n bao dam an toan thong tin vé quan 1y dua ra cic yéu ciu an toan
dé bao dam an toan hé thong thong tin trong qué trinh van hanh khai thac. Dé
dap tmg cac yéu cau an toan vé quan 1y, co quan, to chirc can xdy dung Quy ché
bao dam an toan thong tin. Trong d6, Quy ché bao gdm céc quy dinh, quy trinh
béo dam an toan thong tin nham dap Ung toan b cac yéu ciu vé quan 1y theo
quy dinh.

Viéc trién khai phuong an bao dam an toan thong tin vé quan 1y va ky
thuat, co quan, to chirc c6 thé tham khao hudng dan dudi day.
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3.2. Huéng din trién khai cac bién phap vé quan ly

Nhu di hudng dan & trén, co quan, to chirc duge khuyén nghi xay dung va
ban hanh Quy ché bao dam an toan thong tin. Trong d6, Quy ché bao gdm cac
quy dinh, quy trinh bao dam an toan théng tin nham dap Ung toan bd cic yéu
cau vé quan 1y theo quy dinh.

Quy ché bao dam an toan thong tin do cdp c6 tham quyén ban hanh, trudc
khi dua hé théng vao van hanh, khai thac theo quy dinh.

Quy ché bao dam an toan thong tin can quy dinh tdi thiéu cac ndi dung sau
dé dap umg cac yéu ciu an toan vé quan 1y, bao gdm céc ndi dung:

1) Muc tiéu, nguyén tic bao dam an toan thong tin.

2) Pham vi chinh sach an toan thong tin.

3) Quy dinh vi¢c xay dung, cdp nhat va sua doi Quy ché.

4) Trach nhiém bao dam an toan thong tin.

5) Pau mbi phdi hop vé6i co quan/td chire ¢o thim quyén trong hoat dong
bdo ddm an toan thong tin.

6) Bao dam ngudn nhan luc.

Quy dinh chinh sach/quy trinh thuc hién quan 1y bao dam ngudn nhan luc
an toan thong tin cua to churc, bao gdm: Tuyén dung can bd; quy ché/quy dinh
bao dam an toan thong tin trong qua trinh 1am viéc va cham dut hodc thay doi
cong viéc.

Céc quy dinh dua ra phai dap ung cc yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 véi tham chiéu twong Gng nhu dudi day:

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 513
Cap d6 2 6.1.3
Cap d0 3 7.1.3
Cap do 4 8.1.3
Cap d6 5 9.1.3

7) Quan Iy thiét ké, xdy dung hé thng.

Quy dinh chinh sach/quy trinh thuc hién quan 1y thiét ké, xay dung hé
thdng ciia to chirc, bao gdm: Thiét ké an toan hé théng thong tin; Phat trién phan
mém thué khoan; Thir nghiém va nghiém thu hé thong.

Céc quy dinh dua ra phai dap ung cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia TCVN
11930:2017 v6i tham chiéu twong Gng nhu dudi day.



Cap dp dé xuat TCVN 11930:2017
Ciap d6 1 5.1.4
Céap do 2 6.1.4
Cap d6 3 7.1.4
Cép do 4 8.1.4
Cap d6 5 9.1.4

8) Quan 1y van hanh hé théng.

1) Quan ly an toan mang

Quy dinh chinh sach/quy trinh thuc hién quan 1y an toan ha ting mang cua
t6 chirc, bao gdm: Quan 1y van hanh hoat dong binh thudng cta hé thdng; Cap
nhat, sao luu dy phong va khoi phuc hé théng sau khi xay ra sy cd; Truy cdp va
quan 1y cdu hinh hé thdng; Cau hinh t6i vy, ting cudng bao mat cho thiét bi hé
thdng (ctmg hoa) trude khi dwa vao van hanh, khai thac.

Céac quy dinh dua ra phai dap ing cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia TCVN
11930:2017 v&i tham chiéu twong Gng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 5.1.5.1
Cap 462 6.1.5.1
Cap do 3 7.1.5.1
Cap do 4 8.1.5.1
Cap d6 5 9.1.5.1

i1) Quan ly an toan may chu va ting dung

Quy dinh chinh sach/quy trinh thuc hién quén 1y an toan may chu va Gng
dung cua to chirc, bao gdbm: Quan 1y van hanh hoat dong binh thuong cua hé
théng may cha va dich vu; Truy cip mang ctia may chi; Truy cdp va quan tri
may chu va ing dung; Cap nhat, sao luu dy phong va khoi phuc sau khi xdy ra
su ¢d; Cai dat, g bo hé diéu hanh, dich vy, phin mém trén hé thong; Két ndi va
g5 bo hé thdng may cha va dich vy khoi hé théng; Cau hinh tdi wu va ting
cudng bao mat cho hé thong may chi trude khi dua vao van hanh, khai thac.

Céc quy dinh dua ra phai dap ung cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia TCVN
11930:2017 v&i tham chiéu twong Gng nhu dudi day.

Cap dp dé xuat TCVN 11930:2017




10

Cap do 1 5152
Ciap d6 2 6.1.5.2
Cap do 3 7.1.5.2
Cap do 4 8.1.5.2
Cap do 5 9.1.5.2

i11) Quan 1y an toan dir liéu

Quy dinh chinh sach/quy trinh thyc hién quan 1y an toan dir liéu cua t6
chirc, bao gdm: Yéu cau an toan d6i véi phuong phap ma hoa; Phan loai, quan
1y va st dung khoa bi mat va dir li¢u ma hoa; Co ché ma hoa va kiém tra tinh
nguyén ven cta dit lidu; Trao d6i dir liéu qua moi trudong mang va phuong tién
lwru trir; Sao luu du phong va khoi phuc dir liéu; Cap nhat dong bo thong tin, dir
liéu giira hé thong sao luu dy phong chinh va hé thdng phu.

Céc quy dinh dua ra phai dap ing cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 v6i tham chiéu twong tng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 5.1.5.3
Ciap d6 2 6.1.5.3
Cap d0 3 7.1.5.3
Cap do 4 8.1.5.3
Cap d6 5 9.1.5.3

iv) Quan 1y an toan thiét bi dau cudi

Quy dinh chinh sach/quy trinh thuc hién quan 1y an toan thiét bi dau cudi
cua t6 chirc, bao gdbm: Quén 1y van hanh hoat dong binh thuong cho thiét bi dau
cudi; Két ndi, truy cip va st dung thiét bi dau cubi tir xa; Cai dat, két ndi va go
bo thiét bi dau cudi trong hé théng; CAu hinh t6i vu va tang cuong bao mat cho
may tinh nguoi str dung; Kiém tra, ddnh gia, xir Iy diém yéu an toan thong tin
cho thiét bi dau cudi.

Céc quy dinh dua ra phai dap ing cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 v6i tham chiéu twong Gng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 Khéng yéu cau

Cap d6 2 Khéng yéu cau
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Cép do 3 7.1.5.4
Cap do 4 8.1.5.4
Cap do 5 9.1.5.4

v) Quan 1y phong chéng phan mém doc hai

Quy dinh chinh sach/quy trinh thyc hién quan 1y phong chéng phan mém
doc hai cua td chuc, bao gém: Cai dat, cap nhat, st dung phﬁn mém phong
chong ma doc; Cai dit, sir dung phan mém trén may tinh, thiét bi di dong va viéc
truy cap céc trang thong tin trén mang; Gui nhan tip tin qua moi truong mang va
cac phuong tién luu trit di dong; Thyc hién kiém tra va do quet phﬁn mém doc
hai trén toan bo hé thong; Kiém tra va xu Iy phan mém doc hai.

Céc quy dinh dua ra phai dap ing cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia TCVN
11930:2017 v&i tham chiéu twong Gng nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Ciap d6 2 Khéng yéu cau
Ciap d6 3 7.1.5.5
Cap do 4 8.1.5.5
Cap d0 5 9.1.5.5

vi) Quan 1y giam sat an toan hé thong thong tin

Quy dinh chinh sach/quy trinh thuc hién quan 1y gidm sat an toan hé thong
thong tin cta to chirc, bao gdm: Quan 1y van hanh hoat dong binh thuong cta hé
théng giam sat; Doi tuong giam sat bao gom; Két ndi va giri nhat ky hé thong;
Truy cip va quan tri hé théng giam sat; Loai thong tin can dugc giam sat; Luu
trit va bao vé thong tin gidm sat; Theo ddi, giam sat va canh bao su c¢d; BO tri
ngudn luc va to chirc giam sat.

Céc quy dinh dua ra phai dap ing cac yéu cau vé an toan quy dinh tai Diéu
9, Pidu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 v6i tham chiéu twong tng nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Ciap d6 1 Khéng yéu cau
Cap d6 2 Khéng yéu cau
Cap d6 3 7.1.5.6
Cap d0 4 8.1.5.6
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Cap 40 5 9.1.5.6

vii) Quan 1y diém yéu an toan thong tin

Quy dinh chinh sach/quy trinh thyc hién quan ly diém yéu an toan thong tin
cta to churc, bao gdm: Quan 1y thong tin cac thanh phan cé trong hé thdng cd
kha ning ton tai diém yéu an toan thong tin; Quan 1y, cip nhat ngudn cung cip
diém yéu an toan thong tin; Phan nhom va mirc do cta diém yéu; Co ché phdi
hop voi cac nhom chuyén gia; Kiém tra, danh gia va xir Iy diém yéu an toan
thong tin trudc khi dua hé théng vao st dung; Quy trinh khoi phuc lai hé thong.

Céc quy dinh dua ra phai dap ing cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 véi tham chiéu twrong Gng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Cap d6 2 Khéng yéu cau
Cap d0 3 7.1.5.7
Cap do 4 8.1.5.7
Cap d6 5 9.1.5.7

viii) Quan 1y sy ¢b an toan thong tin

Quy dinh chinh sach/quy trinh thuc hién quan 1y su ¢ an toan thong tin ciia
t6 chirc, bao gdm: Phan nhom su ¢d an toan thong tin; Phuong an tiép nhan, phat
hién, phan loai va xu 1y thong tin; Ké hoach tng pho su ¢b an toan thong tin;
Giam sat, phat hién va canh bao su ¢b an toan thong tin; Quy trinh Gng ctru su
cd an toan thong tin théng thuong; Quy trinh ing ctru sy ¢d an toan thong tin
nghiém trong; Co ché phdi hop trong viéc xtr 1y, khic phuc sy ¢ an toan théng
tin; Dién tap phuong an xir 1y su ¢b an toan thong tin.

Céc quy dinh dua ra phai dap ung cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 v6i tham chiéu twong Gng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Ciap d6 2 6.1.5.4
Cap d0 3 7.1.5.8
Cap do 4 8.1.5.8
Cap d0 5 9.1.5.8
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ix) Quan 1y an toan ngudi sir dung dau cudi

Quy dinh chinh sach/quy trinh thyc hién quan Iy an toan ngudi sir dung dau
cudi cua to chirc, bao gom: Quan 1y truy cdp, stt dung tai nguyén ndi bo; Quan 1y
truy cap mang va tai nguyén trén Internet; Cai dat va sir dung may tinh an toan.

Céc quy dinh dua ra phai dap ung cac yéu cau vé an toan quy dinh tai Diéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia TCVN
11930:2017 v6i tham chiéu twong tng nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Ciap d6 2 6.1.5.5
Cap d6 3 7.1.5.9
Cap do 4 8.1.5.9
Cap d0 5 9.1.5.9

3.3. Hwéng dén trién khai cac bién phap vé k¥ thuit

Nhu d3 huéng dan & trén, dé trién khai cac bién phap vé k¥ thuat dap tng
cac yéu cdu an toan theo quy dinh, cac yéu cau bao gém céac yéu cau vé thiét ké
va thiét 1ap céu hinh bao mat trén thiét bi hé théng, may chi, ung dung va dir
liéu. Céc yéu cau lién quan dén thiét ké va phuong an trién khai duoc huéng din
nhu dudi day.

3.3.1. Thiét lgp cdu hinh bdo mdt dé ddap irng cdc yéu ciu an toan vé thiét
ké h¢ thong

a) Quadn Iy truy cdp, qudn tri hé thong tir xa an toan

Thiét 14p cau hinh cho san pham VPN hoic chitc ning VPN duoc tich hop
trén tuong lura 16p mang.

Mot s6 bién phap quan 1y truy cdp, quan tri hé thong tir xa an toan nang cao
co quan, to chirc c6 thé tham khao nhu: Cau hinh tinh ning xac thuc 2 16p khi
dang nhap VPN; Thiét lap cau hinh VPN truy cip hé thong thong qua may chi
trung gian (Jump Server); Cau hinh chin cac IP nudc ngoai truy cap ddi véi cac
hé thong dic thu...

Nhat ky hé théng cua san pham/chirc ning VPN duoc quan Iy tap trung trén
Hé thong Quan 1y va phan tich sy kién an toan thong tin (SIEM).

b) Quan Iy truy cdp giita cdc viing mang va phong chong xam nhdp

Thiét 1ap cau hinh cho san pham phong chdng xam nhap hoidc chirc ning
phong chong xam nhap duoc tich hop trén tudng lira 16p mang.
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Viéc thiét 1ap cau hinh san pham/chtic ning phong chéng xdm nhap phai
bao dam day du vé do phu cta cac ving mang theo cap do tuong tmg, bao gdm:
Viung mang ndi b; Vung mang bién; Vung DMZ; Vung may chi ndi bo; Vung
mang khong ddy (néu co) tach riéng, doc 1ap véi cac ving mang khac; Ving
mang may chu co s¢ dir liéu; Vung quan tri; Vung quan tri thiét bi hé théng.

Nhat ky hé théng cua thiét bi/giai phap dugc quan Iy tap trung trén SIEM.

¢) Cdn bang tdi, dw phong néng cho cdc thiét bi mang/thiét bi mang chinh

Thiét 1ap céu hinh chitc ning can bang tai, dy phong néng trén thiét bi
mang/thiét bi mang chinh.

Céc thiét bi mang chinh ti thiéu bao gdm: Thiét bi chuyén mach trung tim
hodc tuong dwong; Thiét bi tudng ltra trung tam; Tuong lira tng dung web; Hé
théng luu trix tap trung; Tuong ltra co so dit lidu (néu co).

d) Bao dam an toan cho may chu co so dir liéu

Thiét lap cAu hinh cho tuong ltra co s¢ dir ligu dé bao vé co so dit liéu cua
hé théng. Cac co so dir liéu can bao vé dugc xac dinh dwa vao Danh muc tmg
dung dugc dua ra trong HSBXCD.

Nhat ky hé théng cta tudng lia co so dir liéu duoc thiét 1ap va quan 1y tap
trung trén SIEM.

Dbi véi cac hé thdng khong yéu cau bat budce st dung tuong lira co so dit
liéu ma st dung phuong an twong duong thi thiét 1ap cu hinh hé théng nhu sau:

- Thiét 13p cdu hinh tuwong lira Hé diéu hanh may chi co so dit liéu dé quan
1y truy cap gitra cac may chu trong cung mot ving mang.

- Thuc hién c4u hinh tdng cuong bdo mat cho Hé diéu hanh va Co s¢ dit
liéu. Co quan, t6 chirc c6 thé tham khao tai liéu SP800-123 Guide to General
Server Security cta Vién Tiéu chuan va Cong nghé Qudc gia Hoa Ky - NIST dé
thuc hién.

- Thiét lap cu hinh hé thong dé toan bd hoat dong lién quan dén co so dir
liéu duoc quan 1y trén Hé thong SIEM.

- Thiét 1ap ciu hinh hé théng dé dinh ky tu dong thuc hién sao luu du
phong co s& dit liéu trén hé thong luu trir doc 1ap.

d) Chan loc phd‘n meém déc hai trén méi truong mang

Thiét 1ap cau hinh cho san pham hoic chirc nang phong, chdng ma doc trén
moi trudng mang duoc tich hop trén tuwong lra 16p mang/thiét bi phong, chéng
xam nhap.

Viéc thiét 1ap cau hinh phong, chéng ma doc trén moi truong mang phai
bao dam ddy du vé d6 phu cua cac ving mang theo cap do tuong mg, bao gom:
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Vung mang ndi bd; Vung mang bi€n; Vung DMZ; Ving may cha ndi bo; Vung
mang khong ddy (néu co) tach riéng, doc 1ap véi cac ving mang khac; Ving
mang may chi co s dit liéu; Ving quan tri; Ving quan tri thiét bi hé thong.

Nhat ky hé théng cta san pham duoc thiét 14p va quan 1y tap trung trén
SIEM.

e) Phong chéng tan céng tir chéi dich vu

Thiét 1ap cdu hinh trén san phadm phong chong tan cong tir chdi dich vu
hodc c6 giai phap tuong duong hoac thué dich vu chuyén nghiép cua doanh
nghiép dé phong, chéng tan cong tir chéi dich vu 16p ing dung va 16p mang.

Nhat ky hé théng cta san pham duoc thiét 14p va quan 1y tap trung trén
SIEM.

@) Phong chong tan cong mang cho vmg dung web

Thiét 1ap cau hinh cho san pham tuong lira tng dung web dé bao vé toan bo
mg dung (theo Danh muc tng dung dugc dua ra trong HSDXCD) cua hé thong,
duoc cung cp dich vu ra bén ngoai.

Tuong la tmg dung web 1a thiét bi mang chinh, do d6 can cau hinh chirc
nang can bang tai, du phong nong cho thiét bi nay.

Nhat ky hé thong cua san pham nay dugc thiét 1ap va quan 1y tap trung trén
SIEM.

Pbi v6i cac hé thong khong yéu cau bat bude sir dung tuong lira tmg dung
web ma st dung phuong an turong duong thi thiét 1ap cdu hinh hé thong nhu sau:

- Thiét 1ap May chu dai dién (Reverse proxy) va co kiém soat truy cp va
phong chéng xam nhap gitta may cha dai dién va may cha ing dung web.

- Thiét 1ap cAu hinh ting cuong bao mat cho mdy chu Reverse proxy, cai
dat phan mém phong, chong phan mém doc hai.

- Thiét 13p cAu hinh tudng lira trén may chu Reverse proxy.

- Kiém tra, danh gi4 an toan thong tin cho may chi Reverse proxy.

h) Béo dam an toan théng tin cho hé thong thw dién tir

Thiét 1ap cdu hinh trén san pham bao dam an toan thong tin cho hé thong
thu dién tir dé bao vé hé thong thu dién tir.

Nhat ky hé théng cta san pham duoc thiét 1ap va quan 1y tap trung trén
SIEM.

i) Quan ly truy cdp lop mang

Thiét 1ap cau hinh cho san pham quan 1y truy cap 16p mang dé quan ly
thong tin, truy cip ciia may chi, may tram va thiét bi hé thong trong mang.
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Nhat ky hé théng cua san pham duoc thiét 1ap va quan 1y tdp trung trén
SIEM.

D6i v6i cac hé thong thong tin khong yéu cau st dung san phdm quan 1y
truy cép 16p mang thi thiét 1ap cau hinh hé thong tuong dwong dap ung tdi thiéu
cac yéu cau sau:

- Thiét 13p c4u hinh bao mat trén thiét bi chuyén mach 16p 2 cho phép phat
hién va quan 1y truy cap mang 16p 2 d6i véi cac thiét bi két ndi vao hé thong.

- Thiét 1ap cdu hinh nhat ky hé thong trén thiét bi 16p 2 dé quan 1y duoc
thong tin két ndi cua cac thiét bi vao hé thong SIEM.

k) Gidm sat hé thong théng tin tdp trung

Thiét 1ap céu hinh trén san pham/giai phap giam sat hé thong thong tin tap
trung dap tmg ti thiéu cac yéu cau sau:

- Giam sat dugc trang thai hoat dong cua thiét bi, may chu va ung dung
duoc thuyét minh trong HSPXCD; Cau hinh cic chic ning canh bao bat
thuong, anh hudng toi hoat dong binh thudng cua thiét bi, may chil va ing dung
qua tin nhén, thu dién tu...

- Trang thai giam sat t6i thiéu bao gdm cac thong tin hiéu niang cua CPU,
RAM, Storage va cac giao dién mang.

1) Gidm sdt an toan hé thong thong tin tdp trung

Thiét 1ap c4u hinh trén san pham SIEM hodc san pham c6 chirc ning tuong
duong dé quan 1y tip trung nhat ky hé théng cua thiét bi hé thong, may chu, may
tram, ng dung va cac thanh ph?m khac cua hé théng (néu co).

Danh muc céc thiét bi hé théng, may chd, may tram, ing dung dugc dua ra
trong HSBXCD.

Mot s6 yéu cau t6i thiéu ddi voi hé théng SIEM bao gom:

- C6 chuc nang quan tri: Chic nang phan tich twong quan (Correlation),
Chirc nang loc (Filters), Tao cac luat (Rules), Chirc nang hién thi (Dashboards),
Churc nang canh bao va bao cdo (Alerts and Reports), Chirc nang canh bao thoi
gian thuc (Real Time Alert).

- C6 chuc ning nhan log: Cho phép nhan log tir cac ngudn voi nhiéu dinh
dang khac nhau tur cac thiét bi mang, may chu va ung dung; dinh dang, chuan
hoa log nhan dugc theo cac trudng thong tin tiy bién theo nhu cau st dung.

m) Quan ly sao luu dy phong tap trung

Thiét 1ap cdu hinh trén hé théng quan 1y sao luu dy phong tap trung dé
quan 1y sao luu du phong tap trung, stir dung giai phap nhu SAN, NAS...
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Viéc thiét 1ap ciu hinh trén hé théng quan 1y sao luu du phong tip trung
can dap ung téi thiéu cac yéu cau sau:

- Téi thiéu cac dit liéu sau yéu cau dugc luu trir trén hé théng quan 1y tap
trung: Anh hé diéu hanh ctia cdc may chu trong hé thdng, tép tin cau hinh cac
thiét bi hé théng, co s¢ dir liéu va dir 1iéu nghiép vu (néu co).

n) Quan 1y phan mém phong chong ma doc trén cdc may chi/mdy tinh
nguoi dung tap trung

Thiét 13p céu hinh hé théng quan 1y phan mém phong chéng ma doc dap
g ti thiéu cac yéu cau:

- Co chuc nang quan ly tap trung.

- Toan bd cac may chu, may tram trong hé thong duoc cai dit san pham va
duoc quan 1y trén hé théng quan 1y tap trung. D61 v6i cac may chu chuyén dung
ma khong c6 san pham phong chéng ma doc trén thi truong hd tro thi can co
phuong an twong duong dé hd tro phong, chdng mi doc nhu: phong, chdng ma
ddc trén moi trudng mang; cdu hinh ting cudng bao mat. ..

0) Phong, chong that thodt dir liéu

Thiét 1ap cAu hinh san pham, giai phap Phong, chng that thoét dir lidu dap
g t6i thiéu cac may cha co so dir liéu, may tinh quan tri co s¢ di liéu, may
tinh phuc vu hoat dong nghiép vu xtr 1y dir liéu duoc trién khai cac giai phap
phong, chdng thét thoat dir licu.

D6i véi cac hé théng thong tin khong yéu cau st dung san pham Phong,
chdng that thoat dir liéu thi hé théng can duogc thiét 1ap dap tng tdi thiéu cac yéu
cau sau:

- Str dung chirc ning phong, chong that thoat dit liéu duoc tich hop trén
thiét bi/san pham bao mat sir dung trong hé théng (néu co).

- Thiét 13p c4u hinh tudng ltra Hé diéu hanh may chii co s¢ dit lidu dé quan
1y truy cap gitra cac may chu trong cuing mot ving mang.

- CAu hinh tang cuong bao mat cho He diéu hanh va Co sé dit liéu.

- Céu hinh ting cudng bao mat cho cic may tinh quan tri co s¢ dit liéu,
may tinh phuc vu hoat dong nghiép vu xu ly dir liéu.

p) Dy phong két noi mang Internet cho cdc mady chii dich vu

Thiét 1ap céu hinh hé thong dé du phong két néi mang Internet cho cac may
chu dich vu.

Khuyén nghi sir dung phuong 4n duy tri 02 két ndi Internet ciia hai nha
cung cap khac nhau. Hé thdng c6 dai dia chi IP Public va c6 s6 hiéu mang ASN
riéng khi két ndi dinh tuyén vé6i cac nha cung cip khac nhau.
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q) Phuwong an bao dam an toan cho mang khong day

Thiét 1ap cau hinh hé théng dé bao mat cho mang khong day sir dung giai
phap chuyén dung hodc viéc thiét 1ap cau hinh bao mat trén hé théng dé bao dam
an toan cho mang khong day.

x) Phuwong dn quan 1y tai khoan déic quyén

Thiét 1ap cdu hinh san pham/giai phap quan 1y tai khoan dic quyén cho
phép quan 1y tap trung viéc xac thuc, phan quyén, gidm sat hanh vi va cac chiic
ning bao mat khac dé quan 1y cac tai khoan quan tri trong hé thng.

Nhat ky hé thong cua san pham/giai phap duoc thiét 1ap va quan 1y tap
trung trén SIEM.

y) D phong hé théng 6 vi tri dia 1y khdc nhau

Hé théng ¢ vi tri dia 1y khac nhau, cach nhau tbi thiéu 30 km.

z) D phong cho két néi mang gitka hé thong chinh va hé thong die phong

Thiét 1ap ciu hinh trén thiét bi hé thong dé két ndi mang giira hé thong
chinh va hé théng du phong dé thuc hién déng bo dir liéu va dy phong nong khi
hé thong chinh xay ra sy cd.

3.3.2. Thiét lgp cdu hinh thiét bi hé thong

a) Kiém sodt truy cdp tir bén ngoai mang

Thiét 14p cu hinh trén thiét bi hé théng dé quan 1y truy cip tir cac mang
bén ngoai theo chiéu di vao hé théng té1 cac may chu dich vu bén trong mang,
bao gdm: Cac dich vu/ing dung cho phép truy cap tir bén ngoai; Thoi gian mat
két ndi; Phan quyén truy cap; Gidi han két ndi; Thiét 1ap chinh sach uu tién.
Phuong an can mo ta chinh sach d6 duogc thiét 1ap trén thiét bj hé théng nao.

Thiét 1ap cdu hinh trén thiét bj hé thong phai dap Gng cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin
qudc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap d¢ dé xuat TCVN 11930:2017
Cap do 1 52.1.2
Cap 462 6.2.1.2
Ciap d6 3 72.12
Cap do 4 8.2.1.2
Cap d6 5 9.2.1.2
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b) Kiém sodt truy cdp tir bén trong mang

Thiét 1ap cau hinh trén thiét bi hé thong dé quan 1y truy cip tir cac may
tinh/méy cha bén trong mang theo chiéu di ra cac mang bén ngoai va cic mang
khac bén trong mang, bao gdm: Cac tng dung/dich vu nao duoc truy cap; Quan
1y truy cép theo dia chi thiét bi; Phuwong 4n uu tién truy cip. Phuong an can mo
ta chinh sach dé duoc thiét lap trén thiét bi hé thong nao.

Thiét 1ap cu hinh trén thiét bj hé thdng phai dap Gng cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan
qudc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap do dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Ciap d6 2 6.2.1.3
Cap d6 3 7.2.1.3
Cap do 4 8.2.1.3
Cap d0 5 92.1.3
¢) Nhdt ky hé thong

Thiét 1ap cu hinh trén thiét bi hé théng dé quan 1y nhat ky hé théng (log)
trén cac thiét bi hé thong vé bat chirc ning ghi log; thong tin ghi log; thoi gian,
dung luong ghi log; quan 1y log.

Thiét 1ap cu hinh trén thiét bj hé thong phai dap Gng cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin
quéc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap do dé xuat TCVN 11930:2017
Ciap d6 1 52.1.3
Cap d6 2 6.2.1.4
Cép do 3 72.14
Cap do 4 8.2.1.4
Cap d6 5 9.2.1.4

d) Phong chong xam nhdp

Thiét 1ap cau hinh trén thiét bi phong, chong xam nhap IDS/IPS hoic chirc
ning IDS/IPS trén thiét bi tudng ltra c6 trong hé thong, dap tng cac yéu cau vé
an toan quy dinh tai Piéu 9, Diéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu
chuan quéc gia TCVN 11930:2017 véi tham chiéu twong tmg nhu dudi déy.
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Cap dp dé xuat TCVN 11930:2017
Ciap d6 1 52.1.4
Céap do 2 6.2.1.5
Cap d6 3 72.1.5
Cép do 4 8.2.1.5
Cap d6 5 9.2.1.5

d) Phong chong phan mém déc hai trén méi trieong mang

Thiét 1ap céu hinh trén thiét bi hé théng dé thuc hién chic ning phong
chéng phan mém doc hai trén méi trudng mang, dap (mg cac yéu ciu vé an toan
quy dinh tai Piéu 9, Diéu 10 Théng tu 12/2022/TT-BTTTT va Tiéu chuan qubc
gia TCVN 11930:2017 véi tham chiéu twong tmg nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Cap 462 Khéng yéu cau
Cap d0 3 7.2.1.6
Cap do 4 8.2.1.6
Cap d0 5 9.2.1.6

d) Bdo vé thiét bj hé thong

Thiét 1ap cau hinh trén thiét bi hé thong dé bao dam bao dam an toan cho
thiét bi trong qua trinh sir dung va quan 1y van hanh, dap tng cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin
quéc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Cép do 1 52.1.5
Ciap d6 2 6.2.1.6
Cap d6 3 7.2.1.7
Cép do 4 8.2.1.7
Cap d0 5 92.1.7

3.3.3. Thiét lap cdu hinh bdo mdt cho mdy chii
a) Xac thuc

Thiét 1ap cau hinh chitc ning xac thuc trén may cha dé bao dam viéc xéac
thuc khi dang nhap vao may chu an toan.
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Thiét 13p ciu hinh trén may chu phai dap tng cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia
TCVN 11930:2017 véi tham chiéu twong ing nhu dudi day.

Cap do dé xuat TCVN 11930:2017
Ciap d6 1 522.1
Cap d0 2 6.2.2.1
Cap d6 3 722.1
Cap do 4 8.2.2.1
Cap d6 5 9.2.2.1

b) Kiém sodt truy cdp

Thiét 1ap cdu hinh chirc ning kiém soat truy cdp trén mdy chu dé bao dam
viéc truy cap, st dung may chu an toan sau khi dang nhap thanh cong.

Thiét 1ap cau hinh trén mdy chu phai dap Gmg cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia
TCVN 11930:2017 véi tham chiéu twong ing nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Ciap d6 1 5222
Cap 462 6222
Cap d6 3 7222
Cap do 4 8222
Cap d6 5 9222
¢) Nhdt ky hé thong

Thiét 1ap cdu hinh chirc nang ghi nhat ky hé thong (log) trén cac may chu
vé: Bat chirc ning ghi log; Thong tin ghi log; Thoi gian, Dung luong ghi log;
Quan ly log.

Thiét 13p ciu hinh trén may cha phai dap tng cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan qudc gia
TCVN 11930:2017 véi tham chiéu twong ing nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 5223
Cap d6 2 6.2.2.3
Cap d0 3 7223
Cap do 4 8.2.2.3
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Cap 40 5 9223

d) Phong chong xam nhap

Thiét 14p ciu hinh bao mat trén may ch dé bao bao vé tin cong xAm nhap
tr bén ngoai.

Thiét 13p ciu hinh trén may cha phai dap tng cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan qudc gia
TCVN 11930:2017 v6i tham chiéu twong Gng nhu dudi day.

Cap do dé xuat TCVN 11930:2017
Cap do 1 5224
Ciap d6 2 6.2.2.4
Cap do 3 7224
Cap do 4 8.2.2.4
Cap do 5 9224

d) Phong chong phan mém doc hai

Thiét 1ap ciu hinh chirc ning phong, chdng ma doc trén may chu vé: Cai
dat phan mém phong chéng ma doc; DO quét ma doc; Xir Iy ma doc; Quan 1y tap
trung phan mém phong chdng ma doc... dé phong chéng ma doc cho may chu.

Thiét 1ap cau hinh trén mdy chu phai dap Gmg cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia
TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Ciap d6 1 5225
Ciap d6 2 6.2.2.5
Ciap d6 3 7225
Cap do 4 8.2.2.5
Cap d0 5 9.2.2.5

e) Xur Iy mdy chii khi chuyén giao

Mo ta phuong an ky thuat, cong cu dé cho phép x6a sach dir li¢u; sao luu
du phong dit liéu khi chuyén giao hodc thay d6i muc dich sir dung.

Thiét 1ap cau hinh trén mdy chu phai dap Gmg cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia
TCVN 11930:2017 v6i tham chiéu twong Gng nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
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Cap do 1 Khéng yéu cau
Ciap d6 2 6.2.2.6
Cap d0 3 722.6
Cap do 4 8.2.2.6
Cap d0 5 9.2.2.6

3.3.4. Thiét lgp cdu hinh bio mdt cho itng dung
a) Xac thuc

Thiét 1ap cau hinh chtrc ning xac thuc trén ing dung dé bao dam viée xac
thuc khi dang nhap vao ung dung an toan.

Thiét 14p cdu hinh trén Gng dung phai dap tng cac yéu ciu vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia
TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 523.1
Ciap d6 2 6.2.3.1
Cap do 3 7.2.3.1
Cap do 4 8.2.3.1
Cap d6 5 9.2.3.1
b) Kiém sodt truy cdp

Thiét 1ap cau hinh chirc ning kiém soat truy cap trén tng dung dé bao dam
viéc truy cép, st dung ing dung an toan sau khi dang nhip thanh cong.

Thiét 1ap cdu hinh trén Gng dung phai dap tmg cc yéu ciu vé an toan quy
dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan quéc gia
TCVN 11930:2017 v6i tham chiéu twong Gng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 5232
Cap d6 2 6.2.3.2
Cap do 3 7232
Cap do 4 8.2.3.2
Cap d6 5 9.2.3.2
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¢) Nhdt ky hé thong

Thiét 14p ciu hinh chirc ning ghi nhat ky hé thong (log) trén cac ung dung
vé: Bat chirc ning ghi log; Thong tin ghi log; Thoi gian, dung luong ghi log;
Quan ly log.

Thiét 1ap cau hinh trén tmg dung phai dap ng cic yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia
TCVN 11930:2017 véi tham chiéu twong ing nhu dudi day.

Cap do dé xuat TCVN 11930:2017
Ciap d6 1 5233
Cap 462 6.2.3.3
Cap d0 3 7233
Cap do 4 8.2.3.3
Cap d6 5 9.2.3.3

d) Bdao mdt thong tin lién lac

Thiét 1ap c4u hinh trén tng dung dé mi hoa va st dung giao thirc mang
hoic kénh két ndi mang an toan khi trao d6i dit liéu qua méi truong mang.

Thiét 1ap cau hinh trén tmg dung phai dap tng cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia
TCVN 11930:2017 véi tham chiéu twong ing nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 Khéng yéu cau
Cap d0 2 Khéng yéu cau
Cap do 3 7234
Cap do 4 8.2.3.4
Cap d6 5 9.2.3.4

e) Chéng choi bé

Thiét 1ap cau hinh trén Gng dung dé str dung va bao vé chir ky s6 dé bao vé
tinh bi mat va chong chdi bo khi giri/nhan thong tin quan trong qua mang.

Thiét 1ap cau hinh trén tmg dung phai dap tng cac yéu cau vé an toan quy
dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin quéc gia
TCVN 11930:2017 véi tham chiéu twong ing nhu dudi day.

Cap do dé xuat TCVN 11930:2017

Ciap d6 1 Khéng yéu cau




25

Cap 462 Khéng yéu cau
Ciap d6 3 7235
Cap do 4 8.2.3.5
Cap d6 5 9.2.3.5

2) An toan vmg dung va ma nguon

CAu hinh/thiét 13p chirc ning bao mat cho tng dung va phuong an bao vé
ma ngudn tmg dung dap ng cac yéu ciu vé an toan quy dinh tai Diéu 9, Piéu
10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan qudc gia TCVN 11930:2017
v6i tham chiéu twong Gng nhu dudi day.

Cap d6 dé xuat TCVN 11930:2017
Ciap d6 1 Khéng yéu cau
Ciap d6 2 6.2.3.4
Cap d0 3 7.2.3.6
Cap d0 4 8.2.3.6
Cap d0 5 9.2.3.6

3.3.5. Thiét ldp cdu hinh bdo mdt cho diF ligu
a) Nguyén ven dir liéu

Thiét 1ap cau hinh trén hé théng luu trir dé luu trir, quan 1y thay d6i, khoi
phuc dir li¢u bdo dam tinh nguyén ven cua dir liu.

Thiét 1ap céu hinh trén hé thong luu trir phai dap Ung cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan
qudc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap do dé xuat TCVN 11930:2017
Cap do 1 Khéng yéu cau
Ciap d6 2 Khéng yéu cau
Cép do 3 7.2.4.1
Cap do 4 8.2.4.1
Cap do 5 9.2.4.1

b) Bao mat dir liéu

Thiét 1ap cau hinh trén hé théng luu trir dé luu trir, quan 1y thay d6i, khoi
phuc dir li¢u bdo dam tinh bi mat cua dir liu.
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Thiét 1ap céu hinh trén hé thong luu trir phai dap Ung cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuin
quéc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Ciap d6 1 Khéng yéu cau
Cap 402 6.2.4.1
Ciap d6 3 7242
Cép do 4 8.2.4.2
Cap d6 5 9242

¢) Sao luu dy phong

Thiét 1ap cau hinh trén hé théng luu trir dé sao luu du phong dir liéu: Céc
thong tin yéu clu sao luu du phong; Phan loai dit li€u sao luu dy phong; H¢
théng sao luu du phong. ..

Thiét 1ap céu hinh trén hé thong luu trir phai dap Ung cac yéu cau vé an
toan quy dinh tai Diéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu chuan
qudc gia TCVN 11930:2017 v6i tham chiéu twong Gmg nhu dudi day.

Cap dp dé xuat TCVN 11930:2017
Cép do 1 52.4.1
Cap d6 2 6.2.4.2
Ciap d6 3 72423
Cap do 4 8.2.4.3
Cap d0 5 9.2.4.3
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IV. TO CHUC BAO PAM AN TOAN THEO MO HINH 4 LOP
4.1. Hwéng din chung

Hé théng thong tin sau khi duoc phé duyét Ho so dé xuét cap do, can duogc
trién khai day du phuong an bao dam an toan thong tin bao gom: thiét ké, thiét
lap hé théng; quan ly, van hanh h¢ théng theo Quy ché bao dam an toan thong
tin dugc ban hanh cing Ho so dé xuét cap do.

Dé trién khai phuong 4n bao dam an toan hé thong thong tin mot cach tong
thé, déng bo va hiéu qud, co quan t6 churc can to chire trién khai toan dién, thuc
chét cong tac bao dam an toan théng tin theo mé hinh 4 16p.

T chuc trién khai toan dién, thuc chat cong tac bao dam an toan thong tin
theo mo hinh 4 16p 1a viéc trién khai ddy da 4 16p bao vé bao gdm: (1) Luc
lwong tai chd; (2) T chitc hoic doanh nghiép giam sat, bao vé chuyén nghiép;
(3) T6 chtic hodc doanh nghiép doc 1ap kiém tra, danh gia dinh ky; (4) Két ndi,
chia sé thong tin v6i hé thong giam sat quéc gia.

Trong d6, viéc T chirc hodc doanh nghiép gidm sat, bao vé chuyén nghiép
(Lép 2) thuc hién ddy du bao gém: (1) Lop mang, (2) Lép May chu, (3) Lép
tmg dung, (4) Lép thiét bi dau cudi. T6 chirc hoic doanh nghiép doc lap kiém
tra, danh gia dinh ky thuc hién day da (Lop 3) thuc hién dy du, bao gom: Thiét
bi hé théng; May chu va Ung dung.

Trén co s& d6, Bo Thong tin va Truyén thong xiy dung Tai liéu nay dé
huéng din céc bd, co quan ngang bd, co quan thudc Chinh phi, Uy ban nhan
dan cép tinh trién khai toan dién, thuc chat cong tac bado dam an toan thong tin
theo mé hinh 4 16p d6i vdi cac hé théng thong tin thudc pham vi quan 1y.

4.2. Luwc lwong tai chd - Lép 1

Lyc lugng tai chd 1a 16p thu nhat trong t6 chirc bao dam an toan thong tin
theo mo hinh 4 16p. Lép nay gitp co quan, t6 chirc kién toan lyc lugng tai chd
va nang cao ning luc cta can bd chuyén trach dé trién khai cac 10p tiép theo cta
Mo hinh 4 16p.

No6i dung trién khai Lép 1. Luc luong tai chd bao gém céac ndi dung: (1)
Kién toan luc luong tai chd; (2) Nang cao ning luc; (3) Mang luéi.

4.2.1. Ki¢n toan luc lwong tai chdé

Mot s6 ndi dung trong tdm co quan, t6 chirc can trién khai dé kién toan luc
lugng tai cho bao gom:
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a) Nguoi ding dau co quan, t chirc truc tiép chi dao, trong truong hop can
thiét c6 thé giao thém 01 Lanh dao cdp ph6 ciia minh ddm nhan nhiém vu
thuong truc, giup Nguoi dimg dau;

b) Nguoi ding dau don vi chuyén trach truc tiép chi dao, trong trudng hop
can thiét co thé giao thém 01 Lanh dao cip pho cua minh dam nhan nhiém vu
thudng truc, giup Ngudi dimg dau;

¢) Chi dinh bo phan chuyén trach vé an toan thong tin thudc don vi chuyén
trach vé cong nghé thong tin, trong truong hop chua cd don vi chuyén trach vé
an toan thong tin doc lap;

d) Thanh 1ap T6/Pdi bao dam an toan, an ninh mang/Ung ctru sy ¢b lién
nganh theo hudng chuyén nghiép, co dong véi su tham gia cua dai dién cac co
quan, td chire tryc thudc do don vi chuyén trach lam thuong truc.

4.2.2. Nang cao nang luc

Mot sO ndi dung trong tdm co quan, t6 chirc can trién khai dé nang cao
nang luc tai cho bao gom:

a) Khuyén nghi b tri téi thiéu 05 chuyén gia an toan théng tin mang (bao
gdém ca chuyén gia thué ngoai) dap tmg chuin k¥ ning vé an toan thong tin do
B0 Thong tin va Truyén thong quy dinh tai Thong tu 17/2021/TT-BTTTT ngay
30/11/2021.

b) Xay dung ké hoach va t6 chic dao tao chuyén sau vé an toan thong tin
cho nhan su chuyén trach; hang nam t6 chirc dao tao, tuyén truyén t4i toan thé
can bg, cong chuc, vién chirc, nguoi lao dong thudc pham vi quan ly theo chi
dao cta Thu tudéng Chinh phu tai Quyét dinh s6 21/QD-TTg ngay 06/11/2021.

¢) Xay dung ké hoach va hang nim t6 chirc tuyén truyén, nang cao nhin
thirc va phd bién kién thirc vé an toan thong tin téi toan thé can b, cong chiic,
vién chuc, nguoi lao dong thudc pham vi quan ly theo chi dao ctia Thu tudng
Chinh phu tai Quyét dinh s6 1907/QD-TTg ngay 23/11/2020.

d) T6 chirc dién tap thyc chién t6i thiéu 01 1an/nim di v6i hé thong thong
tin cAp do 3 trd 1én theo chi dao cua Thi tuéng Chinh phu tai Quyét dinh sd
18/CT-TTg ngay 13/10/2022.

d) Tang cuong st dung va khai thac hiéu qua cic nén tang hd trg bao dam
an toan thong tin do Bo Thong tin va Truyén thong cung cip, gdm: Nén tang hd
trg quan 1y bao dam an toan hé théng thong tin theo cdp do
(https://capdo.ais.gov.vn); Nén tang diéu phdi xir Iy sy cb an toan thong tin
mang quoc gia (https:/irlab.vn); Nén tang hd tro diéu tra sb (https:/df.irlab.vn).

Hudng dan st dung chi tiét cac Nén tang tai Muc V vin ban nay.
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4.2.3. Mang luoi

bang ky tham gia mang ludi do Trung tam VNCERT/CC, Cuc An toan
thong tin 1am diéu phéi.

4.3. Giam sat bao vé - Lop 2
4.3.1. Huéng din chung vé gidm sdt, bio vé - Ldp 2

Giam sat, bao v¢ chuyén nghiép 1a 16p thir 2 trong M6 hinh 4 16p giup co
quan, to chirc trién khai giai phap giam sat, bao vé chuyén nghiép cho cac hé
théng thong tin thudc pham vi quan 1y.

Mot s6 diém co quan, t6 chirc can luu ¥ khi trién khai 16p giam sat, bao vé
nhu sau:

- Mdi hé théng thong tin dugc xac dinh, phé duyét day du cac bién phap
bao dam an toan hé thong thong tin theo cap do. Viéc trién khai Lép 2 gidm sat
bao vé hé théng thong tin 13 viéc to chuc trién khai cac giai phap nham dap tng
day du cac yéu cau an toan theo phuong an dugc phé duyét trong Ho so dé xuat
cap do.

- Bao dam vé d6 rong va sau khi trién khai giam sat, bao vé. Trong d6 do
rong bao dam toan b hé théng thong tin thudc pham vi quan 1y duoc giam sat
(cép Xa, Huyén, So, ban, nganh ddi véi dia phuong; cac don vi Cuc, Vu, Trung
tam, ban quan 1y... d6i voi cac bd, nganh); do sdu 1a bao dam day da (1) Lép
Mang; (2) Lép May chu; (3) Lop Ung dung; (4) Lop Thiét bi dau cudi.

- Trong trudng hop ngudn luc han ché thi vé d6 rong can uu tién cac hé
théng thong tin co cap do an toan hé thong thong tin cao trudc; cac hé thong
thong tin dung chung hodc cac hé thong co sé ha ting thong tin. Hé thong théng
tin cap d6 3 tré 1én yéu cau giam sat day du (1) Lép Mang; (2) Lép May chu; (3)
Lép Ung dung; (4) Lép Thiét bi dau cubi.

- Hé thdng thong tin c¢6 cac may chu Gng dung can dugc trién khai tap
trung tai Trung tam dir li€u cua bd, nganh hodc tinh dé duoc giam sat, bao vé tap
trung.

- Mbi b, nganh, dia phuong trién khai mot Trung tdm giam sat, diéu hanh
an toan, an ninh mang (SOC) theo chi dao ctia Thu twdéng Chinh phu tai Quyét
dinh 942/QP-TTg ngay 15/6/2021. Hé théng SOC duoc thiét 1ap cho phép don
vi cht quan c6 thé nhin duoc téng thé cac nguy co tan cong mang d6i véi cac hé
théng thong tin trén dia ban, tham chi dén timg may tinh cu thé bén trong mdi hé
théng. Theo phuong 4n nay, log tir cac hé thong thong tin s& dugc gui vé va
duoc quan 1y tai hé thong quan 1y tip trung tai hé théng SOC.
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Hudng dan chi tiét viéc thiét 1ap va quan 1y van hanh hé thong giam sat bao
gdm céac ndi dung: (1) Xac dinh doi twong va pham vi giam sat; (2) HE thong
quan 1y tap trung (3) Thiét 1ap hé thong giam sat; (4) Quan 1y, van hanh hé théng
giam sat duoc hudng dan chi tiét tai Phu luc 8 tai liéu huéng dan nay.

4.3.2. M6 hinh trién khai gidm sdt bdo vé cdp b, tinh

Theo hudng dan tai Muc II, mdi b, tinh c6 nhiéu hé théng thong tin nham
phan tan tai cac don vi khac nhau nhu cac cuc, vu, s&, quin, huyén...Néu dau tu
hé thong giam sat va b tri ngudn lyc dé quan 1y van hanh cho mdi hé thdng nay
s& rat ton kém va khong hiéu qua do tinh phén tan, khong dong bo.

HE THONG GIAM SAT AN TOAN
KHONG GIAN MANG QUOC GIA

Intert:l_/L

Huyén B@

?

Hinh 1. M6 hinh tham khao gidm sat tap trung cta tinh A

Viéc trién khai hé thong giam sét tap trung cho phép don vi van hanh c6 thé
nhin dugc tong thé cic nguy co tin cong mang d6i véi cac hé thong thong tin
trén dia ban, thdm chi dén timg may tinh cu thé bén trong mdi hé théng. Viéc
nay s& giam thiéu dugc chi phi dau tu va tdn dung va tap trung duoc ngudn nhan
Iire ¢6 trinh d6 cao tap trung tai cac hé thong trung tam.

Do d6, mdi tinh co thé trién khai mét hé théng gidm sat tap trung dé giam
sat va bao vé cac hé thong thong tin trén dia ban. Theo phuong 4n nay, log tir
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cac hé thdng thong tin s& dugc gui vé va dugc quan 1y tai hé thong quan 1y tap
trung. Hé thdng quan 1y tap trung thuong dit tai trung tim dir liéu cia tinh va do
S¢ Thong tin va Truyén thong quan 1y van hanh.

Céc hé thong thong tin trén dia ban c6 hai loai hinh trién khai phd bién:

a) Hé thong cung cap dich vu tryc tuyén va c6 nguoi st dung. Hé thong
ndy c6 hé thong may chu dé cung cip dich vu va bao gom ca mang LAN cia
nguoi st dung (S& A).

Thong thudng cac hé théng nay da duogc trién khai cac hé thong quan tric
co 50, c6 thé co hé théng giam sat tap trung va c6 két ndi mang Internet doc 1ap.
Dbi v6i truong hop nay, log cia hé théng quan tric co sé s& duoc gui vé hé
thdng giam sat tap trung theo mot trong hai phuong an sau:

- Trudng hop S A c6 két ndi mang WAN vé hé thdng giam sat tip trung
thi log s& duoc wu tién gii qua két néi mang nay. Két néi WAN can uu tién sir
dung mang truyén sd liéu chuyén dung (TSLCD).

- Trudng hop S¢ A khong c6 két ndi WAN thi log s& duoc giri qua mang
Internet vé hé thong giam sét tap trung.

Pé c6 phuong an t6i wru trong viéc gui log vé hé thong giam sat tap trung,
log can dugc gui tap trung vé mot hé thong tai S& A (st dung Syslog hodc giai
phap tuong duong) duoc loc 1y thong tin can thiét, nén va ma hoa trude khi giri
vé hé thong tap trung.

Trudng hop hé thong ctia SO A chua ¢ hé théng quan trac thi hé thdng nay
can thiét 1ap t6i thiéu cam bién gidam sat va hé thong quan 1y phdn mém phong
chéng phan mém doc hai tap trung va gui log vé hé thong giam sat trung tam.
Cam bién giam sat can duogc thiét 1ap dé c6 thé giam sat duoc ca hai két nbi
mang Internet va WAN.

b) Truong hop hé thdng chi c6 mang LAN ciia nguoi str dung. Trudng hop
ndy, hé thong chi c6 may tinh cta nguoi str dung va c6 két néi mang Internet.

Két ndi mang Internet c6 thé trién khai theo mét trong hai phuong an sau:

- Hé thong c6 két ndi Internet doc 1ap va khong co két ndi WAN (Huyén
C). Truong hop nay log ctia hé thong quan tric co sé (néu cd) hoic tir cam bién
giam sat s& dugc giri vé hé théng giam sat tap trung qua mang Internet. Chu y
rang, truong hop hé thdng co két ndi WAN thi can wu tién st dung két ndi nay
dé giri log vé hé thong giam sat tap trung.

- Hé thong khong c6 két ndi Internet truc tiép ma két ndi qua mang WAN
(Huyén B). Truong hop nay, cam bién giam sat khong can thiét phai trién khai
tai Huyén B ma c6 thé trién khai cam bién giam sat tip trung tai cong ra Internet
tap trung ctia cac don vi. Trudng hop nay yéu ciu hé thng tai cac don vi khong
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ciu hinh NAT trén cac thiét bi mang dé cho phép tai diém giam sat, cam bién
giam sat co thé thiy duoc dia chi IP that cia mdi may tinh trong mang. Viéc cu
hinh NAT sé& dugc thuc hién tai thiét bi dinh tuyén bién ctia cong két ndi Internet
tap trung.

Céc may tinh trong hé thong thong tin ciia Huyén B can cai dat phan mém
phong, chéng phan mém doc hai va duoc quan 1y tip trung boi mot may
tinh/may chii bén trong hé thong va gui log vé hé théng giam sat tap trung.

Céc hé thong thong tin trén dia ban tinh A cin uu tién phuong 4n sir dung
két ndi mang Internet qua két n6i WAN qua cong két ndi Internet tip trung dé co
thé trién khai bién phap giam sat va bao vé tip trung nham giam thiéu chi phi
dau tu va ting hiéu qua giam sat va bao vé.

Moi hé théng sir dung giai phap phong, chéng phan mém ddc hai co chirc
nang quan ly tap trung va cé thé két ndi, chia sé thong tin v6i hé théng giam sat
an toan khong gian mang qudc gia.

4.3.3. Huéng dén gidm sdt bdo vé doi véi hé thong thong tin cip dé 1

Trién khai day du bién phap bao dam an toan thong tin yéu cau ddi véi hé
thong thong tin cdp d6 1 theo quy dinh tai Piéu 9, Pidu 10 Théng tu
12/2022/TT-BTTTT va theo huéng dan dudi day:

a) Lop Mang

Thiét 1ap céu hinh hé thong dé chia sé thong tin két ndi mang (néu thiét bi
hé thong hd tro chirc ning chia sé nhat ky hé théng) bao gom cac thong tin: Pia
chi IP ngudn, IP dich; Port ngudn, Port dich vé hé thong SOC.

b) Lop May chu

- Chia sé thong tin vé mi ddc phat hién trong hé théng (néu phan mém
phong, chéng ma doc hd tro chic nang quan 1y tap trung) vé hé théng SOC.

- Thiét 1ap cdu hinh Hé diéu hanh cta may cha cung cdp dich vu (néu hé
diéu hanh hd tro chirc ning chia sé nhat ky hé théng) dé chia sé nhat ky hé théng
vé hé thong SOC.

¢) Lép Ung dung

Thiét 1ap cdu hinh Ung dung cta mdy chu cung cip dich vu (néu c6) va
chia sé nhat ky hé thong vé hé théng SOC.
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d) Lép Thiét bi dau cudi

Thiét 1ap cdu hinh hé thdng dé chia sé nhat ky hé thong cua thiét bi dau
cudi (néu thiét bi dau cudi hd tro chic nang chia sé nhat ky hé théng) vé hé
théng SOC.

4.3.4. Huéng dén gidm sdt bdo vé doi véi hé thong thong tin cip dé 2

Trién khai day du bién phap bao dam an toan thong tin yéu cau ddi véi hé
théng thong tin cip do 2 theo quy dinh tai Piéu 9, Piéu 10 Thong tu
12/2022/TT-BTTTT va theo huéng dan dudi day:

a) Lop Mang

Thiét 1ap cau hinh hé théng dé chia sé nhat ky hé thong lién quan dén quan
1y truy cap va phong, chdng xam nhap (néu thiét bi hé théng hd tro chic ning
chia sé nhat ky hé thong) vé hé théng SOC.

b) Lop May chu

- Chia sé thong tin vé mi ddc phat hién trong hé théng (néu phan mém
phong, chéng ma doc hd tro chirc nang quan 1y tap trung) vé hé théng SOC;

- Khuyén nghi cai dit phan mém Phat hién va phan tng su ¢b an toan thong
tin trén thiét bi dau cudi cho cac may chil cung cap dich vu va két ndi, chia sé,
quan 1y tap trung tai hé théng SOC;

- Thiét 1ap céu hinh Hé diéu hanh may cht (néu hé diéu hanh hd trg chirc
ning chia sé nhat ky hé thong) dé chia sé nhat ky hé théng vé hé thong SOC.

¢) Lép Ung dung

- Thiét 1ap c4u hinh Ung dung cua may cha cung cip dich vu (néu co) va
chia sé nhat ky hé thong vé hé théng SOC;

- Céu hinh tudng lira tmg dung web (néu c6) dé chia sé nhat ky hé théng vé
hé thong SOC.

¢) Lép Thiét bi dau cudi

Thiét 1ap cAu hinh hé thdng dé chia sé nhat ky hé théng cua thiét bi dau
cudi (néu thiét bj ddu cudi hd trg chirc ning chia sé nhat ky hé théng) vé hé
théng SOC.

4.3.5. Huwong din gidm sdt bdo vé doi voi hé théong thong tin cdp dp 3

Trién khai day du bién phap bao dam an toan thong tin yéu cau dbi voi hé
théng thong tin cdp do 3 theo quy dinh tai Piéu 9, Piéu 10 Thong tu
12/2022/TT-BTTTT va theo huéng dan dudi day:
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a) Lop Mang

- Thiét 13p cdu hinh hé thong dé chia sé nhat ky hé thong vé hé théng Quan
Iy va phan tich su kién an toan thong tin tap trung. Nhat ky hé thdng chia sé bao
gdm cac yéu cau: (1) Pap tng yéu cau tai Muc 7.2.1.4 TCVN 11930:2017; (2)
Nhat ky hé théng phong chéng xam nhap; (3) Nhat ky hé thong phong chéng ma
doc trén moi trudng mang; (4) Phong, chéng xam nhap va phong chéng ma doc
trén moi trudng mang;

- Chia sé nhat ky hé thong cua hé thong Phong, chong tan cong tir chdi dich
vu (néu c6) vé hé théng Quan 1y va phan tich su kién an toan thong tin tap trung;

- Thiét 1ap cu hinh hé thong cua san pham Giam sat hé thong thong tin tap
trung (néu c6) dé quan 1y tap trung toan bo thiét bi mang, thiét bi bao mat, may
chu, tng dung; Chia sé nhat ky cta san pham Giam sat hé théng thong tin tap
trung vé hé théng Quan 1y va phén tich sy kién an toan thong tin tip trung.

- Thiét 13p cau hinh hé thong cua hé théng Quan 1y va phan tich su kién an
toan thong tin tap trung dé quan 1y tap trung nhat ky hé thong cua toan b thiét
bi mang, thiét bi bao mat, may chu, ung dung;

- Chia sé nhat ky hé thong ctia san pham Quén 1y va phén tich su kién an
toan thong tin tap trung vé hé théng SOC; Trudng hop hé théng SOC dugc trién
khai trén ha ting dung chung ctia Trung tAm dir liéu thi hé thong Quan 1y va
phan tich sy kién an toan thong tin tap trung 13 mot hop phan ciia hé théng SOC.

b) Lop May chu

- Chia sé thong tin vé ma doc phat hién trong hé théng vé hé théng Quan 1y
va phan tich su kién an toan thong tin tap trung;

- Chia sé nhat ky hé théng cua hé théng Phat hién va phan tng su ¢ an
toan thong tin trén thiét bi dau cudi (néu c6) vé hé thdng Quan 1y va phan tich sy
ki€n an toan thong tin tap trung;

- Thiét 14p cAu hinh Hé diéu hanh ctia may chu cung cdp dich vu (néu co)
dé chia sé nhat ky hé thong vé hé thong Quan 1y va phan tich su kién an toan
thong tin tip trung. Nhat ky hé thong chia sé dap ung yéu cau tai Muc 7.2.2.3
TCVN 11930:2017.

¢) Lép Ung dung

- C4u hinh tudng ltra tmg dung web (néu cd) dé chia sé nhat ky hé thong vé
hé théng Quan 1y va phan tich sy kién an toan thong tin tip trung;

- Thiét 1ap c4u hinh Ung dung cua may cha cung cip dich vu (néu co) va
chia sé nhat ky hé thong vé hé thong Quan 1y va phan tich sy kién an toan thong
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tin tap trung. Nhat ky hé thong chia sé dap ung yéu cau tai Myc 7.2.3.3 TCVN
11930:2017;

- Chia sé nhat ky hé théng cua hé théng Tuong lia co so dir lidu (néu co)
vé hé théng Quan ly va phan tich su ki¢n an toan thong tin tip trung;

- Chia sé nhat ky hé théng cua hé théng bdo ddm an toan thong tin cho h¢
théng thu dién tir (néu cd) vé hé théng Quan 1y va phan tich sy kién an toan
thong tin tap trung;

- Chia sé nhat ky hé thong cua hé théng Phong, chdng that thoat dir liu
(néu c6) vé hé théng Quan 1y va phan tich su kién an toan thong tin tap trung.

d) Lép Thiét bi dau cudi

- Chia sé nhat ky hé théng cua hé théng Quan 1y truy cap 16p mang (néu co)
vé hé théng Quan 1y va phan tich su kién an toan thong tin tip trung.

- Thiét 1ap cau hinh hé théng dé chia sé nhat ky hé thdng cua thiét bi dau
cudi (néu thiét bi dau cudi hd tro chic nang chia sé nhat ky hé théng) vé hé
théng Quan 1y va phén tich su kién an toan thong tin tip trung.

4.3.6. Huwong din gidm sdt bdo vé doi voi hé théong thong tin cdp dp 4

Trién khai day du bién phap bao dam an toan thong tin yéu cau ddi véi hé
théng thong tin cip do 4 theo quy dinh tai Piéu 9, Piéu 10 Thong tu
12/2022/TT-BTTTT va theo huéng dan dudi day:

a) Lop Mang

- Thiét 13p cau hinh hé thng dé chia sé nhat ky hé thong vé hé théng Quan
Iy va phan tich su kién an toan thong tin tap trung. Nhat ky hé thdng chia sé bao
gdm cac yéu cau: (1) Pap tmg yéu cau tai Myc 8.2.1.4 TCVN 11930:2017; (2)
Nhat ky hé théng phong chéng xam nhap; (3) Nhat ky hé thong phong chéng ma
doc trén moi trudng mang; (4) Phong, chéng xam nhap va phong chéng ma doc
trén moi trudng mang;

- Chia sé nhat ky hé thong cua hé thong Phong, chong tan cong tir chdi dich
vu (néu c6) vé hé théng Quan 1y va phan tich su kién an toan thong tin tap trung;

- Chia sé nhat ky hé théng ciia hé thong Phong, chdng tan cong tir chdi dich
vu (néu cd) vé hé thong Quan 1y va phan tich sy kién an toan thong tin tip trung;

- Chia sé nhat ky hé thong cua hé théng Quan 1y tai khoan dic quyén (néu
cd) vé hé théng Quan ly va phan tich su ki¢n an toan thong tin tap trung;

- Thiét 1ap cu hinh hé thong cua san pham Giam sat hé thong thong tin tap
trung (néu cd) dé quan 1y tap trung toan bo thiét bi mang, thiét bi bao mat, may
cha, tng dung; Chia sé nhat ky ctia san pham Giam sat hé théng thong tin tap
trung vé hé théng Quan 1y va phén tich sy kién an toan thong tin tip trung.
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- Thiét 1ap cAu hinh hé thong ctia hé thong Quan 1y va phén tich sy kién an
toan thong tin tap trung dé quan 1y tap trung nhat ky hé thong cua toan b thiét
bi mang, thiét bi bao mat, may chu, ung dung;

- Chia sé nhat ky hé théng ctia san pham Quan 1y va phan tich sy kién an
toan thong tin tap trung vé hé théng SOC; Trudng hop hé théng SOC dugc trién
khai trén ha ting dung chung ctia Trung tAm dir liéu thi hé thong Quan 1y va
phan tich sy kién an toan thong tin tap trung 1a mot hop phan ciia hé thong SOC.

b) Lop May chu

- Chia sé thong tin vé ma doc phat hién trong hé théng vé hé théng Quan 1y
va phan tich su kién an toan thong tin tap trung;

- Chia sé nhat ky hé théng cua hé théng Phat hién va phan tng su ¢ an
toan thong tin trén thiét bi dau cudi (néu c6) vé hé thdng Quan 1y va phan tich sy
kién an toan thong tin tap trung;

- Thiét 14p ciu hinh Hé diéu hanh ctia may chu cung cdp dich vu (néu co)
dé chia sé nhat ky hé thong vé hé thong Quan 1y va phan tich su kién an toan
thong tin tap trung. Nhat ky hé thong chia sé dap ung yéu cau tai Muc 8.2.2.3
TCVN 11930:2017.

¢) Lép Ung dung

- Céu hinh tudng lira tmg dung web (néu c6) dé chia sé nhat ky hé théng vé
hé théng Quan 1y va phan tich sy kién an toan thong tin tip trung;

- Thiét 1ap c4u hinh Ung dung cua may cha cung cip dich vu (néu co) va
chia sé nhat ky hé théng vé hé théng Quan 1y va phan tich su kién an toan thong
tin tap trung. Nhat ky hé thong chia sé dap ung yéu cau tai Muc 8.2.3.3 TCVN
11930:2017;

- Chia sé nhat ky hé thong ciia hé thong Tuong lira co s dir lidu (néu co)
vé hé théng Quan ly va phan tich su ki¢n an toan thong tin tip trung;

- Chia sé nhat ky hé thong ctia hé théng bao dam an toan thong tin cho hé
thng thu dién tir (néu c6) vé hé théng Quan 1y va phén tich sy kién an toan
thong tin tap trung;

- Chia sé nhat ky hé théng ctua hé thong Phong, chéng that thoat dir liéu
(néu c6) vé hé thdng Quan 1y va phan tich su kién an toan thong tin tap trung.

d) Lép Thiét bi dau cudi

- Chia sé nhat ky hé thong ctia hé théng Quan 1y truy cap 16p mang (néu co)
vé hé théng Quan 1y va phan tich su kién an toan thong tin tap trung.
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- Thiét 13p cau hinh hé théng dé chia sé nhat ky hé thong cua thiét bi dau
cudi (néu thiét bi dau cubi hd tro chic nang chia sé nhat ky hé théng) vé hé
théng Quan 1y va phén tich su kién an toan thong tin tip trung.

4.3.7. Hwong din gidm sdt bdo vé doi voi hé théng thong tin cip dp 5

Trién khai day du bién phap bao dam an toan thong tin yéu cau ddi véi hé
théng thong tin cip do 5 theo quy dinh tai Piéu 9, Piéu 10 Thong tu
12/2022/TT-BTTTT va theo huéng dan dudi day:

a) Lop Mang

- Thiét 13p cdu hinh hé thong dé chia sé nhat ky hé thong vé hé théng Quan
Iy va phan tich su kién an toan thong tin tap trung. Nhat ky hé thdng chia sé bao
gdém cac yéu cau: (1) Pap tmg yéu cau tai Myc 9.2.1.4 TCVN 11930:2017; (2)
Nhat ky hé théng phong chéng xam nhap; (3) Nhat ky hé thong phong chéng ma
doc trén moi trudng mang; (4) Phong, chéng xam nhap va phong chéng ma doc
trén moi trudng mang;

- Chia sé nhat ky hé thong cua hé thong Phong, chong tan cong tir chdi dich
vu (néu c6) vé hé théng Quan 1y va phan tich su kién an toan thong tin tap trung;

- Chia sé nhat ky hé théng ciia hé thong Phong, chdng tan cong tir chdi dich
vu (néu cd) vé hé théng Quan 1y va phan tich sy kién an toan thong tin tip trung;

- Chia sé nhat ky hé thng cua hé théng Quan 1y tai khoan dic quyén (néu
cd) vé hé théng Quan ly va phan tich su ki¢n an toan thong tin tap trung;

- Thiét 1ap cu hinh hé thong cua san pham Giam sat hé thong thong tin tap
trung (néu cd) dé quan 1y tap trung toan bo thiét bi mang, thiét bi bao mat, may
chu, tng dung; Chia sé nhat ky cta san pham Giam sat hé théng thong tin tap
trung vé hé théng Quan 1y va phén tich sy kién an toan thong tin tip trung;

- Thiét 1ap cAu hinh hé thong ctia hé thong Quan 1y va phén tich sy kién an
toan thong tin tap trung dé quan 1y tap trung nhat ky hé thong cua toan b thiét
bi mang, thiét bi bao mat, may chu, ung dung;

- Chia sé nhat ky hé théng cta san pham Quan 1y va phan tich sy kién an
toan thong tin tap trung vé hé théng SOC; Trudng hop hé théng SOC dugc trién
khai trén ha ting dung chung ctia Trung tim dir liéu thi hé thong Quan 1y va
phan tich sy kién an toan thong tin tap trung 1a mot hop phan cia hé théng SOC.

b) Lop May chu

- Chia sé thong tin vé ma doc phat hién trong hé théng vé hé théng Quan 1y
va phan tich su kién an toan thong tin tap trung;
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- Chia sé nhat ky hé théng cua hé théng Phat hién va phan tng su ¢ an
toan thong tin trén thiét bj dau cudi (néu co) vé hé thong Quan 1y va phan tich su
ki€n an toan thong tin tap trung;

- Thiét 14p ciu hinh Hé diéu hanh ctia may chu cung cip dich vu (néu co)
dé chia sé nhat ky hé thong vé hé thong Quan 1y va phan tich sy kién an toan
thong tin tip trung. Nhat ky hé thong chia sé dap ung yéu cau tai Muc 9.2.2.3
TCVN 11930:2017.

¢) Lép Ung dung

- C4u hinh tudng ltra img dung web (néu cd) dé chia sé nhat ky hé thong vé
hé théng Quan 1y va phan tich sy kién an toan thong tin tip trung;

- Thiét 1ap cau hinh Ung dung ctia may cha cung cép dich vu (néu co) va
chia sé nhat ky hé thong vé hé thong Quan 1y va phan tich sy kién an toan thong
tin tap trung. Nhat ky hé thong chia sé dap ung yéu cau tai Muc 9.2.3.3 TCVN
11930:2017;

- Chia sé nhat ky hé théng cua hé thong Tuong lia co so dit lidu (néu co)
vé hé théng Quan ly va phan tich su ki¢n an toan thong tin tip trung;

- Chia sé nhat ky hé théng cua hé théng bdo ddm an toan thong tin cho h¢
théng thu dién tir (néu cd) vé hé théng Quan 1y va phan tich sy kién an toan
thong tin tap trung;

- Chia sé nhat ky hé thong cua hé théng Phong, chdng that thoat dir liéu
(néu c6) vé hé théng Quan 1y va phan tich su kién an toan thong tin tap trung.

d) Lép Thiét bi dau cudi

- Chia sé nhat ky hé théng cua hé théng Quan 1y truy cap 16p mang (néu co)
vé hé théng Quan 1y va phan tich su kién an toan thong tin tip trung.

- Thiét 1ap cau hinh hé théng dé chia sé nhat ky hé thng cua thiét bi dau
cudi (néu thiét bi dau cudi hd tro chic nang chia sé nhat ky hé théng) vé hé
théng Quan 1y va phén tich su kién an toan thong tin tip trung.

4.3.8. Huwong dan trién khai Trung tém diéu hanh an toan mang SOC
a) Huéng dan trién khai hé théng SOC

Nhu di duoc huéng dan ¢ trén, mdi bo, nganh, dia phwong trién khai mot
Trung tdm SOC theo chi dao ctia Thu tuéng Chinh phu tai Quyét dinh 942/QD-
TTg ngay 15/6/2021. Hé thong SOC dugc thiét 1ap dé giam sat, bao vé tap trung
cac hé thong thong tin thudc pham vi quan 1y ciia mdi bd, nganh, dia phuong.

Cac hé théng thudc pham vi quan 1y cua bo, nganh, dia phuong yéu cau
trién khai dﬁy da cac bién pham bao v¢ theo quy dinh tai Piéu 9, biéu 10 Thong
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tu 12/2022/TT-BTTTT va thiét 1ap cau hinh hé thong dé két ndi, chia sé dit liéu
vé hé théng SOC dé giam sat, bao vé tap trung ma khong can thiét 1ap hé thong
SOC cho riéng hé théng ctia minh.

Hé théng SOC thudc loai hinh hé thong co sé ha tang thong tin. Hé thong
SOC khi trién khai giam sat, bao vé tap trung cho cac hé théng thong tin thudc
b0, nganh, dia phuong co céip do an toan thong tin tdi thiéu cép do 3. Do do, hé
théng SOC phai trién khai déy du cac bién pham bao v¢ theo quy dinh tai biéu
9, Piéu 10 Thong tu 12/2022/TT-BTTTT va bd sung cic thanh phan dé giam
sat, bao vé tap trung cic hé thong thong tin khac.

Hé thdng SOC c6 thé duoc trién khai theo mot s6 phuwong an tuy thudc vao
hién trang hién c6 cua mdi bo, nganh, dia phuong nhu sau:

Truong hop, bd, nganh, dia phuong da c6 Trung tdm dit li¢u (TTDL) thi h¢
théng SOC nén duoc trién khai trén hé théng TTDL va coi nhu mdt hé théng
hop phan cua TTDL va bd sung cic phuong an giam sat, bao vé dé dap tng cac
yéu cau k¥ thuat dugc hudng dan tai vin ban nay. Tuy nhién, khi trién khai theo
phuong an nay thi yéu cau don vi van hanh phai c6 du niang lyc dé van hanh,
khai thac hiéu qua ciia hé théng SOC.

Trong truong hop co quan, to chirc chua trién khai TTDL hoic don vi van
hanh khéng du ning luc van hanh, khai thac hiéu qua hé thong SOC thi ¢ thé
xem xét phuong an trién khai SOC theo hinh thirc thué dich vu. Trong trudng
hop nay, bén cung cip dich vu s& cung cap ha ting va giai phap. Bén sir dung
chi dau tu cac thanh phan dau cubi co ban nhu man hinh, may tinh quan tri va co
so ha tang lién quan dé phuc vu viéc thuc hién quan 1y, van hanh SOC tir xa.

Yéu cau vé nang luc d6i voi bén cung cap dich vu SOC co quan, t6 chic ¢o
thé kham khao tai tai Quyét dinh 1356/QD-BTTTT ngay 07/7/2022 Ban hanh
Tiéu chi danh gia giai phap, dich vu Trung tdm giam sat diéu hanh an toan, an
ninh mang (SOC).

M0 hinh trién khai dugc hudng dan tai Muc 4.3.2 huéng din nay.

Co quan, to chitc can vu tién lya chon giai phap do doanh nghiép Viét Nam
lam chii vé cong nghé, st dung dich vu cua cac doanh nghiép trong nudc dap
mg cac yéu cau k¥ thuat theo quy dinh, theo chi dao ctia Tha tuéng Chinh phu
tai diém d, Khoan 1 Chi thi s6 14/CT-TTg ngay 07/6/2019.

b) Yéu cau doi véi hé thong SOC

i. Yéu cau vé bao dam an toan hé thong thong tin theo cap do

- Hé théng SOC duoc xac dinh cép do, xay dung, tham dinh va phé duy¢t
Hb so dé xuat cap do theo quy dinh;
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- Hé théng SOC dugc trién khai ddy du phuong an bao vé theo quy dinh tai
Piéu 9, Biéu 10 Thong tu 12/2022/TT-BTTTT.

ii. Yéu cau d6i voi thanh phan giam sat, bao vé cta hé thong SOC

Cac giai phap st dung trong hé théng SOC duoc khuyén nghi sir dung céac
giai phap dap tmg cac yéu cau ky thuat dbi véi san pham tuwong tmg do B
Théng tin va Truyén thong ban hanh.

iii. C6 san pham Quan 1y va phan tich su kién an toan thong tin — SIEM,
dap ung cac yéu cau sau:

Giai phap SIEM trién khai phai bao dam ning lyc thu thap va quan 1y nhat
ky hé thong cua toan bd cac nguon log guri vé tir cac hé thong thong tin trén dia
ban hoac thudc pham vi quan ly.

Nhat ky hé théng bao gom day du log cta thiét bi mang, thiét bi bao mat.
may chi, tng dung ctia hé thong SOC va cac hé thong dugc giam sat, bao vé boi
hé thdng SOC;

iv. Co san pham Phong, chdng xam nhap 16p mang — NIPS, dap ung céc
yéu cau sau:

Giai phap NIPS duoc trién khai tai hé théng SOC dé bao vé hé théng SOC
theo cac quy dinh vé bao dam an toan hé thdng thong tin theo cap do;

Dbi v6i cac hé thong thude pham vi giam sat, bao vé caa hé thong SOC thi
trién khai h¢ thong NIPS cho cac hé thong thong tin phuc vu nguoi dan, doanh
nghiép va co quan, to chirc nha nude, hé thong thong tin cip huyén, cap so hodc
hé thong mang LAN c6 quy mo tir 150 nguoi sir dung tré 1én;

v. C6 san pham Phong, chéng ma doc — AV, dap tng cac yéu cau sau:

Giai phap AV quan 1y tap trung dugc toan bd may chi, may tram phuc vu
hoat dong cua h¢ thong SOC va tur cac hé thong thudc pham vi bdo v¢ cua hé¢
thong SOC;

Giai phap AV c¢6 chirc ning két ndi, chia sé thong tin vé Trung tdim Giam
sat an toan théng tin mang qudc gia.

vi. C6 san pham Phat hién va phan Gmg su ¢b an toan théng tin trén thiét bi
dau cuoi — EDR, déap trng céac yéu cau sau:

Giai phap EDR quan ly tap trung dugc toan bd may chu, may tram phuc vu
hoat dong cua h¢ thong SOC va tur cac hé thong thudc pham vi bdo v¢ cua hé¢
thong SOC;

Giai phap EDR c¢6 chirc nang két ndi, chia sé thong tin vé Trung tam Giam
sat an toan théng tin mang qudc gia.
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vii. C6 san pham Tudng ltra tmg dung web — WAF, dap ung cac yéu cau
sau:

Giai phap WAF giam sat, bao vé tip trung dugc toan bd cac cong/trang
thong tin dién tur thudc pham vi giam sat, bao v¢ cua SOC;

- C6 san pham Diéu phdi, ty dong hoa va phan tng an toan thong tin —
SOAR hodc san pham c6 churc nang tich hop tuong duong.

- C6 san pham Nén tang tri thirc moéi de doa an toan thong tin — TIP hodc
san pham cé chirc nang tich hop tuong duong.

- C6 san pham Quan 1y diém yéu an toan thong tin tap trung hodc san pham
c6 chtrc nang tich hgp tuong duong.

4.4. Kiém tra, danh gia an toan thong tin - Lép 3
4.4.1. Huéng din chung

Co quan, t6 chirc thyc hién kiém tra, ddnh gi4 an toan thong tin theo quy
dinh tai Piéu 11, 12 Théng tu s6 12/2022/TT-BTTTT va huéng dan cu thé dudi
day.

Chu quan hé thong théng tin chi dao don vi chuyén trach vé an toan thong
tin chu tri t0 chirc, kiém tra danh gia, tong hop va xay dung bio céo viéc tuin
thtl cac quy dinh ctia phap luat vé bao dam an toan hé thong thong tin mang theo
trach nhiém cua chil quan hé thong thong tin;

Pon vi chuyén trach vé an toan thong tin to chiic kiém tra, danh gia viéc
tuan thil cac quy dinh cta phap ludt vé bao dam an toan hé thong thong tin mang
d6i v6i cac don vi van hanh trén dia ban; tong hop va chuan bi ndi dung bao cio
danh gia tuan thii cho chii quan hé thong thong tin;

Pon vi van hanh tu thuc hién kiém tra, danh gid hoac thué dich vu chuyén
nghiép ctia doanh nghiép thuc hién. P6i véi hé thong tir cAp d6 3 trd 1én phai do
t6 chirc chuyén mén dugc co quan co tham quyén cip phép; to chiic sy nghiép
nha nudc c6 chuc nang, nhiém vu phu hop hoac do td chirc chuyén mon duoc
cap c6 tham quyén chi dinh thuc hién). Pon vi cung cip dich vu duoc cip Gidy
phép kinh doanh san pham, dich vu an toan thong tin mang co thé tu van xay
dung H6 so danh gia tuan thu va’/hodc xac nhan két qua kiém tra, danh gia theo
yéu cau cua bén str dung dich vu. Déi véi cong tac kiém tra, danh gid an toan
thong tin mang cho hé thong thong tin thudc quyén quan 1y can Iya chon t6
chtrc, doanh nghi¢p doc lap voi to chirc, doanh nghi¢p gidm sat, bao vé dé dinh
ky kiém tra, ddnh gid an toan thong tin mang d6i v6i hé thong thong tin cap do 3
trd 1én thudc quyén quan 1y hodc kiém tra, danh gia dot xuat khi cé yéu cau theo
quy dinh cta phap luat.
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Hb so danh gia tuan thi cac quy dinh ctia phap lut vé bao dam an toan hé
thong thong tin bao gdm: (1) Quyét dinh phé duyét Ho so dé xuat cap do va Quy
ché bao dam an toan thong tin; (2) Bao céo két qua kiém tra, danh gia hiéu qua
cua cac bién phap bdo dam an toan thong tin theo phuong 4n bdo ddm an toan
thong tin dugc phé duyét; (3) Bao cao két qua kiém tra, danh gia phat hién ma
ddc, 16 hong, diém yéu, thir nghiém xam nhéap hé thong thong tin.

4.4.2. Huéng din thwe hién kiém tra, ddnh gid hiéu qud ciia cdc bién
phap bdo dam an toan thong tin

Péanh gia hiéu qua cua cc bién phap bao dam an toan thong tin bao gém
cac noi dung va duoc hudng dan cu thé nhu dudi day.

a) Kiém tra tinh day di va phit hop ciia Quy ché bao dam an toan théng tin
theo phirong dn bdo dam an toan théng tin vé quan 1y trong Ho so dé xudt cdp
do duoc phé duyét

Quy ché bao dam an toan thong tin dugc danh gia la phu hop kh1 n01 dung
Quy ché bao gdm day du cac quy dinh va quy trinh dap tmg cac yéu cu vé quan
Iy dugc quy dinh tai Piéu 9, Piéu 10 Thong tu 12/2022/TT-BTTTT va Tiéu
chuan quéc gia TCVN 11930-2017, bao gdm:

- Cac quy dinh trong Quy ché: (1) Thiét lap chinh sach an toan thong tin;
(2) T6 chirc bao dam an toan thong tin; (3) Bao dam ngudn nhén lyc; (4) Quan
1y thiét ké, xay dung hé théng; (5) Quan Iy van hanh hé thong;

- Céc quy trinh kém theo Quy ché: (1) Quy trinh tuyén dung can bo; (2)
Quy trinh chidm dut hodc thay doi cong viéc; (3) Quy trinh thir nghiém va
nghiém thu hé théng; (4) Quan 1y an toan mang; (5) Quan 1y an toan may chu va
mg dung; (6) Quan 1y an toan dir liéu; (7) Quan 1y an toan thiét bi dau cudi; (8)
Quan 1y phong chéng phin mém doc hai; (9) Quan 1y giam st an toan hé thong
thong tin; (10) Quan 1y diém yéu an toan thong tin; (11) Quan 1y su ¢b an toan
thong tin; (12) Quan 1y an toan ngudi st dung dau cudi; (13) Quan 1y rui ro an
toan thong tin; (14) Két thiic van hanh, khai thac, thanh 1y, huy bé.

b) Bdnh gid viéc tudn thi cdc quy dinh, quy trinh trong Quy ché bao dam
an toan théng tin trong qud trinh van hanh, khai thdc, két thiic hodc hity bo hé
thong théng tin

- Pon vi van hanh can c6 nhat ky quan 1y van hanh hé théng theo cac quy
dinh va quy trinh ban hanh theo Quy ché bao dam an toan thong tin.

- Bao céo danh gia tuan thu cin co cdc tai liéu minh chimg hé théng duoc
quan 1y, van hanh theo Quy ché duoc ban hanh 1a nhat ky van hanh hé thng.
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¢) Danh gid viéc thiét ké hé thong theo phwong dn dwoc phé duyét trong Ho
so dé xudt cap do:

Béo cdo danh gia tuan thi can c6 so d6 vat 1y, so dd logic va minh ching
cau hinh trén thiét b1 h¢ thong dé chimg minh hé thong dugc thiét ké dung theo
phuong an dugc phé duyét trong HO so dé xuat cap do.

d) Banh gid viéc thiét Ip, cau hinh hé thong theo phwong dn trong Hé so
dé xudt cap dé dwoc phé duyét

MGdi thanh phéan trong hé théng nhu thiét bi hé thong, may chu, ung dung
duoc dua ra tai cac Danh muc trong HO so dé xuat cap do can c6 mot bao cdo
minh chtng viéc thiét 1ap, cdu hinh hé théng theo phuong an trong HO so dé
xuat cap d6 duoc phé duyét.

4.4.3. Huong din kiém tra, danh gid phdt hién ma djc, 16 hong, diém
yéu, thir nghiém xam nhdp hé théng thong tin

Kiém tra, danh gia phat hién ma doc, 16 hong, diém yéu, thir nghiém xam
nhap hé thong thong tin bao gom cac ndi dung va dugc hudng dan cu thé nhu
dudi day.

a) Pham vi, doi twong ddanh gid

Toan bo thanh phan trong hé théng nhu thiét bi hé théng, may chu, ng
dung duoc dua ra tai cac Danh muc trong Ho so dé xuat cap do.

b) Tiéu chi danh gia
i. Tiéu chi danh gia thiét bi hé thong dugc chia thanh cic nhom sau:

- Thiét bi mang 16p 2: Panh gia vai tro thiét bi trong hé thong; Kiém tra,
danh gia cdu hinh 16p an ninh; Kiém tra, danh gia cdu hinh quan tri; Kiém tra,
danh gia cAu hinh chung: phién ban, 16 hong cta thiét bi; Kiém tra, danh gia cau
hinh chinh sach tai khoan; Kiém tra chinh sach két n6i quan tri; Kiém tra clu
hinh log, giam sat.

- Thiét bi mang 16p 3: Panh gia vai trd thiét bi trong hé thong; Kiém tra,
danh gia cAu hinh 16p an ninh; Kiém tra, danh gia cu hinh quan tri; Kiém tra,
danh gia c4u hinh chung: phién ban, 16 hong cta thiét bi; Kiém tra, danh gia cau
hinh chinh sach tai khoan; Kiém tra chinh sach két ndi quan tri; Kiém tra ciu
hinh log, gidm sat; Kiém tra, danh gia cau hinh dinh tuyén (thiét bi mang).

- Thiét bi bao mat: Panh gia vai tro thiét bj trong hé thong; Kiém tra, danh
gia cu hinh 16p an ninh; Kiém tra, danh gia cdu hinh quan tri; Kiém tra, danh
gia cau hinh chung: phién ban, 16 hong cua thiét bi; Kiém tra, danh gia cau hinh
chinh sach tai khoan; Kiém tra chinh sach két ni quan tri; Kiém tra cdu hinh
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log, gidm sat; Kiém tra, danh gia cau hinh dinh tuyén; Kiém tra chinh sach, cau
hinh ngan chdn tan cong trén thiét bi.

ii. Tiéu chi danh gia d6i v6i may chi bao gdm nhung khong gidi han céac
tiéu chi sau:

- Kiém tra ban va va cap nhat h¢ diéu hanh

- Kiém tra cau hinh h¢ diéu hanh

- Kiém tra cdu hinh chimg thuc

- Kiém tra cdu hinh log, giam sat

- Kiém tra céac cu hinh chinh sach noi bo

- Kiém tra, danh gia cau hinh chinh sach tai khoan

- Kiém tra chinh sach két néi quan tri

- Kiém tra cac giai phap vé phong, chéng ma doc

- Céc tieu chi khac theo CIS Server Benchmark

iii. Tiéu chi danh gia ddi véi tmg dung bao gdm nhung khong gidi han céac
ti€u chi sau:

- Kiém tra tinh an toan cua cac thu vién ma ngudn

- Kiém tra, danh gia Quan 1y cdu hinh & trién khai

- Kiém tra, danh gia Quan 1y dinh danh

- Kiém tra, danh gia Xac thuc

- Kiém tra, danh gia Phin quyén

- Kiém tra, danh gia Quan 1y phién

- Kiém tra, danh gia Sang loc dir liéu dau vao

- Kiém tra, danh gia Co ché xur 1y 15

- Kiém tra, danh gia Thuat todn ma hoa

- Kiém tra, danh gia Logic nghiép vu

- Kiém tra Xt 1y phia nguoi ding

- Kiém tra, ddnh gia kha nang ton tai cac 16 hong overflows, SQL Injection,
Race Conditions
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¢) Phwong phdp kiém tra, danh gid phdt hién ma déc, 16 hong, diém yéu,
thir nghiém xam nhdp hé thong théng tin

i. Kiém tra, danh gia hop den (Black box):

Ngudi danh gia sé thuc hién kiém tra hé théng tir bén ngoai va khong duogc
cung cip cac théng tin vé hé théng muc tiéu nhu nén tang hé théng, phién ban
ung dung, so do kién trac, tai khoan dang nhap.v.v.

ii. Kiém tra, d4nh gia hop xam (Gray box):

Nguoi déanh gia duoc cung cip mot sb thong tin vé hé thong duge danh gia.
Hinh thurc nay c6 1gi thé cho phép danh gia dugc cac vung chuc nang doi hoi
phai dang nhap méi co thé tiép can, két qua Kiém tra, danh gia an toan thong tin
s& ddy du hon so v&i blackbox

iii. Kiém tra, danh gia hop trang (White box):

Ngudi danh gia sé& dugc cung cap day du thong tin va duoc tiép can truc
tiép vdi vé h¢ thong, img dung, ma ngudn, cau hinh dé thuc hi¢n mdt danh gia
tong thé va day da nhat.

4.5. Két noi, chia sé dir li¢u - Lép 4

4.5.1. Huéng din chung

Két ndi, chia sé dir liéu giam sat vé Trung tim Giam sat an toan khong gian
mang qubc gia nhim muc dich hd trg dam bao an toan khong gian mang quéc

gia va hd tro co quan, to chirc trong viéc gidm sat bao vé hé thong thong tin.

Két ndi chia sé dir liéu 16p 4 cta co quan, t6 chirc can t chire, can bao dam
bao gom cac dit liéu sau:

- Chia s¢ dir li€u gidm sat hé théng giam sat tap trung cua cac by, nganh,
dja phuong vé Trung tim Giam sat an toan khong gian mang qudc gia.

- Chia s¢ dir liéu phong, chéng ma doc tap trung cua cac bg, nganh, dia
phuong vé Trung tAm Gidm sat an toan khong gian mang quc gia.

Két ndi, chia sé dir liéu vé Trung tdm Gidm sat an toan khong gian mang
qudc gia, dam bao cac yéu cau k¥ thuat dudi day:

- Dit liéu chia sé phai bao dam thuong xuyén, lién tyc. Khéng mat két ndi
qua 01 ngay.

- Dir liéu chia sé phai bao dam tinh ddy du va tuan tha chuan két ndi theo

huéng dan tai huéng dan nay.
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- B6i voi dir liéu giam sat can chia sé ddy du cac canh bao c6 mirc d6 nguy
hiém tir thap dén nghiém trong, yéu cau don vi dam bao chia s¢ day di 100%

cac canh bao mirc cao va nghiém trong.

4.5.2. Hudng din két noi, chia sé dii liéu gidm sdt an toan théng tin vé
Trung tim Gidm sdt an toan khong gian mang quoc gia

a) Huréng dan chung

Viéc két ndi, chia sé thong tin tir hé thdng cia co quan, to chirc véi Hé
théng xtr 1y tAn cong mang Internet Viét Nam (Hé thong tiép nhan va xu 1y dir
liéu giam sat qudc gia) ciia Bo Thong tin va Truyén thong, giup phat hién va
canh bao sém nguy co mat an toan thong tin ¢ thé xay ra v6i co quan, t6 chirc
va phuc vu cong tac quan 1y nha nude cia B6 Thong tin va Truyén thong.

Dia chi hé théng k¥ thuat tiép nhn thong tin:

- Pia chi trén Internet: https://monitor.soc.gov.vn.

- bia chi trén mang truyén sé liéu chuyén dung: https://10.21.124.2

Pé két nbi chia sé thong tin, to chiic cung cép thong tin (theo hudng dan
dué6i day) Cuc An toan thong tin s& cap tai khoan xac thuc.

Trong qua trinh thuc hién, néu can hd trg c6 thé lién hé ddu mbi ki thuat
cua Cuc An toan thong tin dé duoc hudng dan k¥ thuat cu thé theo thu dién tu:
ais@mic.gov.vn; dién thoai: 024.3209.1616.
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b) Mé hinh trién khai
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Hinh 2. M6 hinh trién khai két ni, chia sé¢ dit liéu giam sat an toan thong tin
Nhu da huéng dan tai Muc 4.3.2, mdi b9, co quan ngang b9, co quan thudc
Chinh phu, Uy ban nhan dan céc tinh, thanh phd truc thudc Trung wong cb tdi
thiéu 01 hé théng SOC dé giam sat va hd trg bao vé tap trung cac hé théng thong
tin thudoc pham vi quan 1y cua bg, tinh.
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Hé thong SOC tiép nhan, xtr 1y va chia sé nhat ky hé théng cua cac hé
thdng thong tin thuéc pham vi quan 1y ciia bo tinh vé Trung tdm Giam sat an
toan khong gian mang qudc gia, Cuc An toan thong tin quan 1y va van hanh.

Phuong thuc két ndi va dinh dang thong tin, dit li¢u chia sé¢ dugc hudng
dan & dudi day.

¢) Phwong thirc két noi

Viéc chia sé thong tin giita Hé théng giam sat trung tam cip bo, nganh, dia
phuong ctia cac co quan don vi v6i Hé thong tiép nhan va xtr Iy dir liéu giam sat
quéc gia cua Bo Thong tin va Truyén thong duogc truyén di qua kénh mai hoa
HTTPS.

Thong tin chia sé bao gdm cac trudng dugc mo ta trong Phuy luc 3 va dong
g6i theo chuan JSON.

d) Dinh dang thong tin, dir liéu chia sé

Viéc két ndi, chia sé thong tin gitra cac hé théng ky thuat thuc hién trén co
sO ap dung dinh dang dit liéu JSON vi cac truong dir li€u theo quy dinh tai Phu
luc 4 huéng dan nay. Viéc xac dinh quy cach dong géi géi tin do doanh nghiép
cung cap giai phap quyét dinh dua trén co s¢ dap ing yéu cau do co quan ¢ nhu
cau khai thac dit ra.
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4.5.2. Hudng din kiém tra két néi doi véi chia sé dir liéu phong, chong mi
déc tip trung ciia cdc by, nganh, dia phwong vé Trung tim Gidm sdt an toan

khéng gian mang quéc gia

a) M6 hinh trién khai

INTERNET VIET NAM
GovSOC

%
L
TRUNG TAM XU LY TAN CONG MANG \ l

NCSCX
National Cyber Security Center
—_— -
[OCm =
= - —

=
Bindé md dgc Canhbdo  Théngké

Module tiép ahin théng tin m3 dge

Cac b0, co quan ngang bd, co quan thudoc Chinh phu, Uy ban nhan dan
cac tinh, thanh phd truc thudc Trung wong co giai phap phong, chong ma doc
duoc dau tu méi hodc nang cip can co chirc ning cho phép quan tri tip trung, co
thé chia sé thong tin, dit liéu thong ké tinh hinh 1dy nhiém ma déc v6i hé thong

k¥ thuat cua Bo Thong tin va Truyén thong (Cuc An toan thong tin).

Do vay mdi co quan to chirc khi trién khai cac giai phap phong, chong ma
ddc can c6 may chil quan 1y tip trung vé tinh hinh 1dy nhiém, phong chong ma
doc cua cac may tinh, thiét bi mang trong ndi bd co quan, td chirc va chia sé
thong tin co ban véi hé théng k¥ thuat ciia Bo Thong tin va Truyén thong.

Viéc két ndi, chia sé thong tin vé ma ddc giup cdp nhat tinh hinh lay
nhiém mi doc chung tai Viét Nam. Cac co quan to chic gui thong tin vé Bo
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Thong tin va Truyén thong (Cuc An toan thong tin) c6 thé cap nhat tinh hinh cia
t6 chirc minh va t6 chirc khac thong qua ban dd lay nhiém ma doc tai Viét Nam.

Vi cac mau, thong tin ma doc thu thap duoc, thong qua xir 1y va chia sé
lai ctia B6 Thong tin va Truyén thong (Cuc An toan thong tin) s& hd trg co quan
t6 chtrc khac c6 thé phong, chdng, ngin chin nguy co tan cong twong tu khi bi
dbi tuong tin cong sir dung ciing mau ma doc, gitp ting cudng bao dam an toan
thong tin mang.

Pia chi hé thong k¥ thuat tiép nhan thong tin: https://mis.ais.gov.vn, chi

tiét vé cong két ndi va cac thong tin khac lién hé dau mdi ki thuat cua Cuc An
toan thong tin dé duwoc hudng dan ky thuat cu thé theo thu dién tir:
ais(@mic.gov.vn; dién thoai: 0242091616.

b) Phuong thirc két noi
Vi¢c chia s¢ thong tin gitra may chi quan 1y tdp trung cua cic co quan
don vi voi hé thong ki thuat cuia Bo Thong tin va Truyén thong duoc ky sd va
truyén di qua kénh ma hoa HTTPS.

Thong tin chia sé bao gém cac truong duge mé ta trong Phy luc va déng
g6i theo chuan edXML.

c) Pinh dang thong tin, dit liéu chia sé

Viéc két ndi, chia sé thong tin gitra cac h¢ théng ky thuat, cac hé théng can
thyc hién trén co s& a4p dung dinh dang dir li€u trong goi tin edXML. Muc nay
quy dinh cac yéu cau k¥ thudt d6i véi cac truong thong tin cia goi tin ed XML,
khong quy dinh vé quy cach dong goi gbi tin edXML. Viéc xac dinh quy cach
dong goi goi tin do cac doanh nghiép cung cap giai phap quyét dinh dya trén co
so dap tmg duogc cac yéu cau do cac co quan c6 nhu cau khai thac, st dung dat
ra.

Hinh 3 mé ta cu tric co ban cua mot goi tin edXML gdm hai phan 1a
thong tin co ban (edXMLHeader) va thong tin chinh (edXMLBody).
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Goi tin edXML

edXMLHeader

edXML:MessageHeader

Signature

EdXMILBody

AVReport

Hinh 3: C4u tric géi tin ed XML
Théng tin chi tiét Cau tric goi tin edXML tai Phu luc 4 huéng din nay.
4.5.3. Quy trinh dang ky két noi, chia sé dit ligu vé Trung tim Gidm sdt an
toan khong gian mang quoc gia
Co quan, t6 chtrc thyc hién quy trinh ding ky két ndi, chia sé dit liéu vé Trung

tam Giam sat an toan khong gian mang quoc gia theo cac bude dudi day:

Budce 1: Céac co quan, t6 chuc gui van ban dé nghi két ndi, chia sé dit liéu vé
Cuc An toan thong tin kém phiéu dang ky thong tin theo mau tai myc Phuy luc 1 va

Phu Iyc 2 ctia tai liu huéng dan nay.

Budc 2: Cuc An toan thong tin tiép nhan thong tin ding ky cta cac don vi.
Truong hop thong tin nhén dugc 1a hop 1€:

- Péi véi két nbi, chia sé dir liéu giam sat an toan thong tin: Cuc An toan
thong tin giri lai thong tin ma khoa API cac diém giam sat.

- D6i voi két nbi, chia sé dit liéu phong, chéng ma doc tap trung: Cuc An toan
thong tin thiét 14p cau hinh hé théng cho phép dia chi IP cua may chu chia sé di
lidu két ndi dén may chu tiép nhan dir liéu ctia Trung tAm Gidm st an toan khong

gian mang qudc gia.
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Budc 3: Cac to chure, don vi thuc hién két noi chia sé dir liéu va kiém tra két

ndi theo cac thong tin do Cuc An toan thong tin cung cip.

V. NEN TANG QUOC GIA HO TRQ BAO PAM AN TOAN THONG
TIN MANG

5.1. Nén tang hd tro quan ly bao dam an toan hé thong thong tin theo
cap do

5.1.1. Gi6i thiéu chung vé nén ting

a) Gioi thiéu chung

Nén tang hd tro quan 1y bao dam an toan hé thong thong tin theo cip do
(Nén tang cip d6) duoc xdy dung dé hd trg va khuyén nghi co quan, to chic sir
dung nham chuyén d6i sé cong tic quan 1y vé bao dam an toan hé thong thong
tin (HTTT) theo cdp d6. Nén tang cdp do cung cap cong cu hd tro xay dung
HSDXCD; quan 1y thong tin cac HTTT; théng ké va quan 1y dong bd cac sb
liéu, chi tiéu vé bao dam an toan HTTT cua ca nudc, cling nhu tai cac Bo, nganh
va dia phuong. Nén tang cap d6 huéng dén 02 dbi twong str dung:

- B Thong tin va Truyén thong (Cuc An toan thong tin)

Quan 1y, ndm bt kip thoi cac thong tin lién quan vé cong tac bao dam an
toan HTTT theo c:?ip do cua ca nudce, dén tung co quan, don vi nhu: sb luong,
cAp 46 HTTT, thong tin vé phé duyét cap do; tinh hinh trién khai phuwong an bao
dam an toan thong tin (ATTT)...

Dé dang, thuan tién trong viéc bao céo s6 liéu; thong bao, giam sat; cung
cap miu HSPXCP, hudng din cc quy trinh x4y dung, thAm dinh va phé duyét
HSDbXCD; cung cép ndi dung chi dao, muc ti€u bdo ddm ATTT theo cép do...

- Cac B9, nganh va dia phuong (don vi chuyén trach, don vi van hanh
HTTT)

Céac don vi chuyén trach vé ATTT: quan 1y, kip thoi bdo cdo, cap nhat
thong tin, s lidu lién quan dén tinh hinh xdy dung, phé duyét HSDXCD....
thudc pham vi quan ly.

Céc don vi van hanh HTTT: xay dung, cap nhat HSBXCD (Cac HO so mau
chi tiét; cAc van ban, huong dan xay dung HSBXCD...); cap nhat thong tin, )
liéu lién quan dén tinh hinh x4y dung, phé duyét HSPXCP... thudc pham vi van
hanh.

b) Chitc néng chinh ciia Nén tang cdp do

- B4o c4o tinh hinh trién khai bao dam an toan thong tin theo cp do
- Bao cao théng ké vé S6 liéu hé théng thong tin cda cd nudc, bd, nganh,
dia phuong; S6 liéu phé duyét cip do hé thong thong tin ciia ca nude, bo, nganh,
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dia phuong; S6 liéu trién khai phuong an bao dam an toan thong tin theo cap do
cua ca nudc, b, nganh, dia phuong; K& hoach trién khai xay dung, phé duyét hd
so dé& xuat cap do; Ké hoach trién khai phuong an bao dam an toan hé thong
thong tin theo cap do

- Théng ké s6 lidu: Thong ké chi tiét cac sd liéu vé bao dam an toan hé
théng thong tin theo cip do ctia ca nude, bd, nganh, dia phuong; Thong ké sb
luong thiét bi, may chu, thiét bi du phong, hé thdng thong tin thiéu thiét bi du

phong,...

- Quan Iy HTTT

- HJ tro xay dyng HO so dé xuit cdp do: Cung cip tinh ning xdy dung
HSDXCD trén Nén tang

- Tai liéu: Cung cip cac Vin ban Quy pham phép luat; Huéng dan st dung
Nén tang; Ho so dé xuat cap d6 mAu. ..

5.1.2. Huwéng din sir dung

a) Huedng dan dang ky, két noi Nén tang

Pé sir dung Nén tang, trudc hét nguoi dung ding nhap vao hé thong qua tai
khoan OneConnect va Nhap ma OTP trén ing dung One Connect trén dién thoai
thong minh dé thuc hién dang ky va két nbi.

b) Huéng dan sir dung Nén ting

Déi tuong sir dung: Pon vi chuyén trach vé an toan thong tin va don vi van
hanh.

Noi dung: Huéng dan chi tiét ngudi dung cac budc dé sir dung cac chirc
nang vé théng ké, bao cdo, xay dung Ho so dé xuit cap do, tai liéu va quan tri tai
khoan.

Chi tiét hwéng dan ding ky két noi va sir dung Nén tang tai Phu luc 5.

5.2. Nén tang diéu phéi xir Iy su c6 an toan thong tin mang qudc gia

5.2.1. Gidi thigu chung vé Nén ting

Pé nang cao hiéu qua va hd tro co quan, t6 chic trong hoat dong phdi hop
mg ctru sy ¢d quéc gia, Trung tim VNCERT/CC thudc Cuc An toan thong tin
d4 phat trién Nén tang diéu phdi xtr Iy su ¢ an toan thong tin mang - IRLab.

V&1 st ménh nang cao hi¢u qua va tinh chuyén nghi€p trong hoat dong cua
mang ludi Gmg ciru sy ¢, Nén tang IRLab gitp cac thanh vién mang lugi UCSC
nang cao tinh gin két va chia sé thong tin, va ning luc phan Gmg nhanh trude cac
modi de doa tir khong gian mang. Muc tiéu cta IRLab 13 tro thanh dia chi uy tin
dé cac co quan, to chirc tim dén khi gip su c¢d an toan thong tin. IRLab hoat
dong dya trén triét 1y: “Chuyén tmg ctru sy 6 tir thé bi dong sang chu dong, tir
hoat dong don 1¢ sang hop tac”.
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IRLab cung cip cac dich vu nhu canh bao su ¢ an toan thong tin thong
qua theo ddi danh sach dia chi IP cong khai ciia to chirc, cap nhat thong tin hang
ngay vé 16 hong bao mat méi nhat, cac bai phan tich chuyén sau va cc cong cu,
k¥ thudt khai thac. Ngoai ra, nén tang con hd tro béo céo sy ¢ va diéu phéi, XU
Iy su cb tir xa, giup cac to chirc phan ng nhanh chéng va hiéu qua hon trudc
cac nguy co an ninh mang.

Nén tang dugc khuyén nghi st dung va d6i twong sir dung 1a can bd ky
thuat trong hoat dong phéi hop tmg ctru sy ¢b qudc gia.

5.2.2. Huwéng din ding ky, két noi Nén ting

Budce 1: Cac t6 chirc, doanh nghi¢p, c4 nhan c6 nhu clu su dung Nén tang
IRLab khai b4o thong tin vao form dang ky tai dia chi: https://irlab.vn/bot hodc
guri van ban dang ky tai khoan IRLab t&1 Trung tam VNCERT/CC.

Bude 2: Trung tam VNCERT/CC s€ xac nhan thong tin va gui thong tin
phan hoi cho dau mdi dang ky cua to chirc tir dia chi: irlab@vncert.vn.

Chi tiét hirdng dan dang ky két noi va sir dung Nén tang tai Phu luc 6.

5.3. Nén tang hd tro diéu tra sé

5.3.1. Gidi thiéu chung vé Nén ting

Nén tang hd tro diéu tra so - Digital Forensics Lab (DFLab) noi tip hop tri
thirc va hé théng, cong cu hd tro phan tich, diéu tra tin cong mang. DFLab dugc
phat trién boi Trung tam VNCERT/CC, 1a mét thanh phﬁn nam trong h¢ sinh
thai ctia IRLab - Nén tang diéu phdi, xir 1y su cd an toan théng tin mang qudc
gia.

Thong qua DFLab doi ngili chuyén trach an toan thong tin tai cic co quan,
t6 chtrc, doanh nghiép va cong dong an toan thong tin duoc huin luyén cac ky
nang, diéu tra véi céac tinh huéng tan cong mang trong thuc té duoc tai hién lai
mot cach khoa hoc. Pong thoi nén tang ciing cung cip hé thdng nghiép vu va
chuyén biét dé hd tro céc to chic phan tich, diéu tra va xtr 1y phan héi nhanh sy
cd bao mat trén dién rong ma khong phu thudc khoang cach dia 1y.

Nén tang dugc khuyén nghi st dung va d6i twong sir dung 1a can bd ky
thuat trong hoat dong phan tich, diéu tra tAn cong mang.

5.3.2. Huwéng din ding ky, két noi Nén ting

Cac cong cuy, tri thac, tinh huéng gid dinh déu duoc Trung tam
VNCERT/CC chia sé cong khai thong qua website: https://df.irlab.vn/

Dbi véi cac cong cu online, yéu cau ding ky dé duoc hd trg. Quy trinh
dang ky nhu sau:

Budc 1: Céc to chirc, doanh nghiép c6 nhu cau st dung Cong cu phan tich
online ctia Nén tang DFLab, vui long giri van ban yéu cau hd trg, cung cap tai
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khoan cong cu ciia Nén tang DFLab dén Trung tim VNCERT/CC. Thong tin
trong van ban bao gom:

- Chi 16 cbng cu yéu cau hd tro, cung cép tai khoan.

- Muc dich str dung cong cu.

- Pham vi du kién ap dung cong cu trong hoat dong chuyén mon cua to
chuec.

Bude 2: Trung tam VNCERT/CC s€ xac nhan thong tin va gui thong tin
phan hdi cho dau méi ding ky cua to chirc.

5.3.3. Huwéng din siv dung Nén ting DFLab

Tai liéu hudng dan bao gdm cac ndi dung chinh:

- S6 tay tmg ctu su cd: SO tay ung ctru sy cd hudng dan, dua ra cac budc
giai quyét cac su cd trong cong viéc hodc tinh hudng khan cip. Mdi so tay s&
hudng dan cac giai doan cu thé thuc hién quy trinh tng ctru sy ¢6 chung va céac
giai doan thue hién tmg ctru su cd.

-B6 cong cu hd tro phan tich: DFLab gidi thiéu, huéng dan st dung céc
cong cu ma ngudén mo, mién phi va cac cong cu do Trung tim VNCERT/CC tu
phat trién, ho tro viéc ung cuu, diéu tra sy cb. Mdi cong cu dugc huong dan véi
cac muc sau: Gidi thiéu cong cu, cac chitc ning chinh va huéng dan st dung
cong cu. Bo coéng cu nay gitp cac chuyén gia phat hién cac bang chimg, dau
hiéu cua su cb, 15 héng bdo mat, xac dinh nguyén nhan cia cac cudc tan cong,
gitip tng pho va giai quyét cac sy ¢d nhanh chong va hiéu qua.

- Hé thong hd trg phan tich: DFLab cung cp san sang cac céng cu online
str dung dé phan tich va tra ctru nhat ky, phan tich hanh vi ma doc, phan tich
nhat ky theo thoi gian... dé trg gitip va rit ngan thoi gian tmg ciru sy cb.

- Tinh hudng gia dinh: Tinh hudng huan luyén ciia DFLab duogc xay dung
trén mo hinh mang moé phong mot doanh nghiép vira va nho, diy du céc thanh
phan co ban, bao gom: Ving mang server, Ving mang ngudi ding, Ving mang
tan cong...

Céac tinh hudng ctia DFLab dugc xay dung duwa trén viéc mod phong cac
cudc tin cong mang nham vao nhidu thanh phan khac nhau trong hé thng
mang, thu thip cac nhat ky, bang chimg dé nguoi phan tich ra soat, tim kiém cac
dau hiéu, hanh dong cua ké tdn cong. Mdi tinh hudng bao gdm ciac muc: Bbi
canh, Cau hoi, Tép dinh kem.

Chi tiét hieéng dan dang ky két ndi va sir dung Nén tang tai Phu luc 7.
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' Phu luc 1 ) )
PHIEU PANG KY THQNG TIN PHUC VU KET NOI,
CHIA SE DU LIEU GIAM SAT

TEN CO QUAN, TO CHUC CONG HOA XA HOI CHU NGHIA VIET NAM
TEN DON VI Poc 1ap - Tw do - Hanh phic
..., hgay ... thang ... nam ...

PHIEU PANG KY THONG TIN
(Chi cung cdp cho Cuc ATTT dé phuc vu két néi, chia sé thong tin véi Hé thong
tiep nhan va xu ly dir liéu giam sat Quoc gia)
1. Thong tin chung
- Madonvi:!
Tén don vi:

bia chi:

S4 dién thoai:

Email:

Pon vi cung cép dich vu:

Dai dién hop phap clia co quan/td chiic (néu cé):

+ Ho va tén:

+ Email:

Pau mdi k¥ thuat ctia co quan/td chirc:
+ Ho va tén:
+ S4 dién thoai:

+ Email:

! Nhip mi dinh danh dién tir ca co quan/td chirc/doanh nghiép (theo quyét dinh s6 20/2020/0P-TTg ciia Thii
twong Chinh phu), vi du:

- Co quan/Té chirc: S& TTTT tinh An Giang, c6 ma dinh danh dién tir 1a H01.07

- Doanh nghi¢p: Tap doan Pién lyc Viét Nam, c6 ma dinh danh dién tir 1a 100100079
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2. Théng tin cic diém chia sé dir li¢u sat giam
- Piém chiasésd 1:

+ Tén dia diém: 2

+ Dia chi:

+ Pon vi cung cap dich vy:
- Diémchiasésd ...:

+ Tén dia diém:

+ Dia chi:

+ DPon vi cung cép dich vu:

Ghi chu: Ban mém gui vé hom thu soc(@ais.gov.vn, cc: ncsc@ais.gov.vn

PAI DIEN LANH PAO PON VI
(Ghi ré chire danh, ho tén, ky va déng dau)

2 Nhap tén don vi cai dat sensor giam sat, vi du: Cuc An toan théng tin
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) Phu luc 2 ) )
PHIEU PANG KY THONG TIN PHUC VU KET NOI,
CHIA SE DU LIEU PHONG, CHONG MA PQC

TEN CO QUAN, TO CHUC CONG HOA XA HOI CHU NGHIA VIET NAM
TEN DON VI Poc 1ap - Tw do - Hanh phic
..., hgay ... thang ... nam ...

PHIEU PANG KY THONG TIN
(Chi cung cdp cho Cuc ATIT dé phuc vu két néi, chia sé thong tin voi H¢ thong
tiep nhan va xu ly dir liéu ma déc Quoc gia)
1. Thong tin chung
- Madon vi: 3
Tén don vi:

bia chi:

Sé dién thoai:

Email:

Pon vi cung cap dich vu:

Dai dién hop phap clia co quan/td chiic (néu co):

+ Ho va tén:

+ Email:

DPau mbi ki thuit cia co quan/td chirc:
+ Ho va tén:
+ S6 dién thoai:

+ Email:

3 Nhip mi dinh danh dién tir ca co quan/td chirc/doanh nghiép (theo quyét dinh s6 20/2020/0P-TTg ciia Thii
twong Chinh phu), vi du:

- Co quan/Té chirc: S& TTTT tinh An Giang, c6 ma dinh danh dién tir 1a H01.07

- Doah nghiép: Tap doan Pi¢n lwc Viét Nam, c6 ma dinh danh dién tir 1a 100100079
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Théng tin cic diém chia sé dir liéu ma doc
- Diém chiasésb 1:
+ Tén dia diém: *
+ Dia chi:
+ Tén giai phap phong chéng mi doc dugc cai dat:
+ Sb luong may duogc cai dat thuc té:
+ Pija chi IP public cua diém chia sé:
- Diémchiasésh ...
+ Tén dia diém:
+ Dia chi:
+ Tén giai phap phong chéng mi doc dugc cai dat:
+ S6 lugng may dugc cai dat thuc té:

+ Dija chi IP public cua diém chia sé:

Ghi chu: Ban mém gui vé hom thu soc(@ais.gov.vn, cc: ncsc@ais.gov.vn

PAI DIEN LANH PAO PON VI
(Ghi ré chire danh, ho tén, ky va déng dau)

4 Nhap tén don vi cai dt giai phap phong chéng ma doc, vi du: Cuc An toan thong tin
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Phu luc 3

PINH DANG DU LIEU CHIA SE DU LIEU GIAM SAT AN TOAN THONG TIN MANG

Pinh d
STT | Téntruomg @ o (208 Mb té Thude tinh Ghi chi
dir liéu )
M3 t6 chic thyc hién gidm sat.
: : Ma nay do Cuc An toan thd .
1 vendor 1d string ) a nay O; e Aan .oanx Or,lg Bat budc
- tin cung cap sau khi t6 chuic
dang ky tai khoan.
Mi t6 chic duoc gidm sat. Ma
.. ) ay do Cuc An toan thong ti ,
2 | unit id string |0y €0 LHE AN Toan TORE ML By buge | QCVN 102:2016/BTTTT
cung cap sau khi to6 chuc dang ky
tai khoan.
M3 sensor, Mi nay do Cuc An Pay 1a thiét bi hodc hé thong gidm sat
3 sensor_id string toan thong tin cung cip sau khi ~ Batbudc | (sensor) chia sé¢ dir liéu vé Hé thong tiép
t6 chtrc dang ky tai khoan. nhan va xir Iy dit liéu giam sat Qudc gia.
Thoi gi : hi nh3 ,
4 timestamp float o glarima SEHSOE ght mhatl Bat buoc | Sir dung dinh dang UNIX Time
duoc su kién.
5 category number Phan loai canh bao vao loai hinh Bt bugc Category dugc phéan loai theo chuan cua

tan cong

chuin cua MITRE
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STT

Tén truong

Dinh dang
dir li¢u

Thugc tinh

Ghi chu

: Initial Access

: Execution

: Persistence

: Privilege Escalation
: Defense Evasion

: Credential Access

: Discovery

: Lateral Movement

O 0 3 N D A~ W N —

: Collection

10: Command and Control

11: Exfiltration

12: Impact

Tham khao
https://attack.mitre.org/matrices/enterprise/

action

number

Hanh dong cua sensor dbi véi
gdi tin.

Vi du: Allowed la cho phép goi
tin dwoc di qua

Bit budc

1: Allowed
2: Drop

3: Alerted

4: Suspended
5: Archived
6: Other
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Dinh dan
STT | Téntruomg & o oan8 M ta Thuée tinh Ghi chi
dir liu
Dinh dang Signature tuy thudc vao tung
) ) DA4u hiéu nhan biét lién quan dén . R nha chung cip dich vu gidm sat. Khuyén
7 signature string , ; ) d Bat budc Co. & , pA L g . A Y ,
canh bao nghi chia sé thong tin chi tiét, tuy nhién co
thé chia sé thong tin mo ta.
Muc do nghi€ém trong/uu tién 1: Low
g " b cua canh bao Bt bud 2: Medium
severi number : : : at budc .
4 Khuyén nghi chi chia sé canh i 3: High
bao tir mirc 2 dén mirc 4 4: Critical
0: outbound
9 | direction number Hudng cua goi tin Bitbudc | 1: inbound
2: local
10 | dest ip string Dia chi IP dich cua goi tin Bit budc
11 | dest port number Dia chi cong dich cta goi tin Bit budc
12 | src_ip string Dia chi IP ngudn ciia goi tin Bit budc
13 | src_port number Pia chi cong ngudn cua goi tin Bit budc
14 | proto string Giao thirc str dung dé truyén taii =~ Batbudc | Chiéu dai tir 2-10 ky tu
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Pinh d
STT | Téntruong = o C208 M ta Thuée tinh Ghi chii
dir liu
g0i tin HTTP, TCP, DNS, UNDEFINED
, _ Tén mién cua may cha diéu
15 |d t . Tuy ch
omain string Khién C&C uy chon
16 | host string Tén cua sensor Bit budc
17 | data leak [string] Danh sach dir 1i¢u b1 19, lot Tuy chon
. L _ oo 1: ¢co tim théy geoip,
18 | tags number Truong thong tin vé geoip Bat budc N P :
0: khong tim thay geoip
Vi tri dia 1y cua IP public (co thé
la dia chi nguén hoac dia chi
dich cua goé1 tin) khong thudc hé
théng duoc giam sat.
Gia tri nay phu thudc vao truc
19 | geoip object 1a i nay pag thue vao truonsg Tuy chon

tags. Chi khi truong tags tra vé
gid tri 1 thi méi ¢6 céc thude tinh
ciia d6i twong ndy. Cac truong
hop khac cac thudc tinh la
NULL.
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Pinh d
STT | Téntruomg & o oan8 M ta Thuée tinh Ghi chi
dir liu
19.1 | lat number Vi do Bit budc
19.2 | lon number Kinh do Bit budc
Dia chi IP public (c6 thé 1a dia
193 | ip string | 1 nguon hofe dia chi dich cia |y o
gb1 tin) khong thudc hé thong
dugc giam sat.
19.4 | city_name string Tén thanh ph Bit budc
19.5 | country name string Tén qudc gia Bit budc
Ma qudc gia theo chuan méi| .
19.6 | country code string i quoc gla theo chtan mot Bat budc
nhat
19.7 | timezone string M gio Bit budc
19.8 | region name string Tén vung Bit budc
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Phu luc 4

PINH DANG DU LIEU CHIA SE DU LIEU VE MA PQC

. PHAN SOAP-ENV:HEADER

R . Dinh dang A Ln A s .oy
STT Tén truong e n Mo ta Thudc tinh Ghi chu
dir lieu
1. | edXML:MessageHeader Pay 14 thong tin phai c6 cua phan | Bat budc
dau goi tin, luu trir cac thong tin vé
phan m¢& dau va phan két thuc cua
mot bao cao.
1.1 | edXML:From Thong tin vé dbi twong giri béo cao | Bat budc
1.1.1 | edXML:Organld Kiéu String ID cua co quan, to chirc gui bao | Bit budc QCVN
D6 dai tdi da: 13 | €40 102:2016/BTTTT
1.1.2 | edXML:OrganizationIlnCharge | Kiéu String Tén co quan, to chtrc chu quan truc | Tuy chon

Do dai tdi da: 200

tiép (néu co)
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. . Dinh dang Ao A N
STT Tén truong A Mo ta Thudc tinh Ghi chu
dir li¢u
1.1.3 | edXML:OrganName Kiéu String Tén co quan, t6 chtc giri bao cdo | Bit bude
Do dai toi da: 200
1.1.4 | edXML:OrganAdd Kiéu String Pia chi cia co quan, t6 chic gui | Bat budc
Do dai thi da: 250 | Pd0 cdo
1.1.5 | edXML:Email Kiéu String Thu dién tir 1ién lac cua co quan, t6 | Bit bude
Do dai téi da: 100 | chirc gui bdo céo
1.1.6 | edXML:Telephone Kiéu String Sb dién thoai cua co quan, to chirc | Bét budc
D6 dai thi da: 20 | 811 bdo cdo
1.1.7 | edXML:Fax Kiéu String Sb fax cua co quan, tO chuc gui| Tuy chon
Do dai thi da; 20 | Pd0 cdo
1.1.8 | edXML:Website Kiéu String Trang/cong théng tin dién tir cua | Tuy chon
D6 dai toi da: 100 | €O quan, t6 chirc giri bao cao
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R . Dinh dang A Ln A gr R
STT Tén truong A Mo ta Thudc tinh Ghi chu
dir li¢u
1.2 | edXML:Subject Kiéu String Trich yéu ndi dung cia bao cao Bit budc
Do dai toi da: 500
2 Signature Mo ta vé chir ky sé va thong tin ky | Bit budc
s6 goi tin edXML
2.1 | Signedinfo Mo ta cac thong tin duogc ky sd Bit budc
2.1.1 | CanonicalizationMethod X4c dinh thuét toan chuan hoa dir | Bt budc La mot thudc tinh
lidu can ky sb cua
Canonicalization
Method
Algorithm Kiéu String Thuit toan chuan héa dir liéu:
http://www.w3.org/TR/xml-exc-
cl4n/
2.1.2 | SignatureMethod Xéc dinh thuat toan dé ky s6 thanh | Bat budc
phan SignedInfo da duogc chuan hoa
Algorithm Kiéu String Thuat toan ky sb Signednfo: La mdt thudc tinh

http://www.w3.0rg/2000/09/xmldsi

cua
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R . Dinh dang A Ln A gr R
STT Tén truong o vn Mo ta Thudc tinh Ghi chu
dir li¢u
g#rsa-shal SignatureMethod
2.1.3 | Reference Tham chiéu dén cac déi tuong dir Bit budc

liéu can ky va xac dinh phuong
thirc bam va gia tri bam cua cac
thanh phan d6i tuong dit liéu trong
g61 tin ed XML

URI Kiéu String Tham chiéu dén doi twong dit liéu La mot thudc tinh
duoc bam. URI = "" tham chiéu cua Reference
dén SOAP-ENV:Envelope. URI =
cid tham chi€u dén tung t&p dir liéu
dinh kém

2.1.3.1 | Transforms Danh sach phuong thirc bién dbi | Bit budc Chi st dung
doi tuong dir 1,i6u dinh dang XML T (ansforms Vo1
dugc tham chiéu trude khi ky s6 doi tuong SOAP-
ENV:Envelope
(XML)
Transform Pinh nghia mot phuong thirc bién | Bit budc

dbi s& dugc ap dung

Algorithm

Kiéu String

Tén phuong thtc bién ddi duogc ap

La mot thudc tinh
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STT

Tén truwong

Dinh dang
dir liéu

M0 ta

Thudc tinh

Ghi chu

dung. Co6 cac loai sau:

- St dung Enveloped Signature:
www.w3.0rg/2000/09/XMLDSig#e
nveloped-signature

- Str dyng thuat toan chuan hoa ndi
dung XML, XML-C14N:
www.w3.org/TR/xml-exc-c14n/

cua Transforms

2.13.2

DigestMethod

Xac dinh thuat toan bam dir liéu

http://www.w3.0rg/2001/04/xmlen
c#sha256

Bit budc

Algorithm

Kiéu String

Thuat toan bam dir liéu

La mdt thudc tinh
cua
DigestMethod

2.133

DigestValue

Kiéu String

Gia tri bam cua d6i tuong dir liéu
tham chiéu str dung thuat toan quy
dinh tai DigestMethod

Bit budc

2.2

SignatureValue

Kiéu String

Gia trj chit ky s cua Signedinfo

Bit budc
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. . Dinh dang A A N
STT Tén truong o vn Mo ta Thudc tinh Ghi chu
dir li¢u
2.3 | Keynfo Mo ta khéa st dung dé xac thuc | Bat budc
chir ky sb
2.3.1 | X509Data Dit liéu vé chung thu sb sir dung dé | Bit budc
xéc thyc chit ky sd
2.3.1.1 | X509SubjectName Kiéu String Tén c4 nhan/td chirc ky sb Bitbudc | Tén ca nhan/td
chtrc so hiru
chtng thu s ky
2.3.1.2 | X509Certificate Kiéu String Chutng thu sé sir dung dé xac thuc | Bit budc
chir ky sb
2. Phian SOAP-ENV: Body
. X Dinh dang Ao A -
STT Tén trudng e n Mo ta Thuoc tinh Ghi cha
dir liéu )
1 AVReport Céc thong tin bao co cua Anti | Bit budc

Virus




R . Pinh dang n L A s . o1
STT Tén truong s Mo ta Thudc tinh Ghi chu
dir li¢u
name Kiéu String | Tén cua Anti Virus giri bao cao | Bit budce
1.1 Datetime Kiéu string | Thoi gian giri bao céo Bit budc Str dung Unix time
1.2 Malware Bao cdo thong tin ma doc trén Bit budc Néu khong c6 ma doc thi ndi
cac may dung bo trong, néu co thi bat
budc phai cé cac thé bén trong.
1.2.1 | Machine Thong tin vé ma doc trén timg | Bat budc Bo qua néu khong cé thong tin
may ma doc
ip Kiéu string | Dja chi IP cia may nhifm ma | Bit budc B0 qua néu khong co thong tin
doc ma doc
ippublic Kiéu string | Dia chi IP public cia may tinh | Tuy chon Bo qua néu khong co thong tin
bi nhiem ma dgc ma doc
name Kiéu string | Tén may nhiém ma doc Bit budc Bo qua néu khong c6 thong tin
ma doc
1.2.1.1 | Malwarelnfo Céc thong tin vé ma doc trén Bit budc B0 qua néu khong c6 thong tin
may ma doc
1.2.1.1.1 | MalwareName Kiéu string | Tén ma doc Bit budc Bo qua néu khong cé thong tin




R . Pinh dang " Lo A s . o1
STT Tén truong s Mo ta Thudc tinh Ghi chu
dir li¢u
ma doc
1.2.1.1.2 | MalwareType Kiéu string | Loai mi doc (PE, Trojan, Bit budc B0 qua néu khong c6 thong tin
spyware, worm, ...) ma doc
1.2.1.1.3 | MalwareBehavior Kiéu string | Hanh vi ciia mi doc Bit budc Bo qua néu khong cé thong tin
(Downloader, Dropper, ma doc
CoinMiner, Keylogger, ...)
1.2.1.1.4 | TypeOfDevice Kiéu string | Loai thiét bi nhiém m3 doc Bit budc B0 qua néu khong c6 thong tin
(USB, HDD, SDCard, SSD, ...) ma doc
1.2.1.1.5 | NumberFile Kiéu integer | SO luwong tap tin bi nhiém ma Bit budc Bo qua néu khong cé thong tin
doc ma doc
1.3 Connection Thong tin két ndi nghi ngd. Bit budc Néu khong c6 connection la thi
cac truong bén trong bo tréng.
Néu c6 thong tin Connection
thi cac truong bén trong bat
budc phai co.
1.3.1 | Machine Thong tin két n6i nghi ngo trén | Bat budc Bo qua néu khong cé thong tin




R . Pinh dang " Lo A s . o1
STT Tén truong s Mo ta Thudc tinh Ghi chu
dir li¢u
tung may connection
ip Kiéu string | IP ctia may c6 két nbi nghi ngd | Bét budce Bo qua néu khong c6 thong tin
connection
ippublic Kiéu string | Dia chi IP public cia may tinh | Tuy chon
bi nhiém ma doc
name Kiéu string | Tén cua may c6 két ndi nghi Bit budc B0 qua néu khong c6 thong tin
ngo. connection
1.3.1.1 | ConnectionInfo Thong tin két nbi nghi ngd Bit budc Bo qua néu khong c6 thong tin
connection
1.3.1.1.1 | Program Kiéu string | Tén chuong trinh c6 két ndi Bit budc B0 qua néu khong c6 thong tin
nghi ngo. connection
1.3.1.1.2 | TargetIP Kiéu string | IP dich cua két ndi nghi ngo. Tuy chon Bo qua néu khong cé thong tin
connection
14 Vulnerability Thong tin 16 hong trén cic may | Bit budc Néu khéng c6 16 hong nao trén

cac may thi cac truong bén
trong bo tréng. Néu c6 16 hong




. . Pinh dang . . L,
STT Tén truong N Mo ta Thudc tinh Ghi chu
dir li¢u
thi cac truong bén trong bit
budc phai co.
1.4.1 | Machine Thong tin 16 hong trén timg Bit budc Bo qua néu khong c6 thong tin
may 16 hong.
ip Kiéu string | Dija chi IP ctia may c6 16 héng | Bat budc Bo qua néu khong co thong tin
16 hong.
ippublic Kiéu string | Dia chi IP public cua may tinh | Tuy chon Bo qua néu khong c6 thong tin
c6 10 hong 16 hong
name Kiéu string | Tén ctia may c6 16 hong Bit budc Bo qua néu khong co thong tin
16 hong.
1.4.1.1 | VulnerabilityInfo Céc thong tin vé 16 hong Bit budc Bo qua néu khong c6 thong tin
16 hong.
1.4.1.1.1 | Name Kiéu string | Ma CVE cuia 16 hong Bit budc Bo qua néu khong co thong tin
16 hong.
1.4.1.1.2 | OSName Kiéu string | Tén hé diéu hanh cia may c6 15 | Tuy chon Bo qua néu khong co thong tin

hong

16 hong.




R . Pinh dang n L A s . o1
STT Tén truong s Mo ta Thudc tinh Ghi chu
dir li¢u
1.5 OS Thong tin hé diéu hanh cia cac | Bét budc
may
1.5.1 | Machine May c6 bédo cdo thong tin hé Bit budc
diéu hanh
ip Kiéu string | IP ctia may c6 bao cdo thong tin | Bit budc
hé diéu hanh
ippublic Kiéu string | Pia chi IP public ciia may tinh | Tuy chon
c6 bado caco thong tin h¢ diéu
hanh
name Kiéu string | Tén ctia may c6 bao cdo thong | Bit budc
tin h¢ diéu hanh
1.5.1.1 | OSName Kiéu string | Tén hé diéu hanh Bit budc
1.5.1.2 | LastUpdate Kiéu string | Thoi gian cdp nhat hé diéu hanh | Bét budc Pinh dang Unix time
ma&i nhat
1.6 Update Thong tin tinh hinh cap nhat Bit budc
cua cac may
1.6.1 | NumberMachineNot | Kiéu S6 may khong duoc cap nhat | Bat budc Tat ca may duoc update < 15




R . Pinh dang " Lo A s . o1
STT Tén truong s Mo ta Thudc tinh Ghi chu
dir li¢u
UpdateOn15Day Interger trong vong 15 ngay. ngay thi dir liéu ghi 0.
1.7 QualityFeature Thong tin trang thai bat tit cua | Bat budc
nhitng tinh ndng quan trong
1.7.1 | Machine May c6 bao c6 thong tin trang
thai bat tit ciia nhitng tinh
nang quan trong
ip Kiéu string | IP clia may Bit budc
Name Kiéu string | Tén may Bit budc
1.7.1.1 | AutoProtect Kiéu string | Trang thai tinh nang ty dong Bit budc
bao v¢ thoi gian thuc (On, Off)
1.7.1.2 | EnableFirewall Kiéu string | Trang thai caa firewall (On, Bit budc

Off)
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Phu luc 5 ~
_HUONG DAN SU DUNG NEN TANG HO TRQ QUAN LY
BAO PAM AN TOAN HE THONG THONG TIN THEO CAP PQ

1. Hwéng din ding Ky, két ndi Nén tang
Buwéc 1: Nguoi dung ding nhap hé théng qua duong din

https://capdo.ais.gov.vn/. Chon nut “Dang nhdp” & goc trén bén phai man
hinh.

\
4

CUC AN TOANTHONGTIN

AUTHORITY OF INFORMATION SECURITY

Hinh 1: Man dang nhdp hé thong
Sau d6, nhan vao nat “Pang nhap”
Buéc 2: Nguoi dung dang nhap hé thong bang tai khoan oneconnect di

ding ky va duogc cép.

@neConnect

Chao murng quay lai

EEEEEE

Tién Lgi Pa Chiéu

HB trgs ban dang nhap linh hoat & bat ky nai ndo,

Hinh 2: Man két néi Oneconnect

- “Email”: Nhap tén email da dang ky
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- “Mat khau”: Nhap mat khau

Buéc 3: Nhan nut = dé dang nhap vao hé thdng qua tai khoan
OneConnect

Budc 4: Nhap ma OTP trén ung dung One Connect trén dién thoai thong
minh

Ma OTP

Hinh 3: Man nhdp ma OTP

Sau d6 nhin “Ding nhap” 1a dd c6 thé vao sir dung tai khoan di dugc ding

2. Hwéng din sir dung nén ting

2.1. D6i véi tai khoan Pon vi chii quén

a) Chirc niing Thong ké

Muc dich: Dé nguoi dung cod thé ndm bét duoc thong tin s6 liéu, ty 1€ phé
duyét HTTT qua nhitng biéu d6 thong ké.

Thao tac:

Budc 1: T menu trai chon dé chuyén dén man “Biéu do
thong ké HTTT”

Budée 2: Man “Biéu dé thong ké HTTT” hién thi thong ké ty 16 phé duyét
, 80 liéu phé duyét HTTT vdi ca nudc

Thanh Hoa (Chua nhap théng tin don vi) Xust bdo cdo
Ty 1& phé duyét HTTT véi ca nuéc =] S$6 lidu phé duyét HTTT Thanh Héa =]
100 100 100
100% 100] 100 F100] s0 100%
0% 4313 90%
80% 40 80%
0% 0%
S 30 0%
H
® 9
-2 50% 50%
5w 20 0%
&
30% 30%
2% 0 2%
0% 33 0 o':' 10%
0% [V m 10} 0 [ B 0%
HTTT Cép 1 HTTT Cdp 2 HTTT Cép3 HTTT Cép 4 HTTT Cép 5 Téng Cépaé 1 Cipag2 Cépao Cépao 4 Cépdos Téng

Cénude @  ThanhHoa @SS HTTT @ S56HTTT 3 phé duyst @ Ty 18 dat Théng tin chi tiét
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Hinh 4: Man biéu do thong ké s6 lieu HTTT

Buée 3: Co thé Thém thong tin co quan cha quan

Thém théng tin co quan chu quan X

Tén co quan
Bao hiém Xa héi Viét Nam
Nguai dai dién

n dich vu

Quy dinh chirc nang, nhiém vu va quyén han

P
S dién thoai
Vi
Fax
Dia chi -
4

|

Hinh 5: Man nhdp thong tin don vi chu quadn

Dién thong tin ddy di xong chon luu lai dé luu thong tin vira nhap

Budrc 4: Sau khi nhap xong thong tin ngudi ding co thé cap nhat bang cach

chon: “Cap nhéat thong tin”

Bao hiém X3 hoi Viét Nam

. m Xusit bdo cdo

Ty |& phé duyét HTTT véi ca nuéc LA =] 56 ligu phé duyét HTTT Bao hiém X& hdi Viét Nam =]
28
100% 2 90 100%
90% 90 ] 90%
80% 80%
21 1
70% T0%
= 7
g 6o 60.71 60%
H
°
£ s0% B 14 50%
5 % 40%
=
30% 0%
7
20% 20%
10% 0 0%
00
0% [ n n 0 0%
HTTT Cép 1 HTTT Cdp 2 HTTT C4p 3 HTTT Cép 4 HTTT C4p5 Téng Cipao Clpds 2 cépdda Clp o 4 Cépdss Téng
Ca nuée @  Baohiém Xa hoi Viét Nam

@SGHTIT @SEHTTTadpnéduyét @Tyiécar (RSN
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Hinh 6: Man biéu do thong ké s6 lieu HTTT
Hoac xem thong tin

Béo hiém X3 hai Vigt Nam \W

Ty Ié phé duyét HTTT véi ca nude =] S6 lidu phé duyét HTTT Bao hiém Xa hoi Viét Nam =]
28
100% 28 90 100%
90% 0%
80% 0%
21 1
0% 70%
- 7
a0 0%
H
®
5% E 14 0%
5w 40%
5
30% 30%
7
20% 20%
10% 0 10%
00
0% [ L0 n 0 0%
HTTT Cép 1 HTTT Cép2 HTTT Cép 3 HTTTCép4 HTTT Cép 5 Téng Cépds1 Cépdg2z Cépdé 3 Cépadg 4 Cépdd s Téng

Ca nudc @  Baohiém X3 hoi Viéi Nam @SS HTTT @S5 HTTT aé phé duyét @ Ty 1é dat
Hinh 7: Man biéu do thong ké so lieu HTTT
Ngudi ding ciing c6 thé xuét thong tin bing cach itz

Bao hiém Xa hi Viét Nam

Ty |& phé duyét HTTT véi ca nuéc LA =] 56 ligu phé duyét HTTT Bao hiém X& hdi Viét Nam =]
28
100% 2 90 100%

90%

n
70% T0%
= 7
2 s0e 60%
H
°
£ 50% 50%
5 % 40%
=
30% 0%
20% 20%
10% 0 0%
00
0% [ 0%
HTTT Cép 1 HTTT Cap2 HTTT Cép 3 HTTT Cép 4 HTTT Cép5 Tong Capdo1 Capdf2 Capdn3 Cép do4 Capdas Téng

canuge @ Bdo hiém X ndi Vidt Nam @SEHTTT @56 HTTT G pné duyét @ TV 1é dat
Hinh 8: Man biéu do thong ké so lieu HTTT
Buéc 5: Chon thong tin chi tiét sé lidu phé duyét HTTT sé
dugc hién thi day du bén dudi



B4o hiém Xa hai Viét Nam

Ty 18 phé duyét HTTT véi cd nude A= $6 ligu phé duyét HTTT Bao hiém X3a héi Viét Nam A =
28
100% 28 90 100%

90%

% 90 | o
v FEN
80% ,/ i ’/ \ i 80%
70% / 70%
7
60 \\ 60.71 /‘ 18 60%
50% m\ f/ 14 X / 50%
40% / N /’ 10, N\ / 40%
g | b b\ /
20% /"‘ \ / ’ / I \\ ] 20%
/ | \: iz il
10% v/ “ Y 10%
oo/ \ 0 0 /
mn E'/ 0 74 ' 0%

0% E/ 104
HTTT Cdp 1 HTTT Cép 2 HTTT Cép3 HTTT Cép4 HTTT Cép5 Téng Cépdé 1 Cép ds 2 Cépds3 Clpdsd Cépddss Téng

Canudc @  Bao hiem X hoi Vigt Nam @SOHTTT @S6HTTT a4 phé duyét @ Ty 18 dat Théng tin chi tiét

Téng s6 hé théng théng tin (HTTT) cla don vila 28, trong d6 HTTT dugc phé duyét 1a 17, Cu thé cadc HTTT dugc phan loai theo ¢dp dé nhu sau:

Ty 1i phé duyit

- Téng s8 HTTT x&c dinh cap db 2 12 10, trong d6 s6 HTTT dugc phé duyét 1a 910, dat 90%; cao han so véi trung binh cla ca nudce dat 61.6%. X&p hang 23/95
- Téng s8 HTTT x&c dinh cap db 3 14 16, trong dé s6 HTTT dugc phé duyét 12 8/16, dat 50%; thap hon so vdi trung binh clia ca nudc dat 66.5%. X&p hang 47/95
- Téng s8 HTTT xé&c dinh cap db 4 14 2, trong d6 s6 HTTT duge phé duyét 14 0/2, dat 0%; thap hon so véi trung binh clia ca nuée dat 27.3%. X&p hang 95/95

- Khéng ¢é HTTT xdac dinh cdp dé 1, 5

Hinh 9: Man biéu dé thong ké sé liéu HTTT

b) Chirc niing Bio cio, thong ké

Chirc ning cho phép nguoi dung tao moi, giri va quan 1y danh sach cac sb
liéu hé thong thong tin d3 thong ké

Bio c4o sb liéu

Muc dich: Hién thi thong ké sé luong HTTT trong don vi, tinh trang bao
cdo theo cac ky cua don vi. Nguoi dung cac don vi ¢o thé giri bao cdo sb lidu
HTTT lén cuc ATTT phu trach

Budc 1: T menu trai chon dé chuyén dén man “Bao cdo sd
liéu hé thong thong tin”

Budéc 2: Man “Béo c4o so liéu hé thong thong tin” hién thi thong ké s6
ligu HTTT trong don vi danh sach HTTT trong don vi.
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Béo cao Théng ké

Thang ké s lugng hé thdng thong tin trong don vi

Hé théng théng tin cap 6 1 Hé thong théng tin cap d6 2 Hé théng thong tin cap 46 3 Hé thng théng tin cap do 4 Hé thong théng tin cap d6 5
Ky bdo cdo Tinh trang bao céo Thai gian bao cdo
Téng s6 Da duyét Téng s6 DA duyét Téng s6 Da duyét Téng s6 Da duyét Téng s6 Da duyét
03/2024 0 0 8 8 5 2 1 0 2 2 Chua bao céo

Cép nhét bio cdo

Thang ké s6 Irgng hé thong thong tin theo don vi van hanh

03-2024 £ | chuabo cdo
Hé théng théng tin cap Hé théng théng tin cap Hé théng théng tin cap Hé théng théng tin cap Hé théng théng tin cap
do1 a62 a3 asa a5
STT Don vi van hanh Trang thai Thao tac
Tongss  Daduyét  Tongss  Daduydt  Tongss  Daduyét  Tongss  Daduyét  Tongss  Daduyét
1 Vu Buu chinh 0 0 0 0 0 0 0 0 0 0
2 Vu Khoa hoc va Cong nghé 0 o o 0 0 0 o o o 0 Chua béo cdo
3 Vu K& hoach - Tai chinh 0 0 0 0 0 0 0 0 0 0
a Vu Kinh té s6 va Xa hdi s6 0 0 0 0 0 0 0 0 0 0
Vu Hop téc quéc t& 0 0 0 0 0 0 o o o o

Hinh 10: Man théng ké sé liéu HTTT va danh sach HTTT trong don vi

Buwéc 3: Chon dé giri s6 liéu bao cdo 1én don vi phu
trach(Cuc ATTT)

Buwéc 4: Néu ky bao cdo khong coé thay d6i so véi ky trude, chon
dé giri bao
cdo. Sb liéu duoc tinh tu dong theo danh sach HTTT cua don vi. Chon
dé giri s6 lidu bao cdo 1én don vi phu trach(Cuc ATTT)
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Bao cdo so lugng hé thdng thdng tin trong don vi X
Ky béo cao

05-2023 =
S6 hé thang cap 1 da duyét Téng sd hé thong cap 1

0 0
S6 hé thang cap 2 da duyét Téng s6 hé théng cap 2

9 10
S6 hé thang cap 3 da duyét Téng s6 hé théng cap 3

7 13
S& hé théng cap 4 da duyét Téng s6 hé théng cap 4

2 2
S6 hé thang cap 5 da duyét Téng s6 hé théng cap 5

0 0

o

Hinh 11: Man minh hoa bdo cdo khéng cé thay doi

Théng ké don vi

Muc dich: Cung cép thong tin théng ké sb lugng, thiét bi, may chu, phé
duyét moi, trién khai HTTT trong don vi

Thao tac:

Budc 1: Tur menu trai chon dé chuyén dén man “Théng
ké hé thong thong tin”

Budéce 2: Man “Théng ké hé thong thong tin” hién thi théng ké , s liéu
HTTT trong don vi.
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Béo cao Thongké | ® Chua phé duyét @03 phé duyet @93 trién knai day cuPA ATHTTT R

S6ligu HTTT tat ca cap 46 S61igu HTTT cap a5 1 s S6 ligu HTTT cap a5 2

Tang: 28 Tang: o Tang: 10

. 1M 39.3% . ] 0% . 1 100%
L 17 60.7% L] o 0% L 9 90.0%
. 0 0.0% . 0 0% . 0 0.0%

S6ligu HTTT cap 46 3 o S6ligu HTTT cap 46.4 & S6ligu HTTT cap 43 5
Téng: 16 Téng: 2 Téng: ]
L 8 50.0% L 2 100.0% L] o 0%
° 8 500% . 0 00% . 0 0%
. o 00% . 0 00% . 0 0%
SGHTTT méi trong ky SG HTTT phé duyét mdi trong kit SGHTTT dé tam dimg trong ki
+0/28 +0/17 +0/0
S6 HTTT trién khai day dii PA béo dam ATTT trong ky S6 luong HTTT thicu ca thiét bi va may chi
+0/0 28
$6 Iugng thiét bj mang 6 lugng thiét b bao m3t 6 lugng may chit
0 0o 0

Hinh 12: Man théng ké HTTT .

¢) Chirc ning Quan ly hé thong thong tin

Danh sach hé thdng thong tin

Muc dich: Chirc ning ndy gitp ngudi dung xem tong thé danh sach HTTT
trong don vi, tim kiém HTTT theo tén hodc theo cép do HTTT

Thao tac:

Bwéc 1: Tir man hinh “Quan 1y ngudi dung” chon nat FEREERITRANT ¢é

chuyén dén man danh sach HTTT
Bwéc 2: Tai man hinh “Danh sach hé thong thong tin” hién thi tong thé

danh sach HTTT trong don vi.
Tong s6 hé thong thang tin: 16

st Oonvivin hanh Taa h théng co nP\,v‘é Tua T o

S o i = @
) 0
o Talligu o uar ° ope
i dip . iocr ° o
© Qudn tri tai knoan i ] [ ]
e o ° ooe
B o oze
: © oze
N R = o
p = o
¥ u phan t g © sz s [
i i e o
; ; . o ] = o
= s 5 =

Hinh 13: Man danh sdch hé thong théng tin
- Nguoi dung co thé loc danh sach HTTT theo céc cép do hé théng,
don vi van hanh, trang thai phé duyét, thong tin hién trang, tinh trang trién
khai day du phuong an ATTT, hodc tra ctru theo tén HTTT

Thao tac

Otm o



85
Hinh 14: Muc tra civu danh sich hé thong thong tin

Nguoi dung ciing ¢ thé xem thong tin chi tiét HTTT, chon dé cap
nhat thong tin HTTT hodc chon dé chuyén HTTT sang danh sach ding van

bneman

hanh, hodcl dé van hanh lai HTTT

Thém méi hé thong thong tin

Muc dich: Chtrc nang nay giup nguoi dung thém méi1 HTTT

Thao tac:

Buwée 1: Tir menu bén trai chon FREERIEEEET
tay phai man hinh chon dé nguoi dung nhap cac thong tin vé HTTT can
tao

, nguoi dung di chuyén sang

Thém hé thong thong tin

Tén hé thong théng tin*

Vi tri trién khai * Don vi cung cap dich vu Don vivan hanh *

Cap doé hé thong * Trang thai * Thai gian dé xuat phé duyét
Hé thong cap 1 Chua phé duyét B

Trién khai phuong &n bdo dam ATTT theo cap do Théi gian dur kién trien khai day di PA bao dam ATTT theo cap dé

Chura trién khai day du i

Théng tin hién trang Théi gian dua vao van hanh *

Hinh 15: Man thém méi hé thong thong tin

- “Tén hé thong thong tin”: Nhap tén cia HTTT

- “Vj tri trién khai”: Nhap vi tri trién khai hé thong(Tai co sé hodc thué
dich vu)

-“Pon vi cung cap dich vu”: chon don vi cung cip néu hé théng trién
khai tai doanh nghiép

- “Pon vi van hanh”: Nhap tén don vi van hanh h¢ théng

- “Cap d6 hé théng”: Chon cip do ciia hé théng
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- “Trang thai”: Nhap trang thai phé duyét hé théng
-“Thoi gian dé xuat”: Nhap thoi gian dé xuat néu hé thong chua phé

duyét
- “Thoi gian dy kién trién khai diy di PA ATTT”: Nhép thoi gian du
kién

- “Thong tin hién trang ”: Chon hién trang hé thong thong tin
- “Thoi gian dwa vao vin hanh”: Ngudi dung chon thoi gian bt dau sir
dung hé théng

Buwéc 2: Chon dé luu thong tin HTTT vira nhap

Cép nhat hé thong thong tin

Muc dich: Chirc ning nay gitp ngudi dung cip nhat thong tin ho so dé
xuat cap d6 cia HTTT

Thao tac:

Buwéc 1: Ttur danh saich HTTT di chudt sang tay phai man hinh chon dé
cap nhat thong tin vé HTTT, hé thong s& diéu huéng sang man hinh xay dung hd
so dé xuét cap do dé nguoi dung tién hanh cap nhat

Chon cach xay dung ho so dé xuat cap dé

Hinh 16: Man hinh cdp nhdt hé thong théng tin

Budc 2: Chon tao moi hoac st dung ho so mau di c6 dé bét dau xay dung
ho so dé xuat cap do

Chi tiét hé thong thong tin

Muc dich: Chirc nang nay giup nguoi dung xem danh sdch HTTT da duyét
trong don vi, tim kiém HTTT theo tén hoic theo cap ¢ HTTT

Thao tac:

Budc 1: Tu danh sach HTTT, click chon vao nut 2 cia dong HTTT dé
xem chi tiét thong tin vé HTTT
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Cap Phé  Tieuchi  Tiéuchi

sTT Don vivan hanh Tén hé thong @ duet  auinly  kgtwa  Th20HC
1 CucBuudién Trung uong Hé thdng mang truyén <& liéu chuyén ding cip 5 (/]
2 Buu dién Trung vong Mang dién bio H& d3c biét

Hé thong hop tryc tuyén cho co quan nha nuéc

Ha ting chuyén biét phyc vy tac nghiép va hoat ddng bao chi

théng da phuong tién -

4ng ty Truyen thong da phuong tién -
e Al J Hé théing théng tin Website media

Mang dign rong phyc vy hoat dng ciia Cuc BDTW

Hg théng Cng thong tin va Thur di

Hé thong dénh gid, kiém dinh

o

(]

o

(]

(]

(]

(]

(]

toan thong tin (]

n o

Hé thong gidm st cac si o6 an toan mang va h trg theo ddi, phan tich sur o8, tan cong an toan thong tin mang alaz 3251

am

Hinh 17: Man danh sach hé thong théng tin
Buwéc 2: Man thong tin chi tiét HTTT, nguoi dung c6 thé xem thong tin va
cap nhat cac tai li¢u lién quan caa HTTT

Tén hé théng théng tin

Co s& dit lidu nganh gido duc + Co sé dit liéu gido duc Mam Non + Co sé dit liéu gido duc Phé théng + Co sé dir liéu
gido duc Thuong Xuyén

Don vi van hanh Vi tri trién khai

Cuc Cdng nghé thong tin.

Cap do hé théng Trang thai
Hé théng cap 3 D3 phé duyét

Tai ligu hé théng Them tai liéu

Logi tai ligu Mé th Téi xudng

Hinh 18: Man chi tiét hé théng théng tin

d) Ho so dé xuit cap do

Xay dung HSBXCD cho HTTT

Muc dich: Chirc ning nay gitp ngudi dung xay dung hd so dé xuét cac cap
do trong HTTT

Thao tac:

Budc 1: Tu man danh sach HTTT chon dé chuyén dén man “Xay
dung ho so dé xuat cip do”
Buwéc 2 : Man “Xay dung so dé xuat cdp do” hién thi



Xay dung ho so dé xuat cap do

1. Théng tin téng quan vé HTTT

1. Thuy&t minh cap do de xuat

1ll. Thuy&t minh phuong an béo dam an toan HTTT [EFIEEEEE)

Yéu cau quan ly (Pap ung 41/42)

STT Tiéu chi Dap (ng 41/42
YEU CAUQUAN LY
Thigt 1ap chinh séch an toan thang tin

Chinh séch an toan théng tin

Xay dung sach ATTT gom: - Quan Iy an toan mang
110 Quant mdy chii va (mg dyng; - Quan Iy an toan o
ligu; - Quan Iy an toan thiét bi du cus

Xy dyng va cong bo

Chinh séch t8 chire/bd phan duge Uy quyn thong qua trude
Khi cong b6 ap dung

Ré s08t, stra d6i

Dinh ky 03 nam hoac c6 thay i ¢
tinh phis hgp va thic hién ra sod

h sach ATTT kiém tra
nht, b6 sung

T6 chirc bado dim an toan théng tin
Don vj chuyén trich v& an toan théng tin

©6 bd phan cb trach nhiém bdo dam an toan théng tin cho t8

211 i
chie

Tham chiéu TCVN
11930:2017

Diém d Myc 6111

Diém a Myc 6.11.2

Diém a Myc 6113

Diém a Muc 61.21
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Trang thai Thuy&t minh phuong &n

[ chua ap ing |

g
2

i

Hinh 19: Man xdy dung dir thao hé so dé xudt cap dé

2 o re

1. Théng tin tang quan va HTTT
1. Théng tin hé théng
2. Théng tin Chti quan hé
théng théng tin
3.Théng tin don vi van hanh
4. M 13 pham vi quy mé
5. M®& ta cau tric cla hé
théng
1L Thuyét minh cap 46 dé xust
1. Danh myc hé théng théng
tin va cap do de xuat
2. Thuyét minh d& xust cap
d6 d6i véi hé théng théng tin
3. Quy ch8 bao dam an toan
théng tin k&m theo
1. Thuy@t minh phuong an béo
dam an toan HTTT
Yéu cau quan Iy
Yéu cau ky thuat
Céc tiéu chi cho thiét bi, méy
chil, img dung/dich vu
1. Bao dam an toan mang
2. Bdo dam an todn méy cht
3. Bdo dam an toan (ng dung

Nguoi dung thao tac nhan nat hodc click cac muc trén phu luc dé cap

nhat thong tin cua HTTT
Mo ta pham vi quy mo

Muc dich: Cap nhat pham vi, quy m6 cia HTTT

Thao tac:

Budc 1: Tu man hinh HSBXCD, tai muc 4. M6 ta pham vi quy mo6 chon

Céap nhéat théng tin

— Cap nhat pham vi, quy mé hé théng théng tin

Pham vi, quy mé clia Hé thGng théng tin

Luu théng tin

D6i tugng phuc vu ctia hé théng

Hinh 20: Man pham vi, quy mé HTTT hé so dé xudt cap do

Buwéc 2: Nhap thong tin va chon
M0 ta ciu triic ctia hé thong

Muc dich: Chtrc ning nay gitp ngudi dung cdp nhat cac so dd logic va so

d6 két ndi vat Iy caa HTTT
Thao tac:

Buwéc 1: T man hinh HSBXCD, tai muc 4. M6 ta pham vi quy mo chon

ting so do cua hé thong
Budére 2: Tai anh so d6 logic tong thé caa hé théng va nhan luu
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5.1 S0 do logic tong thé

So db logic téng thé

NO IMAGE
AVAILABLE

Hinh 21: Man hinh so do logic tong thé

Budce 3: Téai anh so do két noi vat 1y cua hé thong va nhan luu
5.2 So do két ni vat Iy

So do két ndi vat ly

NO IMAGE
AVAILABLE

&P Téianh m

Luu
Hinh 22: Man hinh so do két noi vét 1y

Thiét ké cac ving mang

Muc dich: Chtrc ndng nay gitp nguodi dung cdp nhat danh séch cac vung
mang trong HTTT

Thao tac:

Budée 1: Tir man hinh HSPXCD, tai muc 5.3 Thiét ké cac ving mang, chon



5.3 Thiét k& cac vung mang Thém viing mang

STT Vung mang Muc dich thiét ké Thao tac

1 Ving mang néi bd
2 Ving mang bién
viing DMZ
4 ving may chi néi bd
5 Ving mang khong dédy (n&u c6) tach riéng, dac 1ap

vdi cdc ving mang khac

6 Khéc

Hinh 23: Man danh sach viung mang trong HTTT
Buwéc 2: Chon viing mang sir dung va nhap muc dich stir dung

STT Ving mang Muc dich thiét ké Thao tac

(8 [ x]
4

Hinh 24: Man thém vung mang trong HTTT

“Yung mang”: Chon ving mang mai
“Muc dich thiét ke”: Nhip thong tin muc dich
Budée 3: Chon L= dé luu thong tin thiét bi vira nhap
Buwéc 4: Nguoi dung ciing c6 thé chon dé stra thong tin thiét bi, hoic
chon K& dé x6a thiét bj khoi danh sich

Danh muc thiét bi mang/bio mit sir dung trong hé thong

Muc dich: Chirc ning nay giup ngudi dung cap nhat danh sach cac thiét bi
trong HTTT

Thao tac:

Budce 1: T man hinh HSPXCD, tai muc 5.4.1 Danh muc thiét bi
mang/bao mat su dung trong hé théng hién thi danh sach thiét bi mang, thiét bi
bao mat duoc st dung trong HTTT

5.4.1 Danh séch thiét bj mang/Thiét bj bio mat Thém thiét bi bo mat

STT Tén thiét bi Chuing loai Vi tri tri€n khai Muc dich str dung Du phéng cho thiét bj Thao téc

1 | Core02 Switch Cisco Khac Thiét bi chuy&n mach I6i TB chinh - Khéng c6 dy a
le} phong

2 Cored1 Switch Cisco Khéc Tl chuyé&n mach I5i TB chinh - Khéng ¢6 du m
héng phong

3 Fwo2 Firewalls Fortinet Viing mang bién TB chinh - Khéng cé dy a
phong

4 FWO1 Firewalls Fortinet Viing mang bién cia | T8 chinh - Khéng c6 dy ﬂ
ng ngudi d phong

5 5wz Switch Cisco Viing mang bién chuy&n mach clia | TB chinh - Khéng c6 dy m
ng bién phéng

6  SWOI1 Switch Cisco Ving mang bién chuy8n mach ctia | TB chinh - Khong cé dy m
phong

7 RO3 Router Cisco Viing mang bién uyén | TB chinh - Khong co dy ﬂ
phong

Hinh 25: Mdn danh sdch thiét bi mang, bao mdt trong HTTT
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Budc 2: Nguoi dung cé thé chon thém méi hodc cap nhat céac thiét bi trong
HTTT

5.4.1 Danh sach thiét b mang/Thiét bi bao mat
STT Tén thiét bi Chuing loai Vi tri trién khai Muc dich sir dung Dy phong cho thiét bj Thao tac
&~ &

Hinh 26: Man thém mdéi thiét bj trong HTTT
“Tén thiét bi”: Nhap tén cta thiét bi
- “Ching loai”: Chon ching loai thiét bi
- “Hang thiét bi”: Chon hing thiét bi
- “Model”: Chon dong thiét bj theo hing
- “Vi tri trién khai”: Nhap vi tri dat thiét bi
- “Muc dich sir dung”: Muc dich sir dung cua thiét bi
“Dy phong cho thiét bi”: Chon thiét bi chinh can du
phong(Néu dang nhép thiét bi du phong)
Buéc 3: Chon E dé luu thong tin thiét bi vira nhap
Budc 4: Nguoi dung cling ¢ thé chon dé sira thong tin thiét bi, hoic
chon K& dé x6a thiét bj khoi danh sich

Danh muc thiét bi may chii trong hé thong

Muc dich: Chirc ning nay giup ngudi dung cap nhat danh sach cac thiét bi
may chu trong HTTT

Thao tac:

Bude 1: Tir man hinh HSBXCPD, tai muc 5.4.2 Danh muc thiét bi may chu
sir dung trong hé thdng hién thi danh sach thiét may chu dugc sir dung trong
HTTT

5.4.2 Danh sach may chil
STT Tén thiét bi Chiing loai Vi tri trién khai Muc dich sir dung Thao tac
08 Serv P o . a
Server07 Server Ving mady chi ndi bé a
3 Server06 Server ving mdy chd néi b B
4 Server0S Server viing mdy chli ndi b a
Server04 Server viing mdy chl ndi b m

Hinh 27: Man danh sdch thiét bi mdy chii trong HTTT
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Budc 2: Nguoi dung cé thé chon thém méi hodc cap nhat céac thiét bi trong
HTTT

STT Tén thiét bj Chiing loai Vi tri trién Khai Muc dich str dung Thao tac

#

Hinh 28: Man thém méi thiét bi mdy chii trong HTTT
- “Tén thiét bi”: Nhap tén cua thiét bi
- “Loai may”: Chon loai may vat Iy hoac may chu do hoa
- “Chiing loai”: Chon chung loai thiét bi
- “Hang thiét bi”: Chon hing thiét bi
- “Model”: Chon dong thiét bj theo hing
- “Vj tri trién khai”: Nhap vi tri dat thiét bi
“Muc dich sir dung”: Muc dich st dung cta thiét bi

Buée 3: Chon E 4 1 thong tin thiét bi vira nhap

Buéc 4: Nguoi dung ciing ¢6 thé chon dé stra thong tin thiét bi, hoic
chon K& dé x6a thiét bj khoi danh sich

Danh sach dich vu

Muc dich: Churc nang nay giup nguoi dung cap nhat danh sach cac dich vu
trong HTTT

Thao tac:

Buwéc 1: Th man hinh HSBXCD, tai muc 5.5 Danh muc cac irng dung/dich
vu cung cap boi hé thong hién thi danh sach ing dung cai dit trén may chi trong
HTTT

Buwéc 2: Danh sach dich vu hién thi cac dich vu, ing dung duoc st dung
trong HTTT

5.5 Danh muc céc tng dung/dich vy cung cép béi hé théng
STT Tén dich vu May chu Ung dung cai dat Vi tri trién khai HDH Muc dich sir dung Thao tac

Hinh 29: Man danh sach dich vu thuoc HTTT

Buwéc 3: Nguoi dung ¢ thé thém moi cac dich vy vao HTTT

5.5 Danh muc céc ing dung/dich vu cung cap béi hé théng Thém dich vy
STT Tén dich vu May chu Ung dung cai dat Vi tri trién Khai HDH Muc dich sir dung Thao tac
s

nnnnnnnn

Hinh 30: Man thém moi dich vu thuoc HTTT
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- “Ten dich vu”: Nhap tén dich vu

- “May chi”: Chon loai may chu

- “Ung dung cai dit”: Nhap tén tng dung cai dat

- “Vung mang”: Chon vung mang

- “Hé diéu hanh”: Nhap tén h¢ diéu hanh

- “Muc dich str dung”: Nhap muc dich st dung

Buéc 4 : Chon E dé luu thong tin thiét bi vira nhap

Budc 5: Nguoi dung cling ¢ thé chon dé sira thong tin thiét bi, hoic
chon E] dé x6a dich vu khéi danh sach

Danh sach IP ving mang

Muc dich: Chirc nang nay gitip nguoi dung xem danh sach IP ving mang,
tim kiém HTTT theo tén hodc theo cap do HTTT

Thao tac:

Bwéc 1: Tr man hinh HSBXCD, tai muc 5.6 Quy hoach dia chi IP cac
ving mang trong hé théng

Budc 2: Danh sach IP vung mang hién thi cac IP duoc su dung trong
HTTT

5.6 Quy hoach dia chi IP cac viing mang trong hé thng Thém IP thanh ph&n

STT Vung mang IP Private IP Public Thao
1 Ving DMZ 192.168.1.0/24 202191.x.0/24

2 Viing quan trj 192.168.2.0/24 202.191.y.0/24

3 Viing méy chi noi b 192.168.3.0/24 202191.2.0/24

Hinh 31: Man danh sach IP thuoc HTTT

s
8

Buée 3: Nguoi dung c6 thé chon dé méi IP cua HTTT

5.6 Quy hoach dia chi IP cac ving mang trong hé théng Thém IP thanh phin
STT Vung mang IP Private IP Public Thao tac

Hinh 32: Man thém moi dia chi IP

- “Vij tri trién khai”: Nhap vi tri dit thiét bi

- “IP Public”: IP cong khai

- “IP Private”: IP bao mat

Bwéc 4: Chon nut dé luu lai danh sach thong tin IP d3 cap nhat

Danh muc may tram trong HTTT

Muc dich: Chirc ning nay giup ngudi dung cap nhat danh sach cac thiét bi
may tram trong HTTT

Thao tac:
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Bude 1: Tir man hinh HSBXCPD, tai muc 5.4.2 Danh muc thiét bi may chu
sir dung trong hé thdng hién thi danh sach thiét may chu dugc sir dung trong
HTTT

5.7 Danh muc may tram trong hé théng thong tin Thém may tram
STT Loai may Hang S6 lugng Ving mang Cai dat AV Thao tac

Hinh 33: Man danh sdach thiét bi may tram trong HTTT

Budc 2: Nguoi dung cé thé chon thém méi hodc cap nhat céac thiét bi trong
HTTT

STT Loai may Hang Sé lugng Ving mang Cai dat AV Thao tac

£

Hinh 34: Man thém méi thiét bi trong HTTT

- “Loai may”: Chon loai may PC hoac may laptop

- “Haing thiét bj”: Chon héng thiét bi

- “S6 lwong”: Chon sb luong thiét bi theo hing

- “Vung mang”: Nhip vung mang su dung

- “Cai dit AV”: Thong tin phan mém AV cai dit trén may

Buéc 3: Chon E dé luu thong tin thiét bi vira nhap

Buéc 4: Nguoi dung ciing ¢6 thé chon dé stra thong tin thiét bi, hoic
chon K& dé x6a thiét bj khoi danh sich

Danh muc hé thong thong tin va cap d6 dé xuat

Muc dich: Chirc ndng nay giup nguoi dung cdp nhat danh sich cac hé
théng thanh phan trong HTTT

Thao tac:

Buwéc 1: Tir man hinh HSBXCD, tai phén II muc 1 Danh muc hé théng
thong tin va cip do dé xuat hién thi danh sach hé théng thanh phan trong HTTT

1. Danh muc hé théng théng tin va cap dé dé xust

STT Hé théng Cap d6 dé xuat Can cir dé xuat Thao tac

Hinh 35: Man danh sach hé thong thanh phan trong HTTT
Budc 2: Nguoi dung co thé chon thém méi hodc cap nhat cac h¢ théng
thanh phan trong HTTT
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Hinh 36: Man thém méi hé thong thanh phan trong HTTT

Chon c&n ctr dé xuat theo quy dinh tai Nghi dinh s& 85/2016/ND-CP

] Dieu 8. Hé théng théng tin cap do 2 13 hé théng théng tin ¢é mét trong céc tiéu chi cu thé nhu sau:
[] 1. Hé théng théng tin phuc vy hoat déng ndi bd cla co quan, t8 chirc va cé x(r Iy théng tin riéng, théng tin ¢& nhan cla ngudi sir dung nhung khéng x( Iy thong tin bi mat nha
nuoc.

[C] 2. Hé théng théng tin phuc vu ngudi dan, doanh nghiép thuéc mét trong céc loai hinh nhu sau:
[ a) Cung cap théng tin va dich vu céng truc tuyén tir mire dé 2 tré xudng theo quy dinh ctia phap luat
] b) Cung eap dich vu true tuyén khéng thude danh Mue dich vu kinh doanh cé Digu kién.
] ¢) Cung cdp dich vu truc tuyén khdc ¢6 Xt Iy théng tin riéng, théng tin ¢d nhan cda duéi 10.000 ngudi sir dung.

[[] 3.Hé thdng co sé ha tang thong tin phue vu hoat déng cla mét ¢a quan, t8 chirc.

Hinh 37: Man chon can cir dé xudt theo cd}? do cua HTTT

- “Hé thong thanh phan”: Nhap tén hé thong thanh phan

- “Cap d6 dé xuat”: Chon cap d6 cta hé thong thanh phan

- “Can cir dé xuat”: Chon céc can ctr dé xuit

Budce 3: Chon dé luu thong tin thiét bi vira nhap

Buéc 4: Nguoi dung cling ¢ thé chon dé stra thong tin thiét bi, hodc
chon K& dé x6a thiét bj khoi danh sich

Thuyét minh dé xuit cap do doi véi hé thong thong tin

Muc dich: Chirc ning nay giup nguoi ding cap nhat danh sach cac thuyét
minh dé xuat cap do cac hé thong trong HTTT

Thao tac:

Buéc 1: T man hinh HSBXCD, tai phﬁn IT muc 2 Thuyét minh dé xuét
cap do ddi véi HTTT hién thi danh sach thuyét minh hé thong thanh phan trong
HTTT

2. Thuy&t minh de xuat cap do doi vai hé thong thdng tin Cép nhjt
STT Hé théng Thuy&t minh cap do doi voi HTTT
1& thdng giam sat céc su cd an toan mang va hé trg theo ddi, phan tich sy cg, tén

1
céng an toan théng tin mang

Hinh 38: Man danh sdach thuyét minh hé théng thanh phan trong HTTT

Buéc 2: Ngudi dung c6 thé cap nhét cac thuyét minh hé thong thanh phan
trong HTTT

2. Thuy&t minh de xuat cap do doi vai hé théng thong tin
STT Hé théng Thuyét minh cap d¢ doi vai HTTT
Hé thdng gidm sat cdc sy ¢ an toan mang va hé trg theo ddi, phan tich su ¢d, tan

1

c6ng an toan théng tin mang
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Hinh 39: Man cdp nhdt thuyét minh hé thong thanh phan trong HTTT

Buéc 3: Chon IE @ luu thong tin thiét bi vira nhap

Quy ché biao dam an toan thong tin kém theo

Muc dich: Chirc ning nay gitip ngudi dung cap nhat danh sach cac quy ché
trong HTTT

Thao tac:

Bwéc 1: Tir man hinh HSPXCP, tai phan II muc 3 Danh muc quy ché
dam bao ATTT trong HTTT

3.Quy oné béo dém an toan thong tin ke theo

STT  Théng tin quy ché, quy trinh Tai liéu dinh kem Thao téc

Hinh 40: Man danh sach quy ché trong HTTT

Buée 2: Ngudi dung c6 thé chon thém mdi hodc cap nhat cac quy ché
trong HTTT

sTT Théng tin quy ché, quy trinh Tai liéu dinh kém Thao tac

EEETTITTEEES $ 00
%

Hinh 41: Man thém méi quy ché trong HTTT

- “Théng tin quy ché”: Nhap tén thong tin quy ché hé thong thong tin

- “Tai liéu dinh kém”: upload tai liéu lién quan

Buwédc 3: Chon E dé luu thong tin vira nhap

Buéc 4: Nguoi dung ciing co thé chon dé stra thong tin, hodc chon E]
dé xoa tai liéu khoi danh sach

Phwong 4n bio dam an toan HTTT - Yéu ciu quan ly

Muc dich: Nguoi dung cip nhat lai théng tin thuyét minh cac phuwong an
dam bao ATHTTT

Thao tac:

Budée 1: Tir man hinh HSPXCD, tai phan I1I. Thuyét minh phuong 4n bao
dam an toan HTTT, hién thi muc Yéu cau quéan Iy
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Yéu cau quan Iy (Pap tmg 0/80)

- 3 e - Tham chiéu TCVN = & 5
STT Tieu chi T Trang thai Thuyét minh phuong dn

u mGi ien he, phdi hop vGi co quan trong cong tac hd trg digu phdi xir 1y sy o6 AT Diém b Muc 71.2.2 hua

2

n @ -
H H
i i3
H B B

203 I:\;\ t‘lg\a cdc hoat déng, cong tac Adam ATTT khi cé yéu c3u clia t8 chirc cd tham Diémc MUE 71.2.2 GRS

Béo dim nguon nhan e

Diém d Myc 7111 Chua dsp ting

Tuyén dung

Can b6 dugc tuyén

Diém a Myc 71.31

Diém b Muc 71.31
Trong qué trinh lm vigc

hign néi quy, quy ché am ATTT cho ngudi str dung, can b quan
hign noi quy, quy ché bdo dam ATTT cho ngudi strdung, cnbo quan oo T

Diém b Muc 71.3.2 Chua dép ting

Digm ¢ Muc 71.3.2 Chua dép ling

&c phai thu hdi thé truy cap, th
moc, phan cimg, phan mém

Hinh 42: Man danh sich Yéu cau qudn 1y Phirong dn dam bdo an todn
HTTT

Buéc 2: Ngudi dung c6 thé cap nhat timg tiéu chi dép ing cia HTTT

Yéu cau quan Iy (Dap ing 0/80) Ngay du kién =

" [oi ing 0/e0 | Tham chigu —_—
sTT Tiu chi " Bt Trang thai Thuyét minh phuong dn
hwa ddp i
phé
ip ¢
e
nwra adp

w2 9dp tng

Hinh 43: Man cdp nhdt Phirong dn trién khai

- “Trang thai ”: Chon trang thai dap ung ti€u chi

- “Ngay dw kién”: Néu chua dap tmg, chon thoi gian du kién

- “Phwong 4n”: Ghi cht vé thong tin phuong an

Buée 3: Chon nit d& Twu Tai danh séch théng tin tiéu chi da cip
nhat

Phwong 4n bio dam an toan HTTT - Yéu ciu quan ly

Muc dich: Nguoi dung cip nhat lai théng tin thuyét minh cac phuwong an
dam bao ATHTTT

Thao tac:

Buwée 1: Tir man hinh HSDXCD, tai phan III. Thuyét minh phuong an bao
dam an toan HTTT, hién thi muc Yéu cau k§y thuat
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Yéu cau kj thuat (Dap tng 0/99)

Tham chigu TCVN

STT Tiéu chi TErm Trang thai Thuyét minh phuong an

YEU CAUKY THUAT
Bdo dim an toan mang

Thiét ké hé thong

Chua dép (ng.
Chua dép i
Chua dép ting

Chua dép (ng

Chua dép ting

Chua aép tng

7 Chua dép img
ruy cép, quan Diém b Muc 7.2 Chua dép g
7
z

1122 Phuong 4n quan Iy truy cp giira cac viing mang va phong chong xam nhap Diém b Myc 7.211 hua d

Hinh 44: Man danh sach Yéu cau ky thudt Phwong an dam bao an toan
HTTT
Buée 2: Ngudi dung c6 thé cap nhat timg tiéu chi dép ing cia HTTT

211

Yéu cau k§ thuat (Dap tmg 0/99) Ngay dy kién = m
™

¢ [ 035 ing oise | T g
st i cnd o o e B Trang i ‘Thuyé minn phung én

YEU CAUKY THUAT
toan mang

Thiét k& hé thang

- D 1 Chua diping
b D 1 Chuwa gy 9

hed
oi . 3
0 1 oh a

the
e o 1 Chua gép ing
" na

tngm "

DiémaMuc 7211 Chua dap ing
121, Phuong 40 quAn 1§ truy €4, quAn i hé theng tr xa an toan  DIEm b Muc 7211 Chsa 6ép dng

Hinh 45: Man cdp nhdt Phwong dn trién khai

- “Trang thai ”: Chon trang thai dap ung ti€u chi

- “Ngay duw kién”: Néu chwa dép Gmg, chon thoi gian du kién

- “Phwong an”: Ghi cht vé thong tin phuong an

Buée 3: Chon nit d& Twu Tai danh séch théng tin tiéu chi da cap
nhat

e) Céu hinh

Don vi van hanh

Muc dich: Hién thi danh sach don vi van hanh HTTT cua don vi

Tai man danh sach don vi van hanh nguoi dung cé thé tim kiém theo tén

im kigm,

chon
Thao tac:
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Bwéc 1: T menu trai chon dé chuyén dén man “Danh
sach don vi van hanh”

Buéc 2: Man “Danh sach don vi van hanh” hién thi danh sach don vi van
hanh HTTT cua don vi

Danh sach don vi van hanh m kigm + Taoméi
STT TEN DON VI NGUTI DAI DIEN CHUC VY THAO TAC
1 Trung tam CNTT Dao Vigt Anh Pho Téng Giam ddc
2 Trung tdm théng tin tin dung

S04 Van hoa, Thé thao va Du lich

4 Cong ty Céng nghé thang tin VNPT

5 S& Thong tin va Truyén thang

[ Pon vi mdi tets Duydn Dev
7 dan vi test 2 Duydn

8 S& Théng tin va Truy&n thang Ha NG

Hinh 46: Man danh sach don vi van hanh

Buéc 3: Nguoi ding don vi c6 thé thém méi thong tin don vi van hanh
bang cach di chuyén chudt sang tay phai man hinh chon cp nhat thong tin don
vi

Thém mai don vi van hanh

Tén don vi * Dia chi
Ngudi dai dién Cap hanh chinh *
Chire vy Tinh/Thanh phd

Quy dinh chire nang, nhiém vu va quyén han

S6 dién thoai

Fax

Hinh 47: Man thém moi don vi van hanh

- “Ten don vi”’: Nhap tén don vi van hanh
- “Ngwoi dai dién”: Ngwoi dai dién don vi
- “Chirc vu”: Chirc vu ngudi dai dién
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- “Quy dinh”: Quy dinh don vi

- “Churc nang”: Chirc nang cua don vi van hanh

- “Nhiém vu”: Nhiém vu ciia don vi van hanh

- “S6 dién thoai”: Nhap s6 dién thoai

- “Fax”: Nhip s6 fax

- “Pia chi”: Nhap dia chi don vi van hanh

- “Cép hanh chinh”: Chon cép co quan ciia don vi van hanh

Budc 4: Nhap cac thong tin chinh stra va chon dé luu thong tin

Tai khodan don vi van hanh

Muc dich: Hién thi danh sach cac tai khoan cta don vi van hanh thudc co
quan chu quan

Thao tac:

Buéc 1: Tir menu trai chon £ dé chuyén dén man “Danh sich
tai khoan don vi van hanh”

Buée 2: Nguoi dung don vi chuyén trach c6 thé tra ctru thong tin, thém
mai, cap nhat thong tin tai khoan cac don vi van hanh tryc thudc.

Buwéc 3: Dé thém méi “Tai khoan”, ngudi dung chon O phia bén
phai.

Dang ky tai khoan don vi van hanh

Cap hanh chinh
Quan/Huyén/Thi xa

Don vi
Tén dang nhap(Email)

Ho va tén

Hinh 48: Man dang ky tai khoan don vi vdan hanh

- “C4p hanh chinh”: Chon cip co quan don vi van hanh

- “Pon vi”’: Chon don vi van hanh theo ca”ip hanh chinh

- “Tén dang nhap(Email)”: Nhap email cua don vi van hanh
- “Ho tén” : Nhap tén don vi van hanh
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Buéc 4: Chon dé lru thong tin
f) Tailiéu - Héi dap
Tai li¢u
Muc dich: Hién thi danh sach tai liéu quy pham phép luat, tai liéu hudng

Thao tac:

Bwéc 1: Ttir menu trai chon

Buwéc 2: Man “Tai liéu” hién thi danh sach céc tai liéu lién quan, dugc chia
thanh cac nhém: Vian ban quy pham phap luat, Huéng dan sir dung, HO so dé
xuat cip d6, Biéu mau cong van

dé chuyén dén man “Tai liéu”

V&n ban quy pham phap luat

Trich yéu Téi xuéng
6 02/CT-TTg ngay 26/4/2022 ctia Thi o : ¢
e o Chi thi s6 02/CT-TTg ngay 26/4/2022 ctia Thil tuéng Chinh phi
CATTT ngay : st ;i S e c .
Sl Cong van s 1598/BTTTT-CATTT ngay 28/4/2022 ctia B Théng tin va Truyen thng
Truyen thong - Y &

vé viéc huéng dan trién khai mét s6 nhiém vu trong tim vié an toan théng tin mang trong nam 2023.

Quy dinh chi tiét va huéng dan mot s6 digu cla Nghj dinh s8 85/2016/ND-CP ngay 01/7/2016 cta Chinh phu vé

bdo dam an t hé théng théng tin theo cap 46
Luat An toan théng tin mang Luét s& 86/2015/QH13 ngay 28 thang 12 nam 2015 cla Quéc héi
Naghi dinh 85/2016/ND-CP Nghi dinh v& ba théng tin theo cap dé
Chi thj s6 02/CT-TTg ngay 26 thang 4 nam ; o . .
i=n i . Chithi v& phat trién Chinh phii dién tir huéng téi Chinh phi s6, thiic ddy chuyén ddi s qudc gia
2022
Cong véan s8 652/BTTTT-CATTT V& viéc hudng dan trigén khai mét 58 nhiém vy trong tdm V& an todn thong tin mang trong ndm 2023
Huéng dan sir dung
Canci Trich yéu Tdi xudng
H® so dé xuat cdp do
Cén e Trich yéu T 8ng
Mau HB so d& xuat cap dg 1 Tai liéu hudng dan xdc dinh cdp dd va xay dung H8 so dé xuat cap do 1
Mau HB so d& xust cap do 2 Tai liéu hudng dan xéc dinh cap dd va xay dung HB so d& xuat cép dg 2
M3u HB so de xust cap dd 3 Tai liéu hudng dan xéc dinh cap do va xay dung HB so d& xuat cip do 3

Tai ligu b
dung Ho 50

Hinh 49: Man danh tai liéu cong van

ad ac dinh cap do va xay

ab 4 Tai liéu hudng dan xdc dinh cap dé va xay dung HO so dé xuat cap 4o 4

Buwéc 3: Nguoi dung don vi c6 thé tai cac tai lidu dé tham khao

Héi dap

Muc dich: Hién thi danh sach cic cau hoi vé cac chu dé lién quan trong hé
théng

Thao tac:

Bwée 1: Ttir menu trai chon [E5
chii dé&”

2 dé chuyén dén man “Héi dap theo
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Hoi dap theo chu de Tim ki

Tatca Van ban Chi thé lién quan Bdo cdo thdng ké Xay dung HSDXCD

Cau hoi:

Nguéi ding &n danh

Tra loi:

Tré 1o

&4

Cau héi: Trach nhiém clia Don vi chuyén trach vé an toan théng tin?

Tra 15i:

14 don vi ¢6 chire nang, nhiém vu bao dam an toan théng tin clia chd quan hé théng théng tin.

¢

Cau héi: Trach nhiém cia Don vi van hanh hé thang théng tin?

L]

Cau héi: Téi muén héi Quy dinh vé bao dam an toan théng tin theo cap dé & VBQPPL nao?

L]

Cau héi: Ho so dé xuat cap d§ gom bao nhiéu phan?

Traloi:

Gdm 3 Phan chinh: T8ng quan, D& xuat cdp dg, Thuy&t minh phuong an bao dam ATTT
L]

Hinh 50: Man danh sach cdu héi theo chi dé

Budc 2: Nguoi dung don vi co thé loc cau héi theo cha dé hodc tim kiém
theo tir khda

Buée 3: Dé thém méi “Tai khoan”, nguoi ding chon O phia bén
phai.

Chu de

0 6

Néi dung cdu hoi

Hinh 51: Man dang ky cdu hoi

g)  “Cha d&”: Chon chu d& can hoi

h)  “An danh”: Chon néu mudn hoi an danh

i)  “Noi dung ciu héi” : Nhap van dé can hoi
Budéc 4: Chon dé guri thong tin cau hoi 1én hé thdng
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2.2. Pdi véi tai khoin Pon vi vin hanh
a) Chirc ning Thong ké
Muc dich: Dé ngudi dung c6 thé nam bat dugc thong tin so liéu , ty 18 phé
duyét HTTT qua nhitng biéu d6 thong ké.
Thao tac:

N

Buéc 1: Tir menu trai chon EEliid B chuyén dén man “Biéu dd
thong ké HTTT”

Budéc 2: Man “Biéu dé thong ké HTTT” hién thi thong ké ty 1& phé duyét
, 80 lieu phé duyét HTTT véi cd nude

Thanh Hoéa (Chua nhap thang tin don vi)

Ty 1& phé duyét HTTT véi ca nuéc o= S6ligu phé duyét HTTT Thanh Hoa =)
100 100 00
100% (100 100 ] m s 100%
/ / a
— / \ / N - ey
/ / 4010
s0%

5 14 phé duyit
H

\ [ - g E
60 / \ / 30 / / 60%
50° / [ / 50%
- \ = |- N B
. \ DCJ = \ oo o' /

[ §] e A

s/ \ /

0% ﬂ/ \ﬂ g/ 0 0%

HTTT Cép 1 HTTT Cép2 HTTT Cép 3 HTTT Cép 4 HTTT Cp 5 Téng Cépao Cépgo2 Cdpdoa Cépao4 Cipdds Téng
Canuge @ Thanh Hoa

@SOHTTT @ S6HTTT da phé duyét @ Ty 1§ dat
Hinh 4: Man biéu dé thong ké sé liéu HTTT
Buée 3: Co thé Thém thong tin co quan cha quan
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Thém théng tin co quan chu quan X

Tén co quan
Bao hiém Xa héi Viét Nam
Nguai dai dién

Nhap tén dich vu

Nhap tén dich vu

Quy dinh chirc nang, nhiém vu va quyén han

S dién thoai
Nhap tén dich vu
Fax
Nhap tén d

ich vu

Dia chi

Hinh 5: Man nhdp thong tin don vi chu quadn

Pién thong tin ddy di xong chon luu lai dé luu thong tin vira nhap
Buwéc 4: Sau khi nhap xong thong tin nguoi dung c6 thé cap nhat bang cach
chon: “Cap nhéat thong tin”

B40 hiém Xa ho Viet Nam

Ty Ié phé duyét HTTT véi ca nudc =] S6 lidu phé duyét HTTT Bao hiém Xa hoi Viét Nam =]
28
100% 28 90 100%
0% E. 0%
80% 0%
21 1

0% 70%
- 7
a0 0%
H
®
5% E 14 0%
5w 40%
5

30% 30%

7
20% 20%
10% 0 10%
00
0% [ L0 n 0 0%
HTTT Cép 1 HTTT Cép2 HTTT Cép 3 HTTTCép4 HTTT Cép 5 Téng Cépas1 Cépdg2z Cépdé 3 Cépadg 4 Cépdd s Téng

Ca nudc @  Baohiém X3 hoi Viéi Nam @56 HTTT @ S6HTTT dd phé duyét @ Ty 16 dat e ——

Hinh 6: Man biéu do théng ké sé liéu HTTT
Hoac xem thong tin
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B40 hiém Xa ho Viet Nam

Ty 1& phé duyét HTTT véi ca nude =] $6 lidu phé duyét HTTT Bao hiém X& hdi Viét Nam =]
28
100% 28 90 100%
0% Ea 90%
80% 80%
pal 1
70% T0%
= 7
2 e 60%
H
°
5 s0% {50 | 14 50%
i 40% 40%
=
30% 0%
T
20% 20%
10% o 10%
00
o [ n n 0 0%
HTTT Cép 1 HTTT Cép 2 HTTT Cép 3 HTTT Cép 4 HTTT Cép5 Téng Clpas i Cépds 2 cipdsa Cépab 4 Cépdss Téng

Came @ B20nidm X5 NGVt Kem @5 HTTT @ SEHITT GiEns cuyst @17 6t
Hinh 7: Man biéu do théng ké sé liéu HTTT
Nguoi ding ciing c6 thé xuét thong tin bang cach
Bao hiém Xa hoi Viét Nam

Ty 1&é phé duyét HTTT véi ca nude =] S6 lidu phé duyét HTTT Bao hiém Xa hoi Viét Nam =]
28
100% 28 90 100%
0% E. 0%
80% 80%
21 i

0% 0%
- 7
2 e 0%
H
@
5% E 14 0%
_:, 40% 40%
5

30% 30%

7
20% 20%
10% 0 10%
00
o [ n n 0 0%
HTTT Cép 1 HTTT Cép2 HTTT Cép 3 HTTTCép4 HTTT Cép 5 Téng Cépds1 Cépdg2z Cépdé 3 Cépadg 4 Cépdd s Téng
Ca nudc @  Baohiém X3 hoi Viéi Nam @56 HTTT @ S6HTTT dd phé duyét @ Ty 16 dat

Hinh 8: Man biéu do thong ké s6 lieu HTTT
Buée 5: Chon thong tin chi tiét sé lidu phé duyét HTTT s&
dugc hién thi day da bén dudi

Xu#t bdo cdo

Bao hiém X3 hdi Viét Nam

Ty 1& phé duy&t HTTT véi ca nudc 4 e S6 ligu phé duyét HTTT Bao hiém Xa hai Viét Nam =
28

100% 28 90 100%

20% {90 | 20%

80% 80%

21 1

0% 70%
= 7
S 60 60.71} 0%
H
@
g s0% 50 | 14 50%
5 e 0%
@

30% 30%

7
20% 20%
10% 0 10%
00
0% [@ o] o o 0%
HTTT Cép 1 HTTT Cép 2 HTTT Cép3 HTTT Cép 4 HTTT Cép 5 Téng Cépad 1 Cép b2 Cépab 3 Cépad 4 Cépab 5 Téng

Canuéc @  Béohiém X4 hai Viét Nam @S5 HTTT @ S5 HTTT 03 phé duyét @ Ty 16 dat Thong 7

Téng sa hé théng théng tin (HTTT) cua don vi 1a 28, trong d6 HTTT duoc phé duyét 12 17, Cu thé cac HTTT dugc phan loai theo cap d6 nhu sau:

- Téng s6 HTTT xac dinh cdp dd 2 1a 10, trong dé s6 HTTT duge phé duyét 1a 9/10, dat 90%; cao hon so vdi trung binh ctia ca nudc dat 61.6%. X&p hang 23/95
- T8ng s6 HTTT xdac dinh c&p dd 3 14 16, trong d6 s8 HTTT dugc phé duyét 14 8/16, dat 50%; thap han so véi trung binh cla ¢ nudc dat 66.5%. X&p hang 47/95
- T8ng $6 HTTT xac dinh cap dd 4 14 2, trong d6 s HTTT duge phé duyét 13 0/2, dat 0%; thap hon so véi trung binh clia ¢ nudc dat 27.3%. X&p hang 95/95

- Khéng c6 HTTT xac dinh cap d6 1, 5

Hinh 9: Man biéu do théng ké sé liéu HTTT
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b) Chirc niing Bio cdo, thong ké

Chirc ning cho phép nguoi dung tao moi, giri va quan 1y danh sach cac sb
liéu hé thong thong tin da thong ké

Bio c4o sb liéu

Muc dich: Hién thi thong ké sé luong HTTT trong don vi, tinh trang bao
céo theo cac ky cua don vi. Nguoi ding cac don vi co thé giri bao cdo sd licu
HTTT lén cuc ATTT phu trach

Thao tac:

Buwée 1: Tur menu trai chon EREEES

dé chuyén dén man “Béo cdo sd
liéu hé thong thong tin”

Budéc 2: Man “Béo c4o so liéu hé thong thong tin” hién thi thong ké s6
licu HTTT trong don vi danh sach HTTT trong don vi.

[ Bdocdo | Théng ke

Thang ké s lugng hé thdng thong tin trong don vi

Hé théng théng tin cap 6 1 Hé thong théng tin cap d6 2 Hé théng thong tin cap 46 3 Hé thng théng tin cap do 4 Hé thong théng tin cap d6 5
Ky bdo cdo Tinh trang bao céo Thai gian bao cdo
Téng s6 Da duyét Téng s6 DA duyét Téng s6 Da duyét Téng s6 Da duyét Téng s6 Da duyét
03/2024 0 0 8 8 5 2 1 0 2 2 Chua bao céo

Cép nhét bio cdo

Thang ké s6 Irgng hé thong thong tin theo don vi van hanh

03-2024 £ | chuabo cdo
Hé théng théng tin cap Hé théng théng tin cap Hé théng théng tin cap Hé théng théng tin cap Hé théng théng tin cap
do1 a62 a3 asa a5
STT Don vi van hanh Trang thai Thao tac

Tongss  Daduyét  Tongss  Daduydt  Tongss  Daduyét  Tongss  Daduyét  Tongss  Daduyét
1 o o o 0 0 0 o 0 0 0 Chua bo céo
2 Vu Khoa hoc va Cong nghé 0 o o 0 0 0 o o o 0 Chua béo cho.
3 Vu K& hoach - Tai chinh o o o 0 0 o o o o o
4 Vu Kinh t& 56 va Xa hoi 6 o o 0 0 0 0 o 0 o 0 Chua béo céo
Vu Hop téc quic 16 0 o o 0 0 0 o 0 0 0 Chua bo cdo

Hinh 10: Man théng ké s6 liéu HTTT va danh sach HTTT trong don vi

Buwéc 3: Chon dé guri s6 liéu bao cdo 1én don vi phu trach
(Cuc ATTT)
Buwéc 4: Néu ky bao cao khong co6 thay d6i so véi ky trude, chon
dé gtri bao
cdo. SO liéu duoc tinh ty dong theo danh sach HTTT cua don vi. Chon
dé giri s6 liéu bao cdo 1én don vi phu trach(Cuc ATTT)
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Bao cdo so lugng hé thdng thdng tin trong don vi X
Ky béo cao

05-2023 =
S6 hé thang cap 1 da duyét Téng sd hé thong cap 1

0 0
S6 hé thang cap 2 da duyét Téng s6 hé théng cap 2

9 10
S6 hé thang cap 3 da duyét Téng s6 hé théng cap 3

7 13
S& hé théng cap 4 da duyét Téng s6 hé théng cap 4

2 2
S6 hé thang cap 5 da duyét Téng s6 hé théng cap 5

0 0

o

Hinh 11: Man minh hoa bdo cdo khéng cé thay doi

Théng ké don vi

Muc dich: Cung cép thong tin théng ké sb lugng, thiét bi, may chu, phé
duyét moi, trién khai HTTT trong don vi

Thao tac:

Budc 1: Tur menu trai chon dé chuyén dén man “Théng
ké hé thong thong tin”

Budéce 2: Man “Théng ké hé thong thong tin” hién thi théng ké , s liéu
HTTT trong don vi.
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Béo cao Thongké | ® Chua phé duyét @03 phé duyet @93 trién knai day cuPA ATHTTT R

S6ligu HTTT tat ca cap 46 S61igu HTTT cap a5 1 s S6 ligu HTTT cap a5 2

Tang: 28 Tang: o Tang: 10

. 1M 39.3% . ] 0% . 1 100%
L 17 60.7% L] o 0% L 9 90.0%
. 0 0.0% . 0 0% . 0 0.0%

S6ligu HTTT cap 46 3 o S6ligu HTTT cap 46.4 & S6ligu HTTT cap 43 5
Téng: 16 Téng: 2 Téng: ]
L 8 50.0% L 2 100.0% L] o 0%
° 8 500% . 0 00% . 0 0%
. o 00% . 0 00% . 0 0%
SGHTTT méi trong ky SG HTTT phé duyét mdi trong kit SGHTTT dé tam dimg trong ki
+0/28 +0/17 +0/0
S6 HTTT trién khai day dii PA béo dam ATTT trong ky S6 luong HTTT thicu ca thiét bi va may chi
+0/0 28
$6 Iugng thiét bj mang 6 lugng thiét b bao m3t 6 lugng may chit
0 0o 0

Hinh 12: Man théng ké HTTT .

¢)  Quin ly hé thong thong tin
Danh sach h¢ thong thong tin
Muc dich: Chirc ning ndy gitp ngudi dung xem tong thé danh sach HTTT
trong don vi, tim kiém HTTT theo tén hodc theo cép do HTTT
Thao tac:

Bwéc 1: Tir man hinh “Quan 1y ngudi dung” chon nat FEREERITRANT ¢é

chuyén dén man danh sach HTTT
Bwéc 2: Tai man hinh “Danh sach hé thong thong tin” hién thi tong thé

danh sach HTTT trong don vi.
Tong s6 hé thong thang tin: 16

st Oonvivin hanh Taa h théng co nP\,v‘é Tua T o

S o i = @
) 0
o Talligu o uar ° ope
i dip . iocr ° o
© Qudn tri tai knoan i ] [ ]
e o ° ooe
B o oze
: © oze
N R = o
p = o
¥ u phan t g © sz s [
i i e o
; ; . o ] = o
= s 5 =

Hinh 13: Man danh sdch hé thong théng tin
- Nguoi dung co thé loc danh sach HTTT theo céc cép do hé théng,
don vi van hanh, trang thai phé duyét, thong tin hién trang, tinh trang trién
khai day du phuong an ATTT, hodc tra ctru theo tén HTTT

Thao tac

Otm o
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Hinh 14: Muc tra civu danh sich hé thong thong tin

- Nguoi dung ciing ¢6 thé xem thong tin chi tiét HTTT, chon dé
cap nhat thong tin HTTT hoac chon dé chuyén HTTT sang danh sach

dirng van hanh, hoic™ dé van hanh lai HTTT
Thém méi hé thong thong tin
Muc dich: Chirc nang nay giap nguoi dung thém moi HTTT
Thao tac:
Budce 1: Tir menu bén trai chon FEREEEREREITEE

, nguoi dung di chuyén sang

tay phai man hinh chon dé nguoi dung nhap cac thong tin vé HTTT can

tao

Thém hé thong thong tin

Tén hé thong théng tin*

Vi tri trién khai * Don vi cung cap dich vu Don vi van hanh *

Cap do hé thong * Trang thai * Thai gian dé xuat phé duyét
Hé thang cap 1 Chura phé duyét B

Trién khai phuong 4n bdo dam ATTT theo cap o Thaéi gian dur kign trién khai day di PA bao dém ATTT theo cap do

Chua trién khai day du =]

Thang tin hién trang Thai gian dua vao van hanh *

Hinh 15: Man thém méi hé thong thong tin

“Tén hé thong thong tin”: Nhap tén cia HTTT

“Vi tri trién khai”: Nhap vi tri trién khai hé théng(Tai co s¢ hoidc thué
dich vu)

“Pon vi cung cip dich vu”: chon don vi cung cdp néu hé thong trién
khai tai doanh nghi¢p

“Pon vi van hanh”: Nhap tén don vi van hanh hé thong

“Cap d hé thong”: Chon cip do6 cua hé thong

“Trang thai”: Nhap trang thai phé duyét hé thong
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- “Thoi gian dé xudt”: Nhap thoi gian dé xuat néu hé thong chua phé
duyét

- “Thoi gian dy kién trién khai day dia PA ATTT”: Nhap thoi gian du
kién

- “Théng tin hién trang ”: Chon hién trang hé thong thong tin

- “Thoi gian dwa vao van hanh”: Nguoi dung chon thoi gian bat dau sir
dung hé théng

Buwéc 3: Chon dé luu thong tin HTTT vira nhap

Cap nhat hé thong thong tin

Muc dich: Chutc ning nay giup ngudi dung cap nhat thong tin ho so dé
xuat cap d6 cia HTTT

Thao tac:

Budc 1: Tur danh saich HTTT di chudt sang tay phai man hinh chon dé
cap nhat thong tin vé HTTT, hé thong s& diéu huéng sang man hinh xay dung hd
so dé xuat cap do dé nguoi dung tién hanh cap nhat

Chon cach xay dung ho so dé xuat cap dé

Hinh 16: Man hinh cdp nhdt hé thong théng tin

Buwéc 2: Chon tao méi hodc sir dung hd so miu di co dé bat dau xay dung
hd so dé xuét cap do

Chi tiét hé thong thong tin

Muc dich: Chirc nang nay giup nguoi dung xem danh sach HTTT da duyét
trong don vi, tim kiém HTTT theo tén hodc theo ca”ip do HTTT

Thao tac:

Budc 1: Tu danh sach HTTT, click chon vao nut 2 cia dong HTTT dé
xem chi tiét thong tin vé HTTT



STT Don vi van hanh

1 CucBuudién Trung uong

Buu dién Trung uong

théng da phuong tién -

6ng ty Truyén thong da phuong tign -

n

am
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Tén hé thong
Hg thang mang truyén 6 ligu chuyén ding csp
Mang dign béo He dac biét
Hé thong hop tryc tuyén cho co quan nha nuéc

Ha ting chuyén biét phyc vy tac nghiép va hoat ddng bao chi

Hg thong thong tin Website media

Mang dign rong phyc vy hoat dng ciia Cuc BDTW

Hg théng Cng thong tin va Thur di

H¢ thong dénh gid, kiém dinh an toa

n thong tin

Hé thong gidm sat cac si of an toan mang va hd trg theo dai, phan tich sur ¢g, tain coi

Hinh 17: Man danh sach hé thong théng tin

g an toan thong tin mang

Cip  Phé
dé  duyét quinly

o

o
(]
[
o
(]
(]
(-]
[
[
o

Tiéuchi  Tiéu chi

Thao tac

Ky thudt

41/42 32/51

Budéc 2: Man thong tin chi tiét HTTT, nguoi ding c6 thé xem thong tin va

cap nhat cac tai liéu lién quan caia HTTT

Tén hé thdng théng tin

Co s& dit lidu nganh gido duc + Co sé dit liéu gido duc Mam Non + Co sé dit liéu gido duc Phé théng + Co sé dir liéu

gido duc Thuong Xuyén

Bon vi van hanh

Cuc Cdng nghé thong tin.

Cap dbé hé thoéng

Hé théng cap 3

Tai ligu hé théng

Logi tai liéu

Vi trl trién khai

Trang thai

Da phé duyét

M& 1

Hinh 18: Man chi tiét hé thong théng tin

d Hb

so de xuat cap do

Xay dung HSDXCD cho HTTT
Muc dich: Chirc ning nay gitp ngudi dung xay dung ho so dé xuét cac cap

do trong HTTT
Thao tac:

Bwéc 1: Th man danh sach HTTT chon
dung ho so dé xuat cip do”
Buwéc 2 : Man “Xay dung so d& xuit cap d6” hién thi

Tham tai liéu

Téi xusing

dé chuyén dén man “Xay
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Xay dung ho so dé xuat cap do

1. Théng tin téng quan vé HTTT

1. Thuy&t minh cap do de xuat

1Il. Thuy&t minh phuong &n bao dam an toan HTTT EITTEAE hOngHii Sng qran B LD
1. Thong tin hé théng
A A 1 (YA 2. Thong tin Chi quan he
Yéu cau quan ly (Dap ang 41/42) thang théng tin
7 3. Thong tin don vi van hanh
STT Tiéu chi D& g 41/42 ThT;;‘:Z"O:;:VN Trang thai Thuyét minh phuong an 4. M0 13 pham vi quy md
- " 5. Mo 1a cdu trdc cla hé
YEU CAU QUANLY théng
Thiét 1ap chinh séch an toan théng tin II. Thuyét minh cap d de xuat
. o 1. Danh myc hé thong théng
Chinh séch an toan théng tin tin va cop A6 42 xust
Xay dung chinh sach ATTT gom: - Quan Iy an toan mang; 2. Thuyé&t minh d& xudt cap
111 Quan| may chu va (g dung; - Quan Iy an toan dir Diém d Myc 6111 Chua d4p (mg 40 dGi v6i hé thdng théng tin
ligu; - Quan Iy an toan thiét bi du cus 3. Quy ché bdo dm an toan

théng tin k&m theo
1L Thuyét minh phuong 4n bio
.. Chinh sdch 5 chic/bd phan duge dy quyén thong qua trudc . dém an toan HTTT
121 5 ; ! ¢ Diém a Muc 6:11.2 s >
Khi cong b6 4p dung g b Yéu cau quén Iy
Yéu cau K thuat
Céc tiéu chi cho thiét bi, méy
inh ky 03 nam hodc c6 thay ddi chinh séch ATTT kiém tra : . . chi, img dung/dich vy
4 ; : Di6m a Muc 6.11.3 DG CIch
tinh phis hop va thice hién ra nhat, b6 sung et 1. Bao d4m an toan mang
2. B40 d4m an toan méy chi
3. B40 d4m an toan ung dung

Xy dyng va cong bo

Ré s08t, stra d6i

g
2

T6 chirc bado dim an toan théng tin
Don vj chuyén trich v& an toan théng tin

©6 bd phan cb trach nhiém bdo dam an toan théng tin cho t8

211 A Diém a Muc 61.21
chire

i

Hinh 19: Man xdy dung dir thao hé so dé xudt cap dé

Ngudi dung thao tac nhan nut hodc click cac muc trén phu luc dé cap
nhat thong tin cia HTTT

Mo ta pham vi quy mo

Muc dich: Cap nhat pham vi, quy mo6 cia HTTT

Thao tac:

Budc 1: Tu man hinh HSBXCD, tai muc 4. M6 ta pham vi quy mo6 chon

Céap nhat thong tin

— Cé&p nhat pham vi, quy mé hé théng thong tin

Pham vi, quy mé ctia Hé théng théng tin Déi tuong phuc vu cda hé théng

Luu théng tin

Hinh 20: Man pham vi, quy mé HTTT ho so dé xudt cdp do

Budc 2: Nhap thong tin va chon

M3 ti cAu tric ciia hé thong

Muc dich: Chtrc nang nay gitip ngudi ding cap nhat cac so d logic va so
dd két ndi vat Iy caa HTTT

Thao tac:

Budc 1: Tu man hinh HSBXCD, tai muc 4. M6 ta pham vi quy mo6 chon
ting so d6 ctia hé thong
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Bwéc 2: Tai anh so dd logic tong thé cua hé thong va nhan luu

5.1 S0 do6 logic tong thé

So dé logic tdng thé

NO IMAGE
AVAILABLE

Hinh 21: Man hinh so dé logic tong thé

Buwéc 3: Tai anh so do két noi vat ly cua h¢ thong va nhan luu
5.2 So do két nGi vat Iy

So do két ndi vat ly

NO IMAGE
AVAILABLE

P Téianh m

Hinh 22: Man hinh so do két néi vt 1y

Thiét ké cac ving mang

Muc dich: Chtrc ndng nay gitp nguodi dung cdp nhat danh séch cac vung
mang trong HTTT

Thao tac:

Buée 1: T man hinh HSPXCD, tai muc 5.3 Thiét ké cac vung mang, chon



5.3 Thiét k& cac vung mang

STT Ving mang

114

Muc dich thiét ké

1 Ving mang néi bd
2 Ving mang bién
Ving DMZ

4 ving may chi néi bd

5 Ving mang khong dédy (n&u c6) tach riéng, dac 1ap
vdi cdc ving mang khac

6 Khéc

Thém viing mang

Thao tac

Hinh 23: Man danh sach viung mang trong HTTT

Buwéc 2: Chon viing mang sir dung va nhap muc dich stir dung

STT Ving mang

Muc dich thiét ké

Thao téc

(8 [ x]
4

Hinh 24: Man thém vung mang trong HTTT

“Yung mang”: Chon ving mang mai

- “Muc dich thiét ké”: Nhap thong tin muc dich
Budée 3: Chon L= dé luu thong tin thiét bi vira nhap

Buwéc 4: Nguoi dung ciing c6 thé chon

chon BBA dé xoa thiét bj khoi danh sach
Danh muc thiét bi mang/bao mit sir dung trong hé thong

dé stra thong tin thiét bi, hoic

Muc dich: Chirc ning nay giup ngudi dung cap nhat danh sach cac thiét b

trong HTTT

Thao tac:
Budce 1: T man hinh HSPXCD, tai muc 5.4.1 Danh muc thiét bi
mang/bao mat si dung trong hé théng hién thi danh sach thiét bi mang, thiét bi

bao mat dugc st dung trong HTTT

5.4.1 Danh sach thiét bi mang/Thiét bi bao mat

STT Tén thiét bi

1 CoreQ2

2 | Core01

3 Fwoz
4 Fwo
5 Swo2
6  SWO
7 | RO3

Chuing loai

Switch Cisco
Switch Cisco
Firewalls Fortinet
Firewalls Fortinet
Switch Cisco
Switch Cisco

Router Cisco

Vi tri tri€n khai
Khac

Khic

Ving mang bién
Ving mang bién
Viing mang bién
Ving mang bién

Ving mang bién

Thém thiét bi mang Thém thiét bi bdo mét

Muc dich str dung Du phéng cho thiét bj Thao téc

chuy&n mach 15 TB chinh - Khéng co dy

g phong
chuy&n mach 15 TB chinh - Khéng c6 dy
héng phong

TB chinh - Khéng c6 dur
phong

Quan ly
ving

la  TB chinh - Khong cd dy

Khéng cé du

phéng

Khéng cé dy

Khong co dy

Hinh 25: Mdn danh sdch thiét bi mang, bao mdt trong HTTT
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Budc 2: Nguoi dung cé thé chon thém méi hodc cap nhat céac thiét bi trong
HTTT

5.4.1Danh sach thiét bi mang/Thiét bi bao mat
STT Tén thiét bi Chuing loai Vi tri trién khai Muc dich sir dung Dy phong cho thiét bj Thao tac

Hinh 26: Man thém mdéi thiét bj trong HTTT
“Tén thiét bi”: Nhap tén cia thiét bi
- “Chiing loai”: Chon chung loai thiét bi
- “Hang thiét bi”: Chon hing thiét bi
- “Model”: Chon dong thiét bj theo hang
- “Vj tri trién khai”: Nhap vi tri dat thiét bi
- “Muc dich sir dung”: Muc dich sir dung cua thiét bi
- “Dy phong cho thiét bi”: Chon thiét bi chinh cin du phong(Néu dang
nhap thiét bj du phong)

Buéc 3: Chon E dé luu thong tin thiét bi vira nhap

Buéc 4: Nguoi dung ciing ¢6 thé chon dé stra thong tin thiét bi, hoic
chon BBA ¢é xoa thiét bj khoi danh sach

Danh muc thiét bi may chi trong hé thong

Muc dich: Chirc ning nay giup ngudi dung cap nhat danh sach cac thiét bi
may chu trong HTTT

Thao tac:

Bude 1: Tir man hinh HSBXCPD, tai muc 5.4.2 Danh muc thiét bi may chu
str dung trong hé théng hién thi danh sach thiét may chi dugc st dung trong
HTTT

5.4.2 Danh sach may chil

STT Tén thiét bj Chung loai Vi tri trién Khai Muc dich str dung Thao tac
1 | Server08 S \ 3y ch 6

Server07 Server

Server06

5 Server04 Server Viing mdy chl ndi

Hinh 27: Man danh sdch thiét bi mdy chii trong HTTT

Budc 2: Nguoi dung cé thé chon thém méi hodc cap nhat céac thiét bi trong
HTTT
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STT Ten thiét bi Chang loai Vi tri trién khai Muc dich sir dung

Hinh 28: Man thém mdi thiét bi may chii trong HTTT

- “Tén thiét bi”: Nhap tén cua thiét b

- “Loai may”: Chon loai may vat 1y hoac may chu do hoa
- “Chiing loai”: Chon chung loai thiét bi

- “Hang thiét bi”: Chon hang thiét bi

- “Model”: Chon dong thiét bj theo hing

- ““Vi tri trién khai”: Nhap vi tri dat thiét bi

- “Muc dich sir dung”: Muc dich sir dung cta thiét bi

Buéc 3: Chon E dé luu thong tin thiét bi vira nhap

Thao tac

Buéc 4: Nguoi dung ciing ¢6 thé chon dé stra thong tin thiét bi, hoic

chon W8l ¢ xoa thiét bi khoi danh sach
Danh sach dich vu

Muc dich: Chturc nang nay giup nguoi dung cép nhat danh sach cac dich vu

trong HTTT
Thao tac:

Budc 1: To man hinh HSBXCD, tai muc 5.5 Danh muc cac irng dung/dich
vu cung cap boi hé thong hién thi danh sach tng dung cai dit trén méy cha trong

HTTT
Budc 2: Danh sach dich vu hién thi cac dich vy, img dung dugc sir dung
trong HTTT
5.5 Danh muc cac Ung dung/dich vu cung cap bai hé thong
STT Tén dich vy May chi U'ng dung cai dat Vj tri trién khai HDH Muc dich sir dung

Hinh 29: Man danh sach dich vu thuoc HTTT

Buée 3: Nguoi dung c6 thé thém méi cac dich vu vao HTTT

5.5 Danh myc céc img dung/dich vy cung cap béi hé théng

STT  Téndichvy May cha Ung dung cai dat Vi tri trién khai HDH Muyc dich str dung

nnnnnnnn

Hinh 30: Man thém moi dich vu thuoc HTTT

- “Tén dich vu”: Nhap tén dich vu

- “May chia”: Chon loai may chu

Thao tac

Thém dich vy

Thao tac

4
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- “Ung dung cai dit”: Nhap tén tng dung cai dat

- “Vung mang”: Chon vung mang

- “H¢ diéu hanh”: Nhap tén hé diéu hanh

- “Muc dich sir dung”: Nhap muc dich st dung

Buéc 4 : Chon E 4 1 thong tin thiét bi vira nhap

Budc 5: Nguoi dung cling ¢ thé chon dé sira thong tin thiét bi, hoic
chon K& 4 x6a dich vy khoi danh séch

Danh sach IP ving mang

Muc dich: Chirc nang nay gitip nguoi dung xem danh sach IP ving mang,
tim kiém HTTT theo tén hodc theo cép do HTTT

Thao tac:

Bwéc 1: Tr man hinh HSBXCD, tai muc 5.6 Quy hoach dia chi IP cac
ving mang trong hé thong

Bwéce 2: Danh sach IP ving mang hién thi cac IP duoc st dung trong
HTTT

5.6 Quy hoach dja chi IP céc viing mang trong hé théng Thém IP thanh phian

STT  Ving mang 1P Private 1P Public Thao téc
1 Ving DMZ 192.168.1.0/24 202.191.x.0/24

2 Vung quan tri 192.168.2.0/24 202191.y.0/24

3 Viing may chii ndi b 192.168.3.0/24 202161.2.0/24

Hinh 31: Man danh sach IP thuoc HTTT

Buwéc 3: Nguoi dung co thé chon dé méi IP cia HTTT

5.6 Quy hoach dia chi IP céc ving mang trong hé théng
STT Vung mang IP Private IP Public Thao tac

Hinh 32: Man thém moi dia chi IP

- “Vij tri trién khai”: Nhap vi tri dit thiét bi

- “IP Public”: IP cong khai

- “IP Private”: IP bao mat

Bwéc 4: Chon nut dé luu lai danh sach thong tin IP d3 cap nhat

Danh muc may tram trong HTTT

Muc dich: Chirc ning nay gitip ngudi dung cap nhat danh sach cac thiét bi
may tram trong HTTT

Thao tac:



118
Bude 1: Tir man hinh HSBXCPD, tai muc 5.4.2 Danh muc thiét bi may chu
sir dung trong hé thdng hién thi danh sach thiét may chu dugc sir dung trong
HTTT

5.7 Danh muc may tram trong hé théng thong tin Thém may tram
STT Loai may Hang S6 lugng Ving mang Cai dat AV Thao tac

Hinh 33: Man danh sdach thiét bi may tram trong HTTT

Budc 2: Nguoi dung cé thé chon thém méi hodc cap nhat céac thiét bi trong
HTTT

STT Loai may Hang Sé lugng Ving mang Cai dat AV Thao tac

£

Hinh 34: Man thém méi thiét bi trong HTTT

- “Loai may”: Chon loai may PC hoac may laptop

- “Hang thiét bj”: Chon héng thiét bi

- “S06 lwong”: Chon sb luong thiét b theo hing

- “Vung mang”: Nhip vung mang st dung

- “Cai dit AV”: Thong tin phan mém AV cai dit trén may

Buéc 3: Chon E dé luu thong tin thiét bi vira nhap

Buéc 4: Nguoi dung ciing ¢6 thé chon dé stra thong tin thiét bi, hoic
chon K& dé x6a thiét bj khoi danh sich

Danh muc hé thong thong tin va cap d6 dé xuat

Muc dich: Chirc ndng nay giup nguoi dung cdp nhat danh sich cac hé
théng thanh phan trong HTTT

Thao tac:

Buwéc 1: Tir man hinh HSBXCD, tai phén II muc 1 Danh muc hé théng
thong tin va cip do dé xuat hién thi danh sach hé théng thanh phan trong HTTT

1. Danh muc hé théng théng tin va cap dé dé xust

STT Hé théng Cap d6 dé xuat Can cir dé xuat Thao tac

Hinh 35: Man danh sach hé thong thanh phan trong HTTT

Buée 2: Nguoi ding c6 thé chon thém méi hodc cap nhit cac hé thong
thanh phan trong HTTT
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Hinh 36: Man thém méi hé thong thanh phan trong HTTT

Chon c&n ctr dé xuat theo quy dinh tai Nghi dinh s& 85/2016/ND-CP

] Dieu 8. Hé théng théng tin cap do 2 13 hé théng théng tin ¢é mét trong céc tiéu chi cu thé nhu sau:
[] 1. Hé théng théng tin phuc vy hoat déng ndi bd cla co quan, t8 chirc va cé x(r Iy théng tin riéng, théng tin ¢& nhan cla ngudi sir dung nhung khéng x( Iy thong tin bi mat nha
nuoc.

[C] 2. Hé théng théng tin phuc vu ngudi dan, doanh nghiép thuéc mét trong céc loai hinh nhu sau:
[ a) Cung cap théng tin va dich vu céng truc tuyén tir mire dé 2 tré xudng theo quy dinh ctia phap luat
] b) Cung eap dich vu true tuyén khéng thude danh Mue dich vu kinh doanh cé Digu kién.
] ¢) Cung cdp dich vu truc tuyén khdc ¢6 Xt Iy théng tin riéng, théng tin ¢d nhan cda duéi 10.000 ngudi sir dung.

[[] 3.Hé thdng co sé ha tang thong tin phue vu hoat déng cla mét ¢a quan, t8 chirc.

Hinh 37: Man chon can cir dé xudt theo cd}? do cua HTTT

- “H¢ théng thanh phan”: Nhap tén hé thong thanh phan

- “Cap d6 dé xuat”: Chon cap do ctua hé thong thanh phan

- “Cin cir dé xuét”: Chon céc cin ctr dé xuat

Budce 3: Chon dé luu thong tin thiét bi vira nhap

Buéc 4: Nguoi dung cling ¢ thé chon dé stra thong tin thiét bi, hodc
chon K& dé x6a thiét bj khoi danh sich

Thuyét minh dé xuit cap do doi véi hé thong thong tin

Muc dich: Chirc ning nay giup nguoi ding cap nhat danh sach cac thuyét
minh dé xuat cap do cac hé thong trong HTTT

Thao tac:

Buéc 1: T man hinh HSBXCD, tai phﬁn IT muc 2 Thuyét minh dé xuét
cap do ddi véi HTTT hién thi danh sach thuyét minh hé thong thanh phan trong
HTTT

2. Thuy&t minh de xuat cap do doi vai hé thong thdng tin Cép nhjt
STT Hé théng Thuy&t minh cap do doi voi HTTT
1& thdng giam sat céc su cd an toan mang va hé trg theo ddi, phan tich sy cg, tén

1
céng an toan théng tin mang

Hinh 38: Man danh sdach thuyét minh hé théng thanh phan trong HTTT

Buéc 2: Ngudi dung c6 thé cap nhét cac thuyét minh hé thong thanh phan
trong HTTT

2. Thuy&t minh de xuat cap do doi vai hé théng thong tin
STT Hé théng Thuyét minh cap d¢ doi vai HTTT
Hé thdng gidm sat cdc sy ¢ an toan mang va hé trg theo ddi, phan tich su ¢d, tan

1

c6ng an toan théng tin mang
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Hinh 39: Man cdp nhdt thuyét minh hé thong thanh phan trong HTTT

Buéc 3: Chon IE @ luu thong tin thiét bi vira nhap

Quy ché biao dam an toan thong tin kém theo

Muc dich: Chirc ning nay gitip ngudi dung cap nhat danh sach cac quy ché
trong HTTT

Thao tac:

Bwéc 1: Tir man hinh HSPXCP, tai phan II muc 3 Danh muc quy ché
dam bao ATTT trong HTTT

3.Quy oné béo dém an toan thong tin ke theo

STT  Théng tin quy ché, quy trinh Tai liéu dinh kem Thao téc

Hinh 40: Man danh sach quy ché trong HTTT

Buée 2: Ngudi dung c6 thé chon thém mdi hodc cap nhat cac quy ché
trong HTTT

sTT Théng tin quy ché, quy trinh Tai liéu dinh kém Thao tac

EEETTITTEEES $ 00
%

Hinh 41: Man thém méi quy ché trong HTTT

- “Théng tin quy ché”: Nhap tén thong tin quy ché hé thdng thong tin

- “Tai liéu dinh kém”: upload tai li¢u lién quan

Buwédc 3: Chon E dé luu thong tin vira nhap

Buéc 4: Nguoi dung ciing co thé chon dé stra thong tin, hodc chon E]
dé xoa tai liéu khoi danh sach

Phwong 4n bao dam an toan HTTT - Yéu cau quén ly

Muc dich: Nguoi dung cip nhat lai théng tin thuyét minh cac phuwong an
dam bao ATHTTT

Thao tac:

Buwée 1: Tir man hinh HSDXCD, tai phan III. Thuyét minh phuong an bao
dam an toan HTTT, hién thi myc Yéu ciu quan ly
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Yéu cau quan Iy (Pap tmg 0/80)

- 3 e - Tham chiéu TCVN = & 5
STT Tieu chi T Trang thai Thuyét minh phuong dn

u mGi ien he, phdi hop vGi co quan trong cong tac hd trg digu phdi xir 1y sy o6 AT Diém b Muc 71.2.2 hua

2

n @ -
H H
i i3
H B B

203 I:\;\ t‘lg\a cdc hoat déng, cong tac Adam ATTT khi cé yéu c3u clia t8 chirc cd tham Diémc MUE 71.2.2 GRS

Béo dim nguon nhan e

Diém d Myc 7111 Chua dsp ting

Tuyén dung

Can b6 dugc tuyén

Diém a Myc 71.31

Diém b Muc 71.31
Trong qué trinh lm vigc

hign néi quy, quy ché am ATTT cho ngudi str dung, can b quan
hign noi quy, quy ché bdo dam ATTT cho ngudi strdung, cnbo quan oo T

Diém b Muc 71.3.2 Chua dép ting

Digm ¢ Muc 71.3.2 Chua dép ling

&c phai thu hdi thé truy cap, th
moc, phan cimg, phan mém

Hinh 42: Man danh sich Yéu cau qudn 1y Phirong dn dam bdo an todn
HTTT

Buéc 2: Ngudi dung c6 thé cap nhat timg tiéu chi dép ing cia HTTT

Yéu cau quan Iy (Dap ing 0/80) Ngay du kién =

" [oi ing 0/e0 | Tham chigu —_—
sTT Tiu chi " Bt Trang thai Thuyét minh phuong dn
hwa ddp i
phé
ip ¢
e
nwra adp

w2 9dp tng

Hinh 43: Man cdp nhdt Phirong dn trién khai

- “Trang thai ”: Chon trang thai dap ung ti€u chi

- “Ngay dw kién”: Néu chua dap tng, chon thoi gian du kién

- “Phwong 4an”: Ghi chi vé thong tin phuong an

Buée 3: Chon nit d& Twu Tai danh séch théng tin tiéu chi da cip
nhat

Phuong 4n bao dam an toan HTTT - Yéu cau quan ly

Muc dich: Nguoi dung cip nhat lai théng tin thuyét minh cac phuwong an
dam bao ATHTTT

Thao tac:

Buwée 1: Tir man hinh HSDXCD, tai phan III. Thuyét minh phuong an bao
dam an toan HTTT, hién thi muc Yéu cau k§y thuat
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Yéu cau kj thuat (Dap tng 0/99)

S = Tham chigu TCUN . P .
STT Tiéu chi Dép (mg 0/46 A Trang thai Thuyét minh phuong an
YEU CAUKY THUAT

B40 dam an toan mang

Thiét ké hé thong

11 0 chire naing: Viing néi bo;
111 ing: Viing bién;
11, ng: Viing DMZ
e
s
"
11.24 truy cap, quan Diém b Muc 7.211

11.2.2. Phuong an quan Iy truy cép gitra cac viing m hong chéng xam nhap Diém b Muc 7.211

11.2.3. Phuond dn can bang tai, du phana néna cho cac thiét bi mana chinh Diém b Muc 7.211 [ chua aép g |

Hinh 44: Man danh sdch Yéu cau kj thudt Phwong dn dam bdo an todn
HTTT

Buée 2: Ngudi dung c6 thé cap nhat timg tiéu chi dép ing cia HTTT

Yéu cau ky thuat (Dap img 0/99)

o Tham chigiu F
stT Tiéu chi op irg o/sc [N e Trang thii Thuyét minh phurong dn
YEU CAUKY THUAT
Béo dim an toin mang
Thigt k& h theing
;
i cac D 1 Chua d:
3 i b, - 9
K ing m b
; Dim a 1 Chua dip ing
tho Di 1| ¢n a
0 1| Chua dip ing
o 1 Chua gép ing
n ng
tng m .
Oiém a Muc 7211 Ghua dip ing
121 Phuang an quan I truy e4p, cusdn i hé théng tr xa an toan  DIEm b Muc 7211 Chua adp tng

Hinh 45: Man cdp nhdt Phwong dn trién khai

- “Trang thai ”: Chon trang thai dap ung ti€u chi

- “Ngay du kién”: Néu chua dap ung, chon thoi gian dy kién

- “Phwong an”: Ghi chua vé théng tin phuong an

Buée 3: Chon nit d& Twu Tai danh séch théng tin tiéu chi da cap
nhat

g) Tai liéu - Héi dap
Tai liéu

Muc dich: Hién thi danh sach tai liéu quy pham phép luat, tai liéu hudng

Thao tac:

Buwée 1: Ttr menu trai chon EEERETE dé chuyén dén man “Tai liéu”
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Budc 2: Man “Tai liéu” hién thi danh séach céc tai liéu lién quan, dugc chia
thanh cac nhém: Vian ban quy pham phap luat, Huéng dan sir dung, HO so dé
xuat cip d6, Biéu mau cong van

Van ban quy pham phap luat

Can cii Trich yéu Téi xutng

Chi thj s6 02/CT-TTg ngay 26/4/2022 clia Tha

Chi thi 6 02/CT-TTg ngay 26/4/2022 cla Thi tuéng Chinh phi

1598/BTTTT-CATTT ngay 28/4/2022 cla Bd Thong tin va Truyén thong

Cong van so

uéng dan trién khai mét s6 nhiém vy trong tdm vé an tean théng tin mang trong ndm 2023.

Théng tu s& 12/2022/TT-BTTTT ngay 12 thang | Quy dinh chi
8 ndm 2022 bdo dam an toar

hutng dan mét s digu ctia Nghi dinh s8 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phii vé
ng thong tin theo cap do

Ludt An toan théng tin mang Luat s0 86/2015/QH13 ngay 28 thang 12 nam 2015 cua Quoc hdi

Nghi dinh 85/2016/ND-CP Nghi dinh vé bao dam an toan hé thong thong tin theo cap dé

Chf thi s6 02/CT-TTg ngay 26 théng 4 nam . S T p— —
i A2 o Chi thi vé phét trién Chinh phl dién tir hudng téi Chinh ph 8, thic ddy chuyén déi s8 quéc gia

Cong van sé 652/BTTTT-CATTT V& viéc hudng dan trién khai mgt s& nhiém vy trong tdm v& an toan théng tin mang trong nam 2023

Hudng dan str dung

Can et Trich yéu Téi xutng

Ho sa dé xudt cap do

Can cir Trich yéu Téi xuting

0 so dé xuat cap do 1 &éu hudng dan xdc dinh cap dd va xay dung Ho so dé xuat cap 6o 1

Mau HB so dé xuat cap §d 2 Tai liéu hudng dan xdc dinh cap 46 va xay dung HS so dé xuat cap 4o 2
Mau HB so dé xuat cap dd 3 Tai liéu hudng dan xac dinh cap dé va xay dung HO so & xuat cip dd 3

Tai liéu hudng dan xac dinh cdp db va xay g 5 2 2 R L
i J, - o R Tai liéu hudng dan xdc dinh cdp dé va xay dung Hb so dé xuat cdp 4o 4
duyng Hb so dé xuat cap do 4

Hinh 46: Man danh sach tai liéu cong van

Budée 3: Nguoi ding don vi ¢ thé tai cac tai liéu dé tham khao

Héi dap

Muc dich: Hién thi danh sach cic cau hoi vé cac chu dé lién quan trong hé
thdng

Thao tac:

Bude 1: T menu trai chon FHEE]
chii d&”

| dé chuyén dén man “Héi dap theo
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Hoi dap theo chu de Tim ki

Tatca Van ban Chi thé lién quan Bdo cdo thdng ké Xay dung HSDXCD

Cau hoi:

Nguéi ding &n danh

Tra loi:

Tré 1o

&4

Cau héi: Trach nhiém clia Don vi chuyén trach vé an toan théng tin?

Tra 15i:

14 don vi ¢6 chire nang, nhiém vu bao dam an toan théng tin clia chd quan hé théng théng tin.

¢

Cau héi: Trach nhiém cia Don vi van hanh hé thang théng tin?

L]

Cau héi: Téi muén héi Quy dinh vé bao dam an toan théng tin theo cap dé & VBQPPL nao?

L]

Cau héi: Ho so dé xuat cap d§ gom bao nhiéu phan?

Traloi:

Gdm 3 Phan chinh: T8ng quan, D& xuat cdp dg, Thuy&t minh phuong an bao dam ATTT
L]

Hinh 47: Man danh sach cdu héi theo chi dé

Budc 2: Nguoi dung don vi co thé loc cau héi theo cha dé hodc tim kiém
theo tir khda

Buée 3: Dé thém méi “Tai khoan”, nguoi ding chon O phia bén
phai.

Chu de

0 6

Néi dung cdu hoi

Hinh 48: Man dang ky cdu hoi

- “Chu de”: Chon chu dé can hoi
- “An danh”: Chon néu muon hoi an danh

- “N0i dung cau héi” : Nhap van dé can hoi

Bude 4: Chon Kl dé i thong tin cau hoi 16n hé théng
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Phuluc6 , ,
HUONG DAN SU DUNG NEN TANG BIEU PHOI XU LY SU' CO
AN TOAN THONG TIN MANG QUOC GIA

1. Hwémg din ding ky, két noi Nén tang IRLab

Budce 1: Cac td chire, doanh nghi¢p, ¢4 nhan c¢6 nhu clu st dung Nén tang
IRLab khai b4o thong tin vao form dang ky tai dia chi: https://irlab.vn/bot hodc
guri van ban dang ky tai khoan IRLab t&1 Trung tam VNCERT/CC.

Budc 2: Trung tim VNCERT/CC s€ xac nhan thong tin va guri thong tin
phan hoi cho dau méi diang ky cua to chie tir dja chi irlab@vncert.vn.

2. Hwéng din sir dung Nén tang IRLab

a) Lan ding nhdp ddu tién

Khi dang nhap l1an dau tién, quan tri vién can dang nhap bang thong tin

dang nhap da duoc cung cip:

Cuc An toan théng tin

VNCERT/CC

Nen tang digu phai xt 1y sy c6

Hinh 1: Man hinh dang nhdp

+ Thémsycd  Canhbéo @8) | Digital ForensicsLab

Tin tlic canh bdo (16)

ing dung 3CXDesktopApp [ ] S.04/06/23 12:35
C.04/06/2312:38

U.04/06/2316:19

° o
4 e
g 8
£

S.04/03/23 09:15
OTngay €.04/03/2316:3¢
U.04/03/2316:45
ng ro ri thong tin nhay cam ciia MinlO (CVE-2023-28432 5.03/24/2314:17
€.03/24/2314:17
U. 04/06/23 16:17

17 ngay
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Hinh 2: Man hinh danh sach cac canh bao
b) Chirc niang Tao ngwoi dung

Nguoi ding c¢6 quyén quan tri sau khi click vao avatar s& thdy menu "T
chirc" duoc dung dé quan 1y:

- Nguoi dung
- Thé tuy bién

- Cai dat giao dién

1 o Tén t6 chiic/Admin

ONhiém vu dang x ly
@) Nhiém vu chuaxily
Cap nhat dai IP

il Théng ké

Q Timkiém
M aﬁol Té chuc

¥ Canhin

© Thong tin hé théng

= Dang xuat

Hinh 3: Man hinh quan Iy

D¢ tao mot nguoi dung, can nhap vao nut "Tao nguoi dung méi" dé mo hop
thoai tao nguoi dung.
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+ Thémsycd Canhbdo (§8)  Digital Forensics Lab “ o Ten t8 chifc/Admin

[T chic] - Tén t6 chiic

Huéng dan sif dung IRLab
8 07/05/22 12:45 % [icerrcc

& Newsiding B Mausucs ® Thétiybién % Cauhinhgiao dién
+Taongiidingméi | Yiocnhanh+ m 5 v muc/trang

Loc

+Themloc

Danh sach ngudi ding (2/2)

Trang thii Tén ding nhap « Hoténs Profile s M3t khau APIKey MFA Thaigian C.2U.%
BEVANEE GRS admin@test.local Admin org-admin BGi m3t khdu Tao API Key Knong Eg;i::g l;gi @
07/18/22 09:43 >
‘Danghoatdong KR ] Tier 1 User analyst Matkhdu mdi Limméi Khong ﬁ kst Zat
Gain

IRLab.vn © 2023 oa v
Hinh 4: Man hinh guan ly

Thém mdi ngudi ding
T6 chic %k Tén td chic

Tén dang nhap % Email ctia ngudi ding

Tén day du % Tén ngudi ding

Profile % - Chon profile

read-only
org-admin
analyst
public-user

Hinh 5: Man hinh thém mdi nguoi dung

Céc loai tai khoan ma nguoi quan tri cia td chure co thé tao:

- org-admin: Tit ca cac quyén trong to chtc (bao gdm cic quyén cia
analyst va quyén quan 1y ngudi dung, thé tuy chon, ...), c6 thé cap nhat
dia chi Public IP cta co quan dé nhan bao céo giam sat gian tiép

- analyst: C6 thé quan 1y cac su cb va cac ddi twong lién quan khac (dic
trung, nhi€ém vu,...), ¢ thé chia sé su cb

- public-user: Chi duoc phép thém sy cb va chia sé su cd

- read-only: Khong c6 quyén chinh sira va tao méi su ¢d, chi c6 thé xem.

Khi da tao xong nguoi dung, quan tri vién co thé dat mat khau bé‘mg cach
nhdp vao nit "Mat khiu méi" trén hang cua ngudi ding tuong tng rdi nhan
ENTER hodc nhdp vao nit tich mau xanh:
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+ Thémsucs  Canhbio @) | Digital ForensicsLab

0

[T6 chiic] - Tén t6 chic

Hung dan sif dung IRLab

& 07/05/2212:45 % | vicekrcc

& Ngwsiding B Mausycs @ Thétiybien % Cauhinhgiaodién

+ongudingn | vioconann- | B3 - v

Loc

+Them loc

Danh sach ngugi dung (2/2)

Trang théi Tén dang nhip « Hotén$ Profile$ Mt khau API Key MFA Thai gian C.$U.%
z - . 7/18/22.09:33 ,
LEVLIEEIEY  admin@test.local Admin org-admin i mat khau Tao AP Key Khong i it aton @
7/18/220
PRUCLICR Gl tierl@demo.local Tier 1 User analyst Lam méi m Khang Famo
IRLab.vn © 2023 L0 ) -

+ Thémsycd  Canhbso @) | Digital ForensicsLab

ENEER © = cvronn

[T8 chdic] - Tén t6 chic

Hung dan sif dung IRLab
8 07/05/22 12:45 % [VicegT.cc

@ Nguwdiding B Mausycs  ® Thetybién @8 Cauhinhgiaodien

+Ta0 ngih ding méi m 15 v muc/trang

Loc

+Thém loc

Danh sach ngudi dung (2 /2)

Trang thai Tén ding nhip ~ Hoténs Profile

Matkhau APl Key MFA ThaigianC.$U.%
€.07/18/2209:33

Pt admin@testlocal Admin org-admin 86imatkhdu Tao API Key Khéng : @

U.07/18/2209:33
Pang hoatdong IUSST@N NI Tier 1 User analyst G v | % L2, Knong ExJ\;

09:43
0:33

aw

IRLab.vn © 2023

Hinh 6: Man hinh dat mdt khau
Cdp nhat danh sach dai IP/CIDR

oo .

Khi d3 tao xong tai khoan ctia ngudi ding, quan tri vién c6 thé cap nhat dai
IP/CIDR cua to chitc bang cach click vao avatar, sau d6 chon myc “Cap nhit
dai IP”:
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+ Thémsycd Canhbio (@) | Digital ForensicsLab _ ’Tén 3 chifc/Admin |

(© Nhiém vy dang xirly

Tin tifc canh bao (16) @ Nhiém vu chuaxirly

Pau | <Tniéc 2 3 4 Tiép Cudi> il Thong ké
Q Timkiém

: STT Ticude L B Tschd
Trangthdi  #S3TT Tiéu de Milc dé ochie
#1783 - [Canh bdo an toan thdng tin] Tuan 13/2023 B cénhan

notifications.
© Thongtin hé thong

[Canh béo 16 hang] CVE Nindows 11 10.0.22000 Backup service Privilege Escalation

[}
1
3 3.
£

[c]
=
%
2

notifications
U.04/07/2314:28

#1765 - [Canh bdo tan cong] Tén cong chudi cung ting ing dung 3CXDesktopApp o 5.04/06/2312:35
O4ngay

notifications o
U.04/06/2316:19

IR #1758- [Canh béo an toan thong tin] Tuan 12/2023 S.04/03/23 09:15
O7ngdy & [ notifications €.04/03/2316:36

U. 04/03/23 16:45
X #1643- [Canh bdo hdng] L3 héng rd ri théng tin nhay cam cia MinlO (CVE-2023-28432) S.03/24/2314:17
O17ngdy & [ notifications €.03/24/2314:17

U.04/06/2316:17

IR B

o Nhiém vu dang xi ly
Nhiém vu chua xi ly

Cap nhatdai IP

Q.  Tim kiém

Té chiic

il Thong ké

¥ Canhan

Hinh 7: Man hinh “Cdp nhat dai IP”
Vi to chirc 1an dau str dung IRLab, quan tri vién s& can phai nhap thong
tin vé to chuc:
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SUA POI DANH SACH IP/CIDR CUA TO CHUC

Chiing t5i s¢ sit dung théng tin ip/cidr ciia tb chirc dé thir hién gidm sat an toan théng tin va canh béo cho t6 chirc ciia ban.

DANH SACH TO CHUC
Chon t0 chike
Thém méi td chire

v
Tén to chire/cd nhén béo cdo sy co

Tén t6 chire 4
Bia chi

dia chi v
S0 dién thoai Dia chi email

0123456789 v ‘ email@vncert.local v

Danh sach IP/CIDR cua to chitc (Nhap danh sach IP va CIDR cua to chie, t01 da /16)
192.168.1.0/24

Bing viéc Luu théng tin, ban cam két véi chiing t6i (VNCERT/CC) ring cac dia chi IP/CIDR trén thudc 16 chire ciia ban,

Hinh 8: Man hinh nhdp théng tin vé té chirc

Vi truong IP/CIDR cua t6 chire, cac dir 1iéu hop 1& ¢ thé nhap vao la:
- Dia chi IP Public cta t6 chirc (Vi du: 103.125.192.17)
- CIDR block cta t6 chirc (Vi du: 103.10.44.0/22)

Sau khi luu thong tin, quan tri vién c6 thé stra d6i thong tin da nhap bing
cach nhin vao nat “Stra thong tin™:

SUA DOI DANH SACH IP/CIDR CUA TO CHUC

Chiing t6i sé sit dyng théng tin ip/cidr cdia to chivc d& thiyc hién gidm sdt an toan théng tin va cinh bdo cho t5 chirc cia ban
Té chire:
Tén th chitc - email@vneert.local - 0123456789

Danh sach IP/CIDR:
192,168.1.0/24

Hinh 9: Man hinh Swa thong tin
Xem ngi dung bdo cdo giam sat ATTT

Khi d3 nhap xong danh sach IP/CIDR, quan trj vién c6 thé nhan bao cdo
giam sat ATTT vao mdi 7 gid sang:
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+ Thémsyc  Canhbéo @) | Digital Forensics Lab °Tém6 chilc/Admin

Danh séch canh bdo (13/13)

y

chiachonsykignnao~ R

Loc
4 Thém loc
Theigian 0.+ C.%
O Micdss  Docs  Ticude #Sucs  Loai% Nguén$ Tham chidu$ Dictning  U.%
[u] [v] Béo céo gian ATTT Trung tim VNCERT/CC ) ngay 10/C 2 None Indirect VNCERT/CC Iga34ob6 0 0.04/10/23 07:18
monitoring C.04/10/2307:18
® [ tipamber ] typeosiNT
< Khangsgi
0O B Bdo cdo giam sat ATTT Trung tam VNCERT/CC (1/ 33) ngay 09/04/2023 Noe|  Indirect  VNCERT/CC Ig8ng6l4 0 0.04/09/23 07:19 B=
monitoring C.04/09/2307:19
® [ tpamber [ typeosiNT
<> Khonged gi
] [v] Béo cdo gidm sat ATTT Trung tam VNCERT/CC (1/ 24) ngay 08/04/2023 None. Indirect VNCERT/CC Ig78bseb 0 0.04/08/23 07:19 B =
monitoring C.04/08/2307:19

{l toamber [ type:osinT

<> Khang co gi

Hinh 10: Man hinh Nhdn bdo co giam sat ATTT

Quan tri vién c6 thé bam vao ti€éu dé dé xem ndi dung chi tiét cua thong

Xem trudc canh bdo msi

i

€311D: ~134529256 £ Ngay thang: 04/10/2307:18 #Loai: Indirect monitoring Il Reference: [ga340b6 @ Ngudn: VNCERT/CC

J Bao cdo gidm sat ATTT Trung tdm VNCERT/CC (1/30) ngay 10/04/2023

Théngtin cd ban

The { toamber [ type:0sINT
M6 ta
Trung tam VNCERT/CC dua vao danh sich IP/CIDR doin vi da cung cap, tauic hién gidm st va béo céo cho Trung tam VNCERT/CC ngay 10/04/2023 s

Céc sy kign ATTT dang chi y: 1

Céc dichvu dang mé: 30

Dudng dan tai bdo cao ATTT:

Trantrong./.

Cactrudngbosung  Mescuc

Khéng c6 théng tin bd'sung ndo dugc chi dinh
2 pictning @ & sycstuongty @

Danh séch dac trung (0/0) Qloc 15 v muc/trang

Hinh 11: Man hinh Nhdn/Tai bdo cao giam sat ATTT
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Phu luc 7 ) ) )
HUONG DAN SU DUNG NEN TANG HO TRQ PIEU TRA SO

1. Hwémg din ding ky, két noi Nén tang DFLab

Cac cong cuy, tri thuc, tinh huéng gia dinh déu duoc Trung tam
VNCERT/CC chia sé cong khai thong qua website: https://df.irlab.vn/

Pbi véi cac cong cu online, yéu cau ding ky dé duoc hd tro. Quy trinh
dang ky nhu sau:

Budc 1: Cac to chuc, doanh nghiép c6 nhu cau st dung Coéng cu phan tich
online cua Nén tang DFLab, vui long giri vian ban yéu cau hd tro, cung cip tai
khoan cong cu ciia Nén tang DFLab dén Trung tim VNCERT/CC. Thong tin
trong van ban bao gom:

- Chi 18 cong cu yéu cau ho trg, cung cap tai khoan.
- Muc dich str dung cong cu.

- Pham vi du kién 4p dung cong cu trong hoat dong chuyén mén cia to
chtre.

Bude 2: Trung tam VNCERT/CC s€ xac nhan thong tin va guri thong tin
phan hdi cho dau méi ding ky cua to chirc.

2. Huéng din sir dung Nén taing DFLab
Cic thanh phin ciia DFLab

- SO tay ing ctru su ¢O

- Bo6 cdng cu hd tro phan tich

- Hé théng hd tro phan tich

- Tinh hudng gia dinh

2.1. Sé tay irng cvvu sw cé
T 5ng quan

S6 tay tng ctru su ¢6 hudng dan, dua ra cac bude giai quyét cac su ¢b trong
cong viéc hodc tinh hudng khan cap. S6 tay bao gém cac thong tin, cach thuc
hién cac budc, cac quy trinh xtr 1y su ¢b, cac thong tin lién quan dén cac ngudn
lrc va thiét bi Gmg ctru. SO tay Gmg clru su ¢b gitp chuyén gia, can bo ky thuat
c6 thé nhanh chong dua ra cic quyét dinh, hanh dong ding cach, giam thiéu
thiét hai va dam bao an toan trong tinh hudng khan cép.
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S6 tay ng clru sy ¢b mo ta qua trinh can thiét dé quan 1y cac su cd trén
khong gian mang, ciing véi cac phan hdi va cach giai quyét dé ngan chan hoic
han ché thiét hai c6 thé gy ra. Viéc ap dung sb tay s& giup giam pham vi, tac
dong va muc do anh hudng cia su ¢ t6i hé théng CNTT va td chtec.

Mbi so tay s& bao gom quy trinh (ing ctru su c6 chung va cac giai doan thyc
hién tng clru sy co, cu thé:

- Giai doan 1: Chuan bi thong tin vé cac tai nguyén can thiét, dam béo tinh
san sang.

- Giai doan 2: Xac dinh pham vi cua canh bdo bao mat, xac minh sy cd va
muc do nghiém trong.

- Giai doan 3: Diéu tra chi ti€t vé€ su co, ddm bdo tat ca cac thong tin dugc
ghi nhan, xac dinh pham vi cua su co.

- Giai doan 4: Ngan chan va khic phuc, giam thiéu rai do gy ra tir su ¢6.

- Giai doan 5: Banh gia cudi cung vé su ¢d, khoi phuc hoat dong cua hé
théng.

- Giai doan 6: Pong ho so.
Danh sdch cdc sé tay

- S6 tay tng clru su cd gid mao (Phishing)

- S6 tay tng curu su ¢6 ma doc (Malware)

2.2. By cong cu

Tong quan

DFLab giéi thiéu, huéng dan st dung cic cong cu ma ngudn md, mién phi
va cac cong cu do Trung tdm VNCERT/CC ty phat trién, hd trg viéc tmg cim,
diéu tra sy ¢6. Mo1 cong cu dugc hudng dan véi cdc muc sau: Gidi thi€u cong
cu, cac churc niang chinh va huéng dan str dung cong cu.

Bd cong cu nay gitp cac chuyén gia phat hi¢én cac bang ching, dau hi¢u
ctia su o, 16 hong bao mat, xac dinh nguyén nhan cua cac cudc tan cong, giup
ung pho va giai quyét cac sy cd nhanh chéng va hi¢u qua.

Mot s0 cong cu dién hinh:

- Thor Lite (Nextron Systems)
- Hayabusa (Yamato-Security)

- Autospy (The Sleuth Kit®)
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- Timeline Explorer (Eric Zimmerman)
Danh sach cdc cong cu

- Cong cu do VNCERT phit trién

- Cong cu diéu tra nhat k¥ su kién

- Cong cu san tim moi de doa

- Cong cu diéu tra phuong tién luu trir

- Cong cu diéu tra thiét bi di dong

- Cong cu diéu tra dit liéu bd nhé

- Cong cu diéu tra mang

2.3. H¢ thong hé tro irng ciru, phén tich

DFLab cung cip sin sang cac cong cu online sir dung dé phan tich va tra
ctru nhat ky, phan tich hanh vi ma doc, phan tich nhat ky theo thoi gian,... dé tro
gitip va rit ngan thoi gian Gmg ciru sy co.

Mot sd cong cu online duoc cung cip nhu:

- Cong cu phan tich va tra ciru nhat ky

- Cong cu phan tich nhat kv theo thoi gian

- Cong cu hd trg tng ciru su ¢d tip trung

(Vui long lién hé véi Trung tam VNCERT/CC dé truy cdp va sir dung cdc
cong cu nay)

2.4. Tinh huéng luyén tip
Téng quan

Tinh hudng hudn luyén ciia DFLab duoc xdy dung trén mo hinh mang mo
phong mot doanh nghiép vira va nho, diy du cac thanh phan co ban, bao gom:
Ving mang server, Ving mang ngudi ding, Ving mang tan cong, ...

Cac tinh huéng ctia DFLab dugc xdy dung dua trén viéc mo phong cac
cudc tin cong mang nhiam vao nhiéu thanh phan khac nhau trong hé théng
mang, thu thap céc nhat ky, bang chirng dé ngudi phan tich ra soét, tim kiém céc
dau hiéu, hanh dong cua ké tdn cong. Mdi tinh hudng bao gdm ciac muc: Bbi
canh, Cau hoi, Tép dinh kém.

D061 ngli ung cuu, diéu tra sy co, cac chuyén gia, hoc vién, sinh vién la
nguoi choi (hoac dodi choi) truy cap vao tung tinh huéng da xay dung. Dua vao



135
bdi canh va céc tép dinh kém, cac chuyén gia thuc hién phan tich, tim kiém dau
hiéu, bé“mg ching cua ké tan cong dé lai trén nhat ky, qua do tra 161 dugc cac cau
héi dat ra.

Sau khi tra 16 duoc cac cau hoi, ngudi choi s& viét 01 bao cdo su cd (t&p
pdf hoac docx, pptx,...) gui cho Trung tam VNCERT/CC, cac chuyén gia sé xem
xét tong thé qud trinh tng ctru, diéu tra sy ¢, tir d6 dua ra diém sb phu hop.

Céc d6i choi c6 thanh tich diém s6 cao s& duoc vinh danh trén hé thong xép
hang va top 3 s& nhan duoc cac phan qua dén tir Trung tim VNCERT/CC.

Mo hinh mang

DFLab xay dung mdt chudi kich ban tan cong sat véi thuc té va dua ra cac
mAau bang chung, tép nhat ky,... cho cac chuyén gia tng ciru, diéu tra, phan tich
su ¢ gia dinh.

Su ¢ duogc gia dinh tai mot Cong ty ¢6 tén DFCorp ¢6 tru so tai Viét Nam.
Cong ty c6 tén mién dfcorp.com va st dung cac mdy chu, duoc thiét ké va lap
dat, két ndi theo so d6 sau:

DIGITAL FORENSIC

R S A R R e

Internet

a

I

File Server = | File Server Backup

&

Attacker

8

Hinh 1: So dé két noi gia dinh ciia Céng ty DF Corp (DFCorp Network)

Danh sach cac dai mang:

-DMZ: 10.0.9.0/24
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-WZ:10.0.8.0/24

- USERLAN: 10.0.10.0/24

Danh sach cac thiét bi tham gia hé théng mang:

- May chu ADDS (WZ): 10.0.8.2 cai dat Windows Server 2019
- May chu Database (WZ): 10.0.8.5 cai dat

- Méy chu MS Exchange (DMZ): 10.0.9.3 cai dat Window Server 2019 va
MS Exchange 2019

- May chu IIS (DMZ): 10.0.9.4 cai dat Windows Server 2019
- May chu Firewall: 10.10.2.136 cai dat pfSense

Luu y:

- Cac nhan vién tham gia véi dai mang USERLAN

- May chu IDS tham gia dai mang USERLAN

- Cac may chu MS Exchange va IIS duoc NAT ra ngoai mang internet va
duoc proxy thong qua haproxy da dugc bat header x-forwarded-for.

Danh sdch cdc tinh huong

- Tinh huong 1: Tan cong dao tién ao

- Tinh huong 2: Tan cong ma hdéa may ao

- Tinh hubng 3: TAn cdng vao may chil web

- Tinh hudng 4: Tin cong chiém quyén trong mdi trudng domain

- Tinh hudng 5: Tinh hudng diéu tra phan tich su ¢ mail outlook

- Tinh hubng 6: Tinh hudng diéu tra tin cong chuyén huéng website

Cdch gidi cdc tinh hudng luyén tip

Pé giai cac tinh hudng, ngudi ding cin truy cap vao trang chi tiét cta ting
su ¢, hodc trang github ctia DFLab:
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@ DFLab Digital Forensics Lab - Cuc An toan théng tin (VNCERT/CC)

it: VNCERT-CC
lenge6 Y75 %0

Gidithigu  S@tayungctuswcd  BGcongcuhd trgphantich  Hé théng hé trg phan tich Tai nguyén tham khdo

Téng quan

Cau héi
Tinh hung 2 S P
] Cap do: Chuyén gia Tép dinh kem

Tinh hudng 3
Tinh hudng 4

Tinh hudng 5
o Qua hé théng giam sét IDS, ddi ngii quan tri, van hanh hé théng phat hién mét cude tan céng téi

ULLLL. L hé theng mang, may chd ctia DFCorp. Quan tri vién nhanh chéng thuc hién céc cong viéc sau:

1. Tiép tuc kiém tra, theo déi cudc tan cong

2. Bt tepdump va bat céc gai tin, luu luong truy cép trong mang
Tuy nhién, do néng luc han ché, ddi ngl quan tri d& khdng thé phat hién séu hon cac hanh vi cia
ké tan céng. Vai ngay sau do, d6 quan tri nhan dugc bédo cdo tr ngudi dung réng may tinh
ctia ho cép truc tréc, hay bi do, khéng lam viéc duoc. Cling thdi gian d6, mdy chi Email cua hé
thdng hoat déng chép chén, CPU luén & mirc 99%.

Ban, véi vai trd 1a chuyén vién diéu tra, tmg ciu sur ¢, hay gitip cdng ty DFCorp diéu tra sir ¢ nay.

Hinh &nh Méy chd Email:
Hinh 2: Chi tiét tinh huéng 1

B VNCERT-CC/ digital-forensics-lab ' pubiic 2 Notifications | ¥ Fork |

© Actions @ Security [ Insights

vn [VNCERT/CC] Digital Forensics Lab vn

©Code O lssves 1 11 Pullrequests

SilverKnightKMA Updiate challenge & v 52 n23 4

@ dfirlaban

github/workflows 0 2 months ago m

Feon s

Releases 6

© Challenge 6 (Latest)

serve.cmd

= READMEmd
Contributors 2

Gidi thiéu vé DFLab &) unnax

i N e y g e = P SilverknightkMA
Nen téng h trg digu tra s6 - Digital Forensics Lab (DFLab) nai tap hop tri thiic va hé théing, cong cy hé trg phan tich,

dieu tra tan céng mang.

Hinh 3: Trang github cua DFLab

Pau tién, nguoi choi can doc ndi dung ctia muc tong quan dé nim duogc boi
canh cua tinh hudng, tir 6 xac dinh hudéng diéu tra su ¢ phu hop, két hop voi
so dd, ha ting mang va cac cong cu da dugc cung cip dé tién hanh diéu tra tinh
huéng.

Ngudi choi c6 thé tai xudng céac tap tin dinh kém ¢ cudi trang chi tiét hoic
muc release ¢ trang github:
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@DFLab  Tinh hudng 1: Tan céng dao tién o

Gigithitu  S@tayingciuswcd  Bocongcuhdtrophantich  Hé thdng hd tro phan tich Tai nguyén tham khdo

. 1. Ké tan cong da st dung céng cu gi dé ra quét hé théng ctia DFCorp? IP cda ké tan céng st
Tinh huSing gid di dung dé ra quét la gi?
2. Ké tan cdng c6 phét hién duoc 16 hdng gi trong dot ra quét d6 khang? Néu c6 hay chi ra 16
Tinh huéng 2 héng.

Tinh huéng 3 3. Keé tan cong da tan cong qua email nao cla hé thang? Co thanh cong hay khdng?

Tinh husng 4 4. Ké 1an cdng cd Iy duoc dir liéu quan trong nao ctia DFCorp khéng?

Tinh hugng 5 5. Budng dén ké tan cong thuc hién d& khai thac 16 héng va st dung shell? Ké tan cong c6 sir

dung shell thanh cng hay khéng?
Tinh hudng 6 e
6. CnC server clia ké tan cong |a gi?

7. Qué trinh ma ké tan céng thuc hién géy ra hau qua nhu céc hinh anh trén.

Hinh 4: Tép tin dinh kém tai trang chi tiét tinh huéng

Chall 2
= allenge

5fd58d9d8ddo04e238482d67 1e61cc67310f470a4142787f35839f384a9b80ba *DFLab-challenge2-network.pcap

Compare ~ 49352720068582ccalab780bc11284c0d0fbebc5ec3dceeeealear22f126deads *DFLab-challenge2-VMware ESXi 6.x.72.001
2b549b92706d381bd009306cdd9ca2 169d71bea0a3292f9795930e5010f892c4 *DFLab-challenge2-VMware ESXi 6.x.72.002

» Assets 5

Challenge 1

Q
Challenge 1 artifacts

Compare Checksums:
eca54d3b58058fa03975d529e5c2e2dc154d5e0addf1add92bd591f666258d9a *DFLab-challenge1-Logs-ADDS zip
1f76236866249fef980dcda2b0930d6477904e58c0e729123a5a555c0ad8b005 *DFLab-challenge 1-Logs-EXCHO1.zip
1aa5d2117d9b1976b3b1771af1494da61e9a9da13e7ef61ddd991eccc378dd4c *DFLab-challengel-Logs-User.zip
5034c0e57cd2f5b98280350bb5513ad3be7c8dbded 108b34d4061b6edf7aadd8 *DFLab-challengel1-network2.pcap.gz

e0b457114e57a97d3d0d3c4e78b60d9f55559857 1c9925514dc0a5ed4207aa35 *DFLab-challenge1-network1.zip.001
374dfe23af8d48a90b4b313861c0c4b4332ac8dfcc04d9cd7a2¢1d387b1d 1a4a *DFLab-challenge1-network1.zip.002

» Assets s

Hinh 5: Tap tin dinh kem tai release trén github cua nén tang

Sau khi tai xuong, ngudi choi can sir dung cac phan mém giai nén, mo tap
tin anh chtra cac chung ctr da dugc thu thap, két hop cac cong cu va ki nang dé
giai quyét tinh huéng va tra 101 cac cau hoi dugce néu ra & muc ciu héi:
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@DFLab  Tinh hudng 1: Tdn cong dao tién do ©

Git: VNCERT-CC
© challenge6 %r5 ¥ 0

Gigithieu SBtayingciusucd Bbcéngcuh an ti Heé théng hé trg phan tich Tai nguyén tham khéo
Tinh huéng gia dinh

Cau hoi
Tinh huéng 2 Tép dinh kém
Tinh hudng 3
Tinh hudng 4
Tinh hudng 5
Tinh hudng 6
1. Ké tan cong d3 sir dung cbng cu gi dé ra quét hé thang clia DFCorp? IP clia ké tan cong sir
dung dé ra quét la gi?
2. Ké tdn cdng cb phat hién dugc 16 hdng gi trong dot ra quét d6 khdng? Néu c6 hdy chi ra 16
hang.
3. Ké tan cdng d4 tdn cong qua email nao cla hé thdng? C6 thanh cdng hay khéng?
4. Ké tan cdng c6 1dy dugc dit liéu quan trong nao ctia DFCorp khang?
5. Budng dan ké tan cdng thuc hién dé khai théc 16 hang va str dung shell? Ké tan céng c6 st
dung shell thanh c6ng hay khéng?
6. CnC server cla ké tan cdng la gi?

7. Qua trinh ma ké tan céng thuc hién gy ra hau qua nhu céc hinh anh trén.

Hinh 6: Céc cdu héi cia tinh huong 1

Sau khi ¢6 dugc cau tra 161 cho cac cau hoi thi ngudi choi s€ viét mot bao
cdo su ¢o gui cho Trung tim VNCERT/CC, d6i ngti chuyén gia ctia ching to1 s&
danh gid bao cdo dua trén cac ti€u chi sau:

- Kha nang ghi nhan cac hoat dong do quét, tham do h¢ théng.

-Kha ning ghi nhin cic tai trong lién quan dén hoat dong do quét, khai
thac 16 hong.

- Kha ndng phan tich tn cong dé dua ra dau hiéu nhan dién, tr 36 dua ra
phuong an phan tmg va khic phuc sy cé.

Céc d6i choi c6 thanh tich diém s6 cao s& duoc vinh danh trén hé thong xép
hang cua DFLab va top 3 s& nhan duoc cac phan qua dén tir VNCERT/CC.

2.5. Huéng dén siv dung Cong cu hé tro vng ciru sw cé tir xa (VRX)

Khi ding nhap lan dau tién, quan tri vién can ding nhdp trén trang:
https:/vrx.irlab.vn/ bang thong tin dang nhép, va tai cac cong cu dd duoc cung

cap.
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ﬁl Org_HDSD_DFLab_velociraptor-v(.6.9-windows-336.msi

'E';,- Org_HDSD_DFLab_velociraptor-v0.6.9-windows-amd&d.exe
'E';,- Org_HDSD_DFLab_velociraptor-v0.6.9-windows-386.exe
|| Org_HDSD_DFLab_velociraptor-v().6.9-darwin-amdéd

|| Org_HDSD_DFLab_velociraptor-vD.6.9-linux-amdéd-musl
ﬁl Crg_HD5D_DFLab_velociraptor-v0.6.9-windows-amd&d.msi

Hinh 7: Cdc céng cu dwoc cung cdp trén https://vrx.irlab.vn/

Hé théng hd trg diéu tra, ung cliru su ¢ nhanh trén cac hé diéu hanh sau:
- Windows 7 tré 1én.
- Céc hé diéu hanh Linux str dung thu vién MUSL(x64) va MacOS.

H¢ thong sur dung cac agent dugc goi la “may tram”. May tram két ndi véi
may chu va chd cac 1énh diéu khién, sau d6 chay cau Iénh va tra két qua vé may
chu.

C6 mét sb cach dé chay agent, tuy thudgc vao nhu clu cua quan tri h¢ théng:
- Chay truc tiép

- Cai dat MSI

- Cai dat agent dudi dang dich vu

- Cai dat agent trén Mac va Linux

- Trién khai du6i dang agentless

Chay truec tiép

Phuong phap nay phu hop dé kiém tra két ndi cia may tram t6i may chu
ctia hé thong. Trong command shell v6i quyén admin, chi can chay tap tin .exe
bang céach sir dung tham sd “client -v”:
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All Apps Documents Web More =

Best match

i Command Prompt
App

Command Prompt

run-amdé4.cmd App

run-386.cmd
Git CMD 1 Open

Node.js command prompt O Run as administrator

Install Additional Tools for Nodejjs EREbisizauon

Pin to Start
Search the web g

Pin to taskbar
£ cmd - See web results

raptor.write

2 emd

Hinh 9: Chay ¢éng cu agent véi tham sé “client -v”
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USCS-TUNEVT ® 3 k&t nai

ID méy tram Hostname % FQDN Phién ban hé di%u hanh

2 C.B689cF3649579872-0VE7G USCS-TUNGVT USCS-TUNGVT i ft Windows 18 Pro18.6.19845 Build 19845

1@ 25 38 58 « |8 >  Téi trang

Hinh 10: May tram da duoc két noi dén hé théng

Lan diu may tram két ndi n6 s& dang ky v6i may cha. Qua trinh ding ky
yéu cdu mdy tram giri vé mot s6 thong tin co ban vé chinh nd cho may chi.

Luu ¥ rang kiéu trién khai ndy s& hoat dong theo ciing mot cach d6i voi tat
ca cac phién ban cua may tram (Windows, Linux hodc Mac).

Cai dat MSI

MSI 1a géi cai dat Windows. Uu diém ctia phuong phap nay so véi chay
truc tiép 14 hau hét cac cong cu quan tri hé théng déu co thé dugc stir dung dé
trién khai phdn mém trong dinh dang MSI. Do d6, quan tri hé théng c6 thé sir
dung SCCM hoic Group Policy dé cai dit tap tin MSL

Pé biét thém thong tin, vui long truy cip How to use Group Policy to

remotely install software in Windows Server 2008 and in Windows Server 2003
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Cai dat agent dwdi dang dich vu
Khi cai dat béng MSI, chi can chay cau 1énh sau véi quyén administrator:

“msiexec /i agent.msi”

B8 Administrater. Command Prompt = [m} %

ad\Agent>

ec /1 Org_HDSD_DFLab_velociraptor-v windows-amd64 . msi

Hinh 11: Cai dat agent duoi dang dich vu

Tim méy tram USCS-TUNGVT ® P& k&t néi

L]
L]

ID may tram Hostname 3 FQDN Phién bin hé disu hanh

(% C.8689cF3649579872-0VG7G USCS-TUNGVT USCS-TUNGVT Microsoft Windows 18 Pro108.8.19845 Build 19845

> | Téi trang

> o R pr*@muo Yo |

Hinh 12: May tram da duoc két noi dén hé théng

Ciing co thé cai dat tap tin exe cai dat dudi dang Windows Service thay vi
stt dung MSL. Trién khai dang nay khong dugc khuyén nghi vi né khong s
dung trinh quan 1y goi phu hop va do d6 khong thé dé dang g cai dat hodc ning
cp.

Tuy nhién, cach trién khai ndy co thé dugc thuc hién thong qua Group
Policy scheduled tasks: “velociraptor.exe service install”.
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B8 Administrator: Command Prompt

>0rg_HDSD_DFLab_veleciraptor-v0.6.9-windows-amd6: vice install

Hinh 13: Cai dat dich vu bc%ng tdp tin exe

Tim méy tram USCS-TUNGVT ® D& k&t nGi

€
-

ID méy tram Hostname & FQDN Phi&n ban hé disu hanh

[ ] (£ C.8689c£3649579872-0V676 USCS-TUNGVT USCS-TUNGVT Microsoft Windows 10 Pro10.8.19845 Build 19845

18 25 38 58 « |8 > | Téi trang

> o v pranoe o ||

Hinh 14: May tram da duoc két noi dén hé tho”'ng
Cai dat agent trén Mac

Tham sd “service install” ¢6 thé duoc st dung dé cai dat Velociraptor trén
may tram Mac. Cau 1€nh cai dat tap tin nhi phan va cAu hinh tai “/usr/local/sbin”

Kiém tra persistence v6i cau 1énh ps -eaf | grep veloci va sudo launchetl list
| grep veloci

€2.bash:i2 X

(@ - shell - shell sessions - bash

pc@pcs-MacBook-Pro

$ chmod +x ~/Downloads/Org_HDSD_DFLab_velociraptor-ve.6.9-darwin-amd64
pc@pcs-MacBook-Pro

$ sudo ~/Downloads/Org_HDSD_DFLab_velociraptor-v@.6.9-darwin-amd64 service install
pc@pcs-MacBook-Pro ~

S ps -eaf | grep veloci &% sudo launchctl list | grep veloci

8 639 1 6 Tuel1PM ?? 8:01.67 /usr/libexec/wifi tyd
@ 23583 1 9 6:41PM ?7? 6:02.85 /usr/local/sbin/ raptor client --gquiet
561 23668 23427 0 6:42PM ttys0e06 0:00.01 grep --color=auto
23583 %] com. dex. raptor
639 0 com.apple.wifi tyd
pc@pcs-MacBook-Pro
s

Hinh 15: Cai dat agent trén may tram Mac



145

Tin may tram

D may tram Hostname & FQDN Phi&n ban hé disu hanh
(2 C.8689cF3649579872-0VG76 USCS-TUNGVT USCS-TUNGVT Microsoft Windows 18 Pro18.8.19845 Build 19845

2 C.1c32185912d761b1-0VG76 pes-MacBook-Pro. local pes-MacBook-Pro.local darwin13.4.1

56 « B > | Tei trang

]
©
ya
°
a
a

Hinh 16: May tram da duoc két noi dén hé tho”'ng
Tham sd “service remove” st dung dé g& cai dit:
/ust/local/sbin/velociraptor service remove

1-[pc@pcs-MacBook-Pro
$ sudo ~/Downloads/Org_HDSD_DFLab_velociraptor-v@.6.9-darwin-amd64 service remove
pc@pcs-MacBook-Pro

s

» shell » shell sessions » bash

pc@pcs-MacBook-Pro

$ sudo ~/Downloads/Org_HDSD_DFLab_velociraptor-v@.6.9-darwin-amd64 service remove
pc@pcs-MacBook-Pro

$ ps -eaf | grep velociraptor && sudo launchctl list | gre elociraptor
5081 25486 23427 O 6:46PM ttys006 0:06.01 grep --color

]—[pc@pcs-MacBook-Pro

s

Hinh 18: Xdc minh khong con persistence
Cai dat agent trén Linux

C6 thé str dung cong cu dpkg (Debian) hoic rpm (RedHat/CentOS) dé cai
dat agent trén may tram Linux sau khi tao goi thich hop.

Debian Package

Tao Debian package: “agent-linux-amd64 debian client”

Hinh 19: Tao Debian package
Cai dat package: “sudo dpkg -1 agent.deb”



installed.)

elociraptor_clien

Tin méy tran

1D may tram Hostname FQDN Phi&n ban hé disu hanh
2 C.1c32185912d761b1-0VG76 pes-MacBook-Pro. local pecs-MacBook-Pro.local darwin13.4.1
(2 C.B689cF3649579872-0VGT6 USCS-TUNGVT USCS-TUNGVT Microsoft Windows 18 Pro18.8.19845 Build 19845

(2 C.cf514957508cd981-0VG76 tean team ubuntu22.84

LI R S A

58 > | Tai trang

Hinh 21: May tram da duoc két noi dén hé tho”'ng

Dé g cai dat, quan tri vién co thé s dung cu lénh sau: “sudo apt-get

remove velociraptor-client”

lociraptor-client

. Done
. Done
automatically installed and are no longer required:

' to remove them.

remove and
ce will be

installed.)

to lient
[local/bi

{Scanning

Scanning candidate
IScanning linux ima

Hinh 22: G6 cai dat agent
Red Hat Package

Vé co ban qua trinh tao RPM package cho agent ciing twong tu voi debian,
chi can thay thé tham sé debian bang rpm

Tao RPM package trén OS c6 systemctl: “agent rpm client”

Tao RPM package trén OS khong c6 RPM va sit dung GLIBC (Vi du
CentOS6): “agent rpm client --use sysv”

Cai dat package: “sudo rpm -i agent.rpm”
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G& cai dat package: “rpm -qa | grep -i velociraptor && sudo rpm -e
velociraptor-x.x.x.X86 64

Kiém tra may tram

May tram la diém cuoi v61 agent chay trén tung thiét bi. Vi agent duy tri
két ndi lién tuc vo1 may chi nén moi may tram déu co thé nhén yéu cau ngay
1ap tirc dé tién hanh hoat dong g ctru sy ¢6 va san tim moi de doa.

Théng thuong, quan tri hé thong bat dau cudc diéu tra bang cach tim kiém
mot may tram, chon mdy tram d6 va thu thap cac dau vét tir may tram bang yéu
cau tir may chu dén agent.

Tim may tram

bé thuc hién yéu cau véi mot may tram cu thé, quan tri vién tim ki€ém may
tram do6 bang thanh tim kiém ¢ phia trén giao dién quén tri. Nhap vao bi€u tugng
Tim kiém hoac “Hién thi tat ca” d€ xem tat ca cac may tram da két noi.

Tim may tram Q -

= Hién thi tt ca
MCéc méy tram gan ddy
ID may tram FQDN Phién ban hé @izu hanh

(% C.B689cF3649579872-0VGT6 USCS-TUNGVT USCS-TUNGVT Microsoft Windows 18 Pro18.6.19845 Build 19845
2 C.cf514957508cd981-0VGT6 tean team ubuntu?22.84

2 C.1c32185912d761b1-0VG76 pcs-MacBook-Pro. local pcs-MacBook-Pro.local darwin13.4.1

"
°
»
@
a
£

) « B > | Tai trang

Hinh 23: Tim kiém mdy tram

Luu y: Quan tri vién c6 thé tim kiém theo nhan véi “label:” hoac “host:” dé
tim ki€ém hostname. Chirc nang tim ki€ém s€ tra vé két qua dudi dang mot bang.

10 néy tram

[ C.6f514957588cd981-0VG76

Hinh 24: Két qud tim kiém
Bang két qua bao gém 6 cot:

1. Trang théi truc tuyén cuia may tram duoc hién thi dudi dang biéu tuong
mau. Dau chdm mau xanh cho biét may tram hién dang duoc két ndi véi
may chi, biéu twong mau vang cho biét may tram hién khong dugc két ndi
nhung da duogc két ndi tir 15 phit dén 24 gio trude. Biéu tuong mau do cho
biét rang may chu da khong dugc nhin thiy trong 24 gid tré 1én.
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2. ID may tram. Mdi may tram c¢6 mot ID duy nhat bat ddu bang “C.”. ID
may tram dugc coi la dac diém nhan dang diém cudi chinh xé4c nhat.

3. Hostname cua may tram.

4. FQDN cua may tram.

5. Phién ban hé diéu hanh. Cot nay cho biét liéu may chu c6 phai 1a may
Windows/Linux/MacOS hay khong va phi€n ban twong ting cua no.

6. Bat ky nhan nao dugc gan cho may tram.

Nhan

May tram c6 thé c6 nhiéu nhan dugc gan. Mot nhin 1a chudi ky tu ¢6 lién
quan dén may tram, dugc st dung dé dinh danh mot nhém may tram. Quan tri
vién c6 thé han ché sin tim trong mdt hodc nhiéu nhan dé han ché thu thap
thong tin hodc truy cip mdy tram khong can thiét.

D¢ gan nhan cho may tram, chon mday tram trén giao dién va bam nut
“Nhan may tram”

Nhan may tram

Hién tai Chon nhén

Mot nhén m&i

Truc tuyén % ID méay tram Hostname

A C.cfb14957588cd981-0VGT76 team

Péng Thém vao!

Hinh 25: Gan nhan cho may tram
Thao tac voi may tram

Nhap vao bat ky may tram nao trong giao dién tim ki€ém dé xem thong tin
lién quan dén may tram da chon. Quan tri vién c6 thé kiém tra cong cu dang xur
Iy may tram nao bang hostname va lan cudi cung may chu két n6i véi no:
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all Ol USCS-TUNGVT ® b5 két nai

@ Khio sat @@ VFS D Da thu thap & W

USCS-TUNGVT

C.B689cf3649579872-0VG7G
8.6.9
2823-85-25T788:43:237
Xust hién 1an tai 2823-87-21718:54:51Z
K&t néi lan cudi 2623-87-24787:12:07Z
hi TP 163.28.172.233:27937

windows

USCS-TUNGVT
FQDN USCS-TUNGVT
Phién ban phét hanh Microsoft Windows 18 Pro16.8.19845 Build 19845
Kién tric amdb4

Hinh 26: Téong quan mdy tram

May chi s& yéu cau mot sb thong tin co ban vé mdy tram, bao gdm
hostname, nhan, dia chi IP va lan cudi két ndi trong lan dau két ndi, trong giai
doan “Khao sat”. Khao sat thuong chi duoc chay khi may tram két ndi lan dau,
tuy nhién quan tri vién c6 thé khao sat bat ky luc nao bang cach nhan vao biéu
tuong “Khdo sat”.

Cach ly may tram

Quan tri vién c6 thé cach ly may tram tir giao dién tong quan. Viéc cach ly
mot may tram s& cau hinh lai mang cia mdy tram dé chi cho phép né giao tiép
v6i may chi ctia céng cy g ctru sy ¢d tir xa. Diéu nay cho phép cac chuyén gia
tiép tuc diu tra may tram tir xa trong khi ngin khong cho né thuc hién céc két
nbi mang khac.

May khéch bi cach ly s& c¢6 nhin “Quarantine” dé quan tri vién ¢ thé tim
kiém tit ca cac may tram di cach ly bang tinh ning tim kiém nhin & trén. Xoéa
nhan cach ly khoi may chu s€ ngay lap turc huy cach ly may chu.

Chi tiét

Chon nit “Chi tiét” s& hién thi thong tin tong quan vé mdy tram:



150

all oy | & USCS-TUNGVT ® 03 ket noi (  adnin HOSD_DFLab &

QKhio sat @ VFS DDA thu thap @ W D Téng quan >_ Shell

USCS-TUNGVT ( C.8689cf3649579872-0VG7G ) @ 2823-87-21 10:54:54.004489898 +0008 UTC

o A & P

Name BuildTime ersion build_url install time Labels Hostname  0S rchitecture Platform i KernelVersion Fadn MACAdd

2023-85- 1684379256 uscs- am ows  10.8.19845 Build 16.8.19845 Build  USCS- [t
25760:43:237 TUNGVT ws r 19045 19045 TUNGVT

18 25 38 68 Hién thi1-1/1

Memory and CPU footprint over the past 24 hours

i |

Hinh 27: Chi tiét mdy tram

Céc bang s& co mot s6 cong cu nhu ¢ thé nhin trong hinh:

1. Bang chon cot: Cho phép ngudi ding an/hién cot. Tinh ning nay duoc
st dung khi c¢6 qua nhiéu cot va bang chiém qua nhiéu dién tich hodc mét sé cot
thé hién qua nhiéu chi tiét.

2. Xem Raw JSON: Tt ca céc yéu cdu tir may chu sé& tra vé két qua dudi
dang mot dbi tuong JSON. Véi cac bang phuc tap, ¢ thé xem dudi dang Raw
JSON s& d& dé kiém tra két qua.

Raw Response JSON

Hinh 28: Kiém tra Raw JSON
3. Xuit bang duéi dang CSV: Bam vao nit Tai xudng CSV s& xuit cac cot
dang duoc hién thi thanh mot tap tin CSV.

Thuec thi lénh tir xa
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Quan trj vién nén thu thap dau vét thong qua sin tim hodc chay cac dau vét
riéng bi¢t trén tung may tram. Tuy nhién c6 mot s6 luc s& can thyuc hién cau 1énh
trén mdy tram trong trudng hop mg ctru sy cb.

Tim wdy trgm a - USCS-TUNGVT ® b3 kat noi 23

admin HOSO_DFLab r
QKhio sat W UFS D3 thu thop @ W R—

Powershell =  Cl

B 2023-07-21110:57:15Z by admin

Hinh 29: Thuc thi lénh tir xa
VFS

Pé kiém tra tap tin trén may tram, quan tri vién c6 thé sir dung tinh ning
Virtual Filesystem View (VFS). VFS 1a mgt by dém luu cac tap tin ctia may
tram trén may chu, cho phép nguoi dung diéu tra tap tin trén may tram.

USCS-TUNGVT @ 03 kst nai (4 admin HOSD_DFLab £

o A B 5 R BR © I

& \\?\GLOBALROOT\Device\HarddiskVoluseShe  Download  Name ntine atine ctine btine
&\\.\C:

=\ \D: DumpStack.log. tap 2023-87-11721:27:432 2023-87-11721:27:43Z 2023-87-11721:27:432 2023-84-26T68:56:857
] $Attroef -84~ :51: 2023-84-26T61:51:41Z 2023-84-26T01:51:41Z 2023-84-26T01:51:41Z

$BadC: - -84~ 2023-84-26181:51:41Z 2023-84-26T01:51:41Z 2023-84-26T01:51:41Z

$BadClus:$Bad 228294Mb - x - 2823-84-26T61:51:41Z 2023-84-26T01:51:412 2023-84-26T01:51:41Z

$Bitnap 6Mb - X 2823-84-26T81:51:41Z 2823-84-26161:51:41Z 2023-84-26T01:51:41Z 2023-84-26T01:51:41Z

25 38 6B Hién thi1 -5/ 34 @ 1 2 3 4 » | Taitrang

\.\C:\$AttrDef

2560

4-128-1
D0S+Win32
2023-84-26T01:51:41Z 2023-84-26T01:51:41.36447572

2023-84-26T01:51:41Z 2023-84-26T01:51:41.36447572

d7de5b1b2£79F46F235ceb1adbc6988edb4eas]74eb98eds
2023-84-26T01:51:41Z 6aefe5f25165da3

T B ad617ac3906958de35eacc3d98d31843

2023-84-26T01:51:41Z

$STANDARD _ ...
2 Re-Collect from the client

Hinh 30: Giao dién VFS

VES ¢6 ché 6 xem dang cdy ¢ ngan bén trai va danh sach tap tin ¢ ngin
bén phai. Ché d6 xem dang ciy cho phép quan tri vién diéu hudng qua hé théng
tep, bat dau tur ca”ip cao nhat.

Khi m¢ mét thu myc trong ché do xem dang cay chua duoc déng bd hoa tir
may tram, ngan bén phai tréng. Nhap vao nat lam méi thu muc sé& bat dau hoat
dong liét ké thu muc trén may tram va cung cip cho may tram hién dang duoc
két ndi, s& 1am mai ché do xem VFS. Nhap vao bét ky tép nao trong danh sach
thu muc, s& hién thi thudc tinh & ngan dudi.

Nguoi dung cé thé tai xudng tap tin / thu myc tor may tram. Sau khi mot
tép duoc luu tr di€m cuodi, né s€ duoc luu trir trén may chu va quan tri vién cé
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thé xem no trong VFS GUL T4p tin ciing duwoc danh ddu bang biéu tuong dia
mém. Nguoi dung c6 thé tai xudng tép da thu thap tir may chil bang cach nhap
vao biéu tuong tai xuéng. Ngudi dung cé thé liét ké toan bd danh sach tap tin /
thu muc trén mot dia chi nhat dinh béng cach nhan nat 1am méi / tai xuéng tat ca
nd1 dung thu myc nay.

Déu vét

Bam vao nat “Pi thu thap” trén giao dién tong quan may cha dé truy cap
cac dau vét da thu thap:

o = B

F.CIV2JLLI9EANA System.VFS.ListDirectory 2023-87-24T07:35:502 2023-87-24T07:35:532

F.CIV2JK4HHVOSU System.VFS.ListDirectory 2023-87-24T87:35:442 2823-87-24T87:35:46Z
F.CIT692ETLEJ44 E 2023-87-21T18:57:132 2023-67-21T18:57:152

F.CIT68THGBCKBS

F.CIT6BMIBLHSCE

F.CIT67UU2JG49E . 2023-87-21T18 -07- = gationService
15 System. VFS. Uown;

F.CIV2K8SU36SVE (
2568 / 2568

1

Chon phudng thdc tai xuéng

1060.08 Mb

["\\\\L\\C:", "$AttrDef"]
ntfs

Hinh 31: Céc ddu vét da thu thdp

Trang nay bao gdm 2 phan, phan trén hién thi cac dau vét da thu thap, phan
du6i thé hién thong tin chi tiét vé dau vét dang chon. Mdi dau vét s& c6 mot ID
ludng riéng biét dé thé hién danh sach cac dau vét da dugc thu thap. Dau vét 1a
cach dé nguoi ding yéu cau may tram cung cap cac két qua vé may chu.

Vi du: Thu thdp scheduled tasks tir mdy tram

Bit dau thu thap ddu vét biang cach bam vao nat “Danh sach méi”. Giao

dién thu thap dau vét s& xuit hién:



153

New Collection: Select Artifacts to collect

[ tas]

Exchange. Windows .EventLogs . EvtxHussar

Windows . EventLogs. ScheduledTasks
Windovs . Remediation. ScheduledTasks
Windows . System. TaskScheduler

Windows . System.WMIQuery

Select Artifacts

Hinh 32: Giao dién thu thdp ddu vét

Giao dién c6 nhiéu budc dé huéng din ngudi dung thu thip dau vét. O
budc dau, tim kiém tén dau vét “Windows.System. TaskScheduler”

Budc tiép theo cho phép chinh stra tham so ctia dau vét
New Collection: Configure Parameters

TasksPath ©:/Windows/System32/Tasks/**

AlsolUpload

Hinh 33: Chinh sita tham sé6 déu vét

Moi tham s6 s€ c6 gia tri mac dinh.

Sau khi diéu chinh cic tham s va tién hanh thu thap dau vét, ngudi dung
s& thdy két qua hién thi trén danh sach cac ddu vét da thu thap:
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Tim mdy tram USCS-TUNGVT @ o3 ket nai @ admin HOSD Dflab &

10 1uang Dau vat 04 tio & Hogt dgng lan cusi & Nguat tao
£ .CIV36K9S2BMIC Windows.Systen. TaskSchedule 2023-97-24T08:16: 2823-07-24788:16:192 adnin
F.CIV2KBSUIESVE System.VFS.DownloadFile 2023-87-24707: 2023-87-24707:37:872 adain
F.CIV2IN2UQPEUS System.VFS.ListDirectory 2023-87-24707:35: : admin
F.CIV2ILL99EANA System.VFS.ListDirectory 2023-07-24T07: 2023-07-24T00 admin
F.CIVZIK6MAVOSU System.VFS.ListDirectory 2623-87-24707. 2023-87-24707:35:462 aduin

Danh séch dsu vat  Tep @3 tii 18n  Yeu chu  Két qud  Nhgt kj  Ghi cha

Téng quan Kat qui

dsu vt T Windous  Systen. TaskScheduler 8 ket qu indows. Systen, TaskScheduler/Analysis

FLCIV36K9S2EMIC
718728 / T18728
219

2623-87-24T88:16317 4 i @ 4 '

2022-87-24788116:197

2.66 gidy

HOAN THANH Chen phudng thdc tai xudng

Knang gisi

Khang gisl

Knéng gisi

608 gidy

1n hang

1090.00 Mo

Hinh 34: Két qud cua viéc thu thdp ddu vét
Ngudi ding c6 thé xem cac thong tin chi tiét hon tai cac tab phia dudi:
Nhat ky

Céc thong bao xuét hién khi thuc hién thu thap dau vét s& duoc thu thap tu
may tram va gui tai day. Nguoi dung c6 thé kiém tra yéu cau da duoc thuc hién
nhu thé nao théng qua nhat ky

® 8

ID lusng Dau vét $ 2 Hoat deng lan cusi & Nguei tao

F.CIV36K9S28M1C Windows.System.TaskScheduler 2023-87-24T88:16:17Z 2823-87-24T08:16: admin
F.CIV2K8SU36SVE System.VFS.DownloadFile 2023-87-24T87:37:07Z 2823-87-24T@ admin
F.CIV2IN2UQPEU6 System.VFS.ListDirectory 2823-87-24T87:35:567 2823-87-24T07: admin
F.CIV2JLL99EANA System.VFS.ListDirectory 2023-87-24T87:35:56Z 2823-87-24T07: admin
F.CIV2JK4MHVOSU System.VFS.ListDirectory 2023-87-24T87:35:44Z 2023-87-24T87:35: admin

Danh sach diu vét  Tép da tai lén  Yéu Két qui  Nhit ky  Ghi cha
m- A & R

client_time level message

2623-87-24T68:16: THONG TIN Starting query execution for Windows.System.TaskScheduler/Analysis.

2623-07-24T08 Windows. System. TaskScheduler/Analysis: Time 2: Windows.System.TaskScheduler/Analysis: Sending response part 8 272 kB (219 rows).
2623-07-24T08 Windows. System. TaskScheduler/Analysis: Uploaded 219 files.
2623-07-24T08: THONG TIN Collection Windows.System.TaskScheduler/Analysis is done after 2.6533416s

2023-87-24T68:16: 65 LOI Query Stats: {"RowsScanned":998,"PluginsCalled":221,"FunctionsCalled "ProtocolSearch": 24392, "ScopeCopy”

18 25 38 5@ Hién thi1-5/5 Téi trang

Hinh 35: Nhdt ky thu thdp ddu vét
Tap tin tai 1én

Cac tap tin duoc tai 1én may chu s& xuét hién tai day.
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F.CIV36K9526M1C Windows . Systen. TaskScheduler 2023-87-24T68:16:172 2023-87-24T68:16:192 adnin
F.CIV2K8SU36SVE VFS.DownloadFile 2023-87-24T67:37:672 2023-87-24T67:37:072 aduin
F.CIV2IN2UQPEU6 VFS.ListDirectory 2023-87-24T67:35:567 2023-87-24T67:36:012 aduin
F.CIV2JLLIIEANA VFS.ListDirectory 2023-87-24T67:35:562 2023-87-24T87:35:532 aduin
F.CIV2JK4MHVOSU VFS.ListDirectory 2023-87-24T67:35:442 2023-87-24T87:35:467 aduin

Timestamp started vfs_path Type file_size uploaded_size Preview

1698186577 2623-67-24 €8:16:17.89811284 +6060 C:\Windows\Systen32\Tasks\OneDrive Reporting Task-S-1-5-21-3322995289-3574636846- e =2 i< 2 x

789925688-1081

1699186577 2623-87-24 08:16:17.898817211 +8000 [ \g:\yindous\Systendz\Tasks\npeapwatehdog

1696186577 2623-07-24 68:16:17.899521963 +6800 | '¢:\yindows\Systen32\ Tasks\Mozilla\Firefox Default Browser Agent 388846BBAF4A39CE

1698186577 2023-87-24 08:16:17.90817177 +6088

ket C:\Windows\Systen32\Tasks\PowerToys\Autorun for TUNGVT-UCSC

1696186577 2623-07-24 88:16:17.900986254 +6080 | ¢:\Windows\Systen32\ Tasks\Microsoft\0Ffice\OFFice Automatic Updates 2.8

1698186577 2023-87-24 08:16:17.981432041 +8080

= C:\Windows\Systen32\Tasks\Microsof t\0ffice\Office ClickToRun Service Monitor

1698186577 2623-87-24 08:16:17.902001398 48888 | ¢.\yindows\Systen32\Tasks\Microsoft\0ffice\OFfice Feature Updates

1698186577 2023-87-24 08:16:17.982562336 +8080

s C:\Windows\Systen32\Tasks\Microsoft\0ffice\Of fice Feature Updates Logon

1698186577 2623-97-24 68:16:17.983201315 48080 | ¢.\yindows\Systen32\Tasks\Microsoft\0Ffice\Office Performance Monitor

1698186577 2823-87-24 68:16:17.984893881 +8808

C:\Windows\Systen32\Tasks\Microsof t\Windows\BrokerInfrastructure\BgTaskRegistrationMainte
nanceTask

Hinh 36: Cac tap tin da tai lén
Két qua

Két qua cua yéu cau thu thap dau vét dugc hién thi dudi dang bang. Mot
yéu cau thu thap dau vét c6 thé chira nhiéu dau vét, nguoi dung co6 thé chon dau
vét d€ xem bang cach chon menu tha xuong.

Tim mdy tram USCS-TUNGVT ® D& két nsi

lusng Dau vét s 95 tao & Hoat déng Ian cusi & Nguei tao
F.CIV36K9S26M1C Windows. System.TaskScheduler 2623-67-24T68 2623-87-24T68:16:192 adnin
F.CIV2K8SU36SVE System.VFS.DownloadFile 2623-87-24T87 2623-87-24767:37:072 adnin
F.CIV2JN2UQPEUS System.VFS.ListDirectory 2623-87-24T67 2623-87-24T67:36:012 adnin
F.CIV2JLLIIEANA System.VFS.ListDirectory 2623-87-24T67 2623-87-24767:35:532 adnin
F.CIV2IK4HHVOSU System.VFS. ListDirectory 2623-87-24T87 2623-87-24T67:35:462 adnin

Danh séch diu vét  Tép d tii 1én  Yéu cau  Két qui  Nhat ky  Ghi chd
Windows. Systen. TaskScheduler/Analysis

Windows. Systen. TaskScheduler/Analysis
o

& B

FullPath Command Argunents ComHandler UserId

C:\Windows\Systen32\Tasks\Activation-Renewal %ProgranData%\Activation- Task $-1-5-18
Renewal\Activation_task.c

C:\Windows\Systen32\Tasks\Border lessGaning C:\Progran Files (x86)\Borderless ilent --mininize USCS-TUNGVT\TUNGVT-
Ganing\BorderlessGaning. exe

C:\Windows\Systen32\Tasks\EVKey - Vietnamese Keyboard \TUNGVT\Por tableApps\PortableApps\evkey\EV -t USCS-TUNGVT\TUNGVT-
Keyb4.exe" ucse

C:\Windows\Systen32\Tasks\6it for Windows Updater :\Program Files\Git\git-bash.exe” hide --no-needs-console --command=cad\git.exe update- USCS-TUNGVT\TUNGVT-

git-for-windows --quiet --gui

C:\Windows\Systen32\Tasks\GoogleUpdateTaskMachineCore{CC84B24 "C:\Progran Files Ie $-1-5-18

F-25C6-4C97-AF25-22FE61CBA3AB} (x86)\Google\Update\GoogleUpdate .exe"

C:\Windows\Systen32\Tasks\GoogleUpdateTaskMachineUA{721C41F8~ “C:\Program Files Jua [installsource scheduler $-1-5-18

FEG9-446D-BCDB-5CTFF6E179FB} (x86)\Google\Update\GoogleUpdate . exe"

C:\Windows\Systen32\Tasks\HPLICustParticipation \Program Files DESKTOP-
(x86) \HP\HPLIUT\HPLIUTSCH. exe" 2UQ7IEI\TUNGVT-UCSC

C:\Windows\Systen32\Tasks\Microsof tEdgeUpdateTaskMachineCore C:\Program Files 5-1-5-18

Hinh 37: Ddu vét da thu thdp

San tim

V&1 cong cu ho trg ung cuu tir xa, nguoi dung co thé thu thdp cac dau vét
giong nhau tir nhi€éu may tram stir dung chtrc ndng “San tim”. Chlrc ndng sin tim
co thé lam duogc cac viéc sau:

- Giam sat cac may tram ngat két ndi bang cach 1én lich san tim thu thap tir
bat ky mday tram nao c6 két ndi mang trong mot khoang thoi gian.

- Kiém tra két qua san tim trén tat ca cac may tram dé€ dang.
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- Theo ddi may tram nao da thyuc hién thu thap dau vét va khong thu thap
mot dau vét hai 1an trén cac may tram.

Mot san tim la mdt tap hop mot hoac nhiéu dau vét.

Quan ly san tim

Quan ly san tim 1a giao dién chiu trach nhi€ém quan ly, Ién lich va giam sat
céc tién trinh thu thap bén trong san tim.

D¢ 1én lich mot san tim madi, chon “Qudan 1y san tim”, sau d6 chon san tim
moi:

San tim mgi - Cai dat san tim

Mo ts

Hat han

Bao gbm didu kign

Disu kisn loal tri Chay moi nai

8 chue T4t c4 t6 chils  Chon t& chic

Trgng thai ssn tim Bit @Bu sin tim ngay

Udc tinh cdc méy tram bi inh hudng 3

Hinh 38: Thém san tim moi

Nguoi dung cé thé thém mo ta, hen ngay hét han, chon céc may tram co
nhén nhét dinh sin tim:

Chay san tim nay?

B3n cO muen chay 13n san tim nay khang?

Bong  Thyc hien!

Hinh 39: Chon san tim
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Phu luc 8 '
THIET LAP VA QUAN LY VAN HANH HE THONG GIAM SAT

1. Huéng din chung

Pé thiét lap hé théng giam sat, trudc hét co quan, to chirc phai xac dinh
pham vi va d6i tuong va cac yéu cau ddi véi hé thong giam sat 1am co s¢ dé lua
chon gidi phap, cong ngh¢ va nang luc xt ly phu hop.

Giai phap giam sat can trién khai ket hop nhiéu 16p giam sat khac nhau mot
cach dong bo, thong nhat téi thiéu bao gdm: Giam sat & 16p mang; giam sat 16p
may chi; giam sat 16p Gmg dung; giam sat 1p thiét bi dau cubi.

Ngoai cac noi dung lién quan dén giai phap giam sat, co' quan t6 chirc can
xéac dinh dung luong luu trit can thiét de lwu trit nhat ky hé thng cin cir vao
pham vi va quy mé gidm sat va tong sd twong ddi sy kién cta hé théng phai xir
1y trong 01 gidy.

Duéi day 1a ndi dung hudng dan cy thé cho viéc thiét 1ap va quan 1y van
hanh hé thong giam sat.

2. P6i twong, pham vi giam sat
2.1. Xac dinh pham vi giam sdt

Vé co ban, pham vi gidm sat c6 thé 1a mot hé théng thong tin, nhiéu hé
théng thong tin, mot ving mang hoic mot ddi tuong giam sat cy thé.

Pham vi gidm sat dugc xac dinh dwa vao tham quyén, pham vi quan 1y céc
do1 tuong giam sat ciia co quan, to chuec.

Truong hop pham vi giam sat la mot he thdng thong tin la truong hop hé
thdng dugc trién khai tap trung tai mot khu vuc dia ly bao gom cac két néi mang
ndi bo va mang Internet ma khong c6 két ndi mang dién rong di cac mang khac
thudc pham vi quan 1y ciia co quan, t6 chic.

Truong hop pham vi giam sat 1a nhiéu hé thong thong tin 1a truong hop
mot hé thong thong tin tong thé thudc pham vi quan 1y cia co quan, to chirc
nhung c6 cac hé thong thanh phan khac nhau & khu vuc dia 1y khic nhau va co
két ndi mang dién rong vé hé théng trung tam.

Truong hop pham vi gidm sat 1a mot viung mang nhu vung DMZ, vung co
sO dir liéu, vung quan tri...thi cdc may chu, ing dung trong do6 s€ duoc coi l1a doi
tuong thanh phan trong doi twong giam sat la ving mang.

Truong hop pham vi giam sat 13 mot d6i twong giam sat cu thé. Vi du
truong hop thué dich vu giam sat cho may chu hay mot ung dung cu the.

2.2. Xdc dinh doi twong gidm sdt

Déi twong gidam st vé co ban bao gdm may chi, thiét bj mang, thiét bi bao
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mat, may chu, dich vy, ing dung, cac thiét bi ddu cudi va diém giam sat trén
duong truyén, cu thé:

Router, Switch, Firewsl AP SADS, Sandbo,
W.E-F Netw:urkc APT, Netw:um o, .

( Giam sat |6p mang

HEH: Wind:uws Limwz, Unix
[tng dung hé thing: DHCP, DS, MTP, WP
P rocy Server

( iam sat 16p ting dung)
Wik, Mail, FPT, TETP w8 cac hé guan i cor
s-:f d.rlleu Ora-:le SGL, Mysal

Giam sat |op dau cuéi)

(Glam séat |op may chu)

Computer, laptop, méy in, méy fax,
IP Phone, IP Camera...

Hinh 1. Béi tuong va 16p giam sat

a) Cac thiét bi mang, thiét bi bao mat nhu: Router, Switch,
Firewall/IPS/IDS, Sandbox, WAF, Network APT...;

b) Cac may chu hé thdng (ca may chu vat 1y va ao hoa) trén cac nén tang
khac nhau: Windows, Linux, Unix...;

¢) Cac tng dung: (1) Ung dung phuc vu hoat dong cua hé théng: DHCP,
DNS, NTP, VPN, Proxy Server...; (2) Ung dung cung cap dich vu: Web Mail,
FPT, TFTP va cac hé quan tri co s¢ dir liéu Oracle, SQL, MySQL ...

d) Cac thiét bj dau cubi: May tinh ngudi sir dung, may in, may fax, IP
Phone, IP Camera...;

d) Piém giam sat trén duong truyén: Piém giam sat bién tai giao dién két
nodi cua thiét bi dinh tuyén bién vdi cdc mang bén ngoai; di€ém gidm sat tai moi
vung mang cua hé thong.

2.3. Trién khai gidm sdt ¢ l6p mang

Viéc trién khai giam sat & 16p mang cho phép phat hién:

- Cac két ndi, truy van t6i cac may cha diéu khién mang botnet (C&C
Server);

- Céc file ma doc, URL nguy hiém duoc truyén qua moi truong mang (voi
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cac giao thirc khong mé hoa) bang cach giai ma giao thuc, boc tach dit liéu dang
file, URL dua vao céac hé thong phan tich tu dong;

- Cac Shellcode, payload tan cong khai thac 16 hong phan mém, dich vu
trong dit liéu truyén tai trén mang thong qua phan tich cac dau hiéu dic trung;

- Cac hanh vi bat thuong nhu do quét mang, do quét tai khoan mat khau
mac dinh, mat khau yéu...

Phuong an trién khai gidm sat trén méi trudng mang pht hop véi viée giam
sat luu lugng mang khong st dung cac giao thire mé hoa (SSH, VPN, TLS,
SSL...). Truong hop, phuong an ky thuat yéu cau can giam sat luu luong mang
c6 ma hoéa thi cac thiét bi bao mat phai c6 chtrc ning giai mi hodc str dung thiét
bi gidi ma chuyén dung.

Pé trién khai giam sat trén méi trudng mang, phuong an k¥ thuat yéu cau
phai thiét 1ap cac di€m giam sat nhu da duge mo ta trong myc 2.2.

Tai mdi diém gidm sat co thé trién khai hai hinh thirc Inline va Passive.
MOoi hinh thire trién khai ¢6 uvu, nhugce diem khac nhau.

Véi hinh thtrc Inline, luu lugng gidm sat s& di qua thiét bi giam sat, bao vé
nhu Firewall, IDS/IPS...Uu diém cua hinh thirc trién khai nay 1a c6 thé vira phat
hién va thuc hién ngin chin tan cong mang truc tiép. Tuy nhién, diém han ché
cta hinh thire trién khai nay 1a anh huéng dén hiéu ning, thong luong cia luu
luong mang do moi goi tin phai dugc kiém tra hop 1€ mai dugce cho phep di qua
thiét bi bao v¢. Truong hop hiéu nang cua thiét bi bao vé khong du so véi luu
luong thuc té ctia hé thong s& lam tic ngh@n hodc gy gian doan hoat dong cua
hé thong néu thiét bi bao v xay ra sy co. Truong hop trién khai theo phuong an
nay thi giai phap bao vé can bao dam du hiéu ning, c6 phuong an cin bang tai,
du phong néng va co chirc ning bypass traffic khi thiét bi qua tai hoic co su cd.

Véi hinh thtrc Passive, luu luong mang s€ dugc trich rut ra dé phan tich
bang cach st dung thiét bj trich rat dit liéu (Network-TAP) hodc sir dung chirc
ning span port trén cac Switch. Uu diém hinh thire trién khai nay 1a khong 1am
anh huong dén hiéu ning, thong luong luu lwong mang. Tuy nhién, hinh thire
nay khong ngén chan truc tiép duoc cac tan cong mang ma chi dua ra canh bao.
bé giai quyét van dé nay, giai phap str dung can co chtc nang tuong tac vai cac
thiét bi mang, thiét bi bao mat hay may chii dé ngin chin tin cong.

Viéc sir dung Network-TAP hay span port can cha ¥ 1a dit liéu trich rat can
c6 hai chiéu (tir ngoai vao hé thong va bén trong hé thong di ra). Mot sO thiét bi
Network-TAP chi trich rut dir li¢u theo ting chleu va dua ra cong ra tuong ung.
Do d6 truong hop thiét bi bao vé chi c6 01 cong phan tich thi s& chi phan tich
dugc mdt luu luong mang mot chiéu. Do d6, Network-TAP can duoc lya chon
loai c¢6 chirc ning Aggregator dé cho phép trich rat hai chiéu luu lvgng mang va
dua vao 01 cong ra.
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2.4. Trién khai gidm sdt l6p mdy chii

Viéc trién khai giam sat & 16p may chu cho phép phat hién:

.- Cac hanh vi vi pham chinh sach truy cap, quan ly, thiét 1ap cau hinh hé
di€u hanh, cac dich vu h¢ thong;

- Céc két nd1 cua may chu ra cac dia chi IP ddc hai;

- Céc hinh thirc tAn cong mang nhu tan cong khai thac diém yéu, tin cong
do quét va cac dang tan cong tuong tu khéc;

- Sy thay d6i trai phép ctia cac tép tin hé thong;

- Céac tién trinh c6 dau hi¢u bat thuong vé hanh vi va viéc st dung tai
nguyén may chu;

Viéc trién khai giam sat ¢ 16p may cha cho phép giai quyét duoc van dé
cta trién khai gidam sat 16p mang 1 thuong khong phu thudc vao cac luu luong
mang c6 mi hoa. Tuy nhién, viéc trién khai giam sat 16p mdy cha s& anh hudng
dén tai nguyén clia may cha va kha nang mé rong pham vi giam sét khi s6 luong
may chu 16n. Do d6, can lwa chon cac giai phap cho phép quan 1y tip trung dé
giam thiéu viée xtr 1y truc tiép cac chirc nang giam sat trén tirng may chu.

Viéc trién khai giam sat 16p may chii c6 thé trién khai theo hai hinh thirc
sau:

- Cai dat phan mém giam sat co chic niang phat hién tin cong truc tiép trén
may chu nhu Host IDS, AV, DLP...Hinh thtic niy chirc ning phat hién tan cong
hay cac hanh vi vi pham dugc phét hién truc tiép va giri nhat ky canh bao vé hé
théng quan 1y tap trung;

- Gui log vé hé thong giam sat tap trung nhu SIEM. Hinh thtc nay chirc
ning phat hién tin cong mang duoc thuc hién trén hé théng quan 1y tip trung
thong qua viéc phan tich ddu hiéu, ludt twong quan hay st dung cong nghé dir
liéu 16n. Viéc gui log vé hé thong giam sat tip trung c6 thé thuc hién théng qua
cac giao thirc hé diéu hanh hd trg nhu Syslog, SNMP hoic cac Agent cua nhiing
giai phap cu thé.

Hinh thtc giri log vé hé théng giam sat tip trung s& it anh huong dén hiéu
ning ctia may cha so véi hinh thirc trén. Tuy nhién, hinh thirc nay s& khong thé
phat hién duoc mot sd dang tin cong ma giai phap sir dung can phan tich nhiéu
thong tin twong quan khac trén may chu.

Truong hop gui log vé hé thong giam sat tap trung thi can lwa chon ngudn
log c6 thong tin dé phuc vu cac gidi phap phat hién tan cong. Nguodn log guri vé
can to1 thiéu c6 cac thong tin sau:

- Thong tin két ndi mang toi may chua (Firewall log);

- Thong tin dang nhap vao may chu;
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- Lbi phét sinh trong qua trinh hoat dong (nhat ky trang thai hoat dong cua
may chu);

- Thong tin vé céc tién trinh hé thng;

- Thong tin vé su thay ddi cac tap tin, thu muc trén hé théng;

- Thong tin thay d6i cau hinh méy chu.

2.5. Trién khai gidm sdt I6p vrng dung

Viéc trién khai giam sat 16p tng dung cho phép phat hién:

- Cé4c dang tan cong vao 16p tmg dung nhu SQLi, XSS...;

- Tén cong do quét, vét can mat khau, thu muc va khai thac thong tin;
- T4n cong thay ddi giao dién;

- Tan cong Phishing va cai cim m3 doc trén ung dung;

- Tan cong tu chdi dich vu.

Viéc trién khai giam sat & mirc mang ciing c6 thé phét hién cac dang tin
cong & trén trong truong hop luu lwong mang khong cd ma hoa.

Hinh thirc trién khai giam sat 16p tmg dung cing dugc thyc hién tuong tu
d6i v6i 16p hé dleu hanh. Chi khac 1a lya chon phan mém va giai phap phu hop
cho phat hién tan cong lop tng dung. Vi du dé phat hién tan cong ung dung web
c6 thé sir dung phan mém tu’ong lira 1ing dung web hodc phan mém Host IDS
dwoc cai dat truc tlep trén may chu.

Truong hop gui log vé hé thong giam sét tap trung thi can lua chon nguén
log c6 thong tin dé phuc vu céac giai phap phat hién tan céng. Ngudn log gt vé
can toi thiéu co céc thong tin sau:

- Thong tin truy cap ung dung;

- Thong tin ddng nhp khi quan tri ing dung;

- Thong tin cic 16i phat sinh trong qua trinh hoat dong;
- Thong tin thay d6i cau hinh tng dung.

2.6. Trién khai gidm sdt I6p thiét bi ddu cuéi

Cac thiét bi dau cudi ngoai may tinh ngudi st dung thi cac thiét bi khac
khong ho trg cai dat cdc phan mém bao vé trén thiét bi. Viéc gidm sat bao vé
may tinh cua nguoi st dung c6 thé thuc hién tuong ty nhu doi vé1 may chu.

Céc thiét bi dau cudi khéc khong ho tro cai dat ph?ln mém bao vé thi c6 thé
trién khai gidm sat theo hai hinh thire sau: Bat chirc ndng gui Syslog trén thiét bi
hodc két noi, 1ay dir liéu vé dé phan tich sir dung giao thirc SNMP (hoac giao
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thirc c6 churc nang tuong duong).
Viéc giam sat thiét bi dau cubi nén két hop voi giam sat thiét bi quéan ly
truy cap NAC de phat hi¢n cac thiét bi dau cubi vi pham chinh sach cua hé

thong Ngoai ra can dong bd voi vige cap phat dia chi IP cua may chu DHCP dé
c6 thé xac dinh cac thiét bj dau cudi vi pham chinh sach dua vao dia chi MAC.

3. Hé thong quan 1y tap trung
3.1. Yéu cdu co bin doi véi hé thong qudn Iy tdp trung

Yéu cau ddi voi hé théng quan 1y tap trung can dap mg cac yéu cau theo
quy dinh tai Diéu 5, khoan 1 Thong tu s6 31/2017/TT-BTTTT va céc yéu ciu cu
thé dudi day:

4 HE THONG GIAM SAT TAP TRUNG h

Thu thap va quan ly Iog)[ Quan tri hé thong j

Sy slong, Metflow, SHMP

b Correlation, Filters, Rules, Dashboards,

Alerts and Reports...

u; Threatlntelhgence Mgsn chintancang...

Luwu trir va sao lwu Churc nang mé réng
du; phc‘)ng QUAN Iy didrayeu Quanrgfquytnnh nghlep
. ¥

\

Hinh 2. Yéu cau chtrc ning ddi v4i hé théng quan 1y tap trung
a) Chlrc nang quan tri

- Chirc nang phén tich tuong quan (Correlation): Chirc nang nay cho phép
phan tich trong quan thong tin gifra cac log nhan dugc tir cadc doi tugng giam sat
khéac nhau;

- Chue nang loc (Filters): Cho phep loc ra log can truy van dya theo noi
dung cua timg trudng thong tin ma ngudn log da duoc chuan hoa va luu trir;

- Tao céac luat (Rules): Cho phép ngudi quan tri thiét 1ap cac luat két hop
gitra chirc nang Filter va céac luat twuong quan dé phat hién ra tan cong mang hay
hanh vi bat thuong cta nguodi sir dung;

- Chirc nang hién thi (Dashboards): Cung cép giao dién quan tri hé thong,
thong tin thong ké va quan ly sy kién nhan dugc theo thoi gian thuc;

- Chtric nang canh bao va bao cdo (Alerts and Reports): Cho phép quan ly
thong tin canh bao va tao bao céo;

- Churc nang canh bao thoi gian thuc (Real Time Alert) cho phép gui thong
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tin canh bao thoi gian thuc tir hé thong ngay khi c6 su ¢ xay ra.
b) Chirc ndng nhén log

~ - Cho phep nhén log tir cac ngudn véi nhidu dinh dang khac nhau tir cac
thiét bi mang, may chu va tng dung;

- Cung cap cac chuc néng cho phép dinh dang, chuan hoéa log nhan duoc
theo cac truong thong tin ty bién theo nhu cau sir dung;

- Cho phép nhédn log truc tiép qua cic giao thirc mang nhu: Syslog,
Netflow, SNMP va céac giao thirc ¢6 chic ning twong duong theo thiét ké cua
timg hang cu thé. Giao thirc truyén, nhan log qua méi trudng mang can hd tro
chtrc ndng ma hoa dir li¢u, nén dir 1iu;

- Cho phep tai cac tép tin log theo cac dinh dang khac nhau 1én h¢ théng dé
chuan hoa va phan tich.

¢) Yéu cau vé luu trir

Yéu cau luu trir dbi v6i hé thong quan ly tap trung can bao dam thoi gian
t6i thiéu dé luu trir nhat ky hé thdng cin cir vao cap do (Diéu 9 Thong tu s6
03/2017/TT-BTTTT) cta hé théng thong tin dugc trién khai giam sat, cu thé:

- Hé thong thong tin cap d6 1 hodc 2 14 01 thang.

- Hé théng thong tin cap do 3 13 03 thang.

- Hé théng thong tin cap do 4 13 06 thang.

- Hé thong cap d6 5 1a 12 thang.

d) Chtrc nang mo rong

- Quan 1y diém yéu an toan thong tin;

- Quan 1y quy trinh nghiép vu xir 1y su ¢d an toan thong tin;

- Tich hop, tong hop va phan tich thong tin tir hé thong Threat Intelligence;
- Tu dong tuong tac voi thiét bi mang va may chu dé ngan chin tin cong.
3.2. Nguyén ly hoat dong co bdn

Hé thong quan 1y tap trung cho phép nhan quan ly tip trung log tir nhiéu
ngudn va dinh dang cua cac thiét bi, may cha va tmg dung khac nhau. Viéc quan
Iy log trén mot hé thong tap trung ngoai viéc cho phép quan 1y tong thé cac su
kién xay ra trong hé thong con cho phép phan tich, truy vét va phat hién tin
cong mang. V& co ban, hoat dong cua hé théng nhu sau:

a) Doi tuong giam sat gui log vé hé thong giam sat tap trung biang mot
trong c4c hinh thure sau:
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- Péi v6i ddi tugng giam sat 1 cac thiét bi mang, thiét bi bao mat phai thiét
1ap churc nang gui log vé hé thong tap trung st dung mot s6 giao thirc ma thiét bi
do ho trg. Giao thirc pho bién ma thi€t bi ho trg 1a Syslog, SNMP va Netflow.

- Péi tuong giam sat la cac may chu hodc cac thiét bi khac cho phép cai dat
Agent (do hing cung cap giai phap phat trlen) dé gui log vé hé thong tap trung.
Hinh thtre nay cho phép tuy bién cao cac ngudn log ¢o the gt vé hé thng tap
trung nhu log cua hé diéu hanh, Gmg dung, tuong lira mém...Cac Agent cung
cép chirc ning nén, ma héa dir liéu trude khi giri log vé hé thong tap trung.

Trudng hop khi sé lugng d6i tuong giam sat 16n va nam phén tan ¢ nhiéu
hé thong mang khac nhau thi cac dbi tuong giam sat xem xét dugc chia thanh
tirng nhom theo tirng hé thong mang va duogc thiét 1ap gui log vé mot diém trung
gian. Piém nhan log trung gian nay cho phép nhén log tur cac diém giam sat nén
va ma hoa dit liéu trude khi giri vé hé thong tip trung.

b) Dit liéu nhan duogc tir hé théng tap trung s€ duoc chuin hoéa theo tung
dinh dang ma h¢ thong d6 hd tro. Truong hop dinh dang log méi ma hé thong
chura hd tro thi s& c6 chirc ning cho phép nguoi su dung ty dinh nghia dinh dang
log dé chuan hoa. Ngoai chirc nang chuan hoa dir lidu, hé théng quan ly tap
trung con cung cap chuc nang cho phép loc bo cac log trung 13p hodc khong can
thiét trude khi luu vao co sé dir liéu.

Dir liéu log sau khi duoc chuin hoéa va luu vao co s dit liéu cho phép
nguoi st dung quan 1y, phan tich dé truy vét va phat hién tan cong mang.

Hé théng quan 1y tap trung thuong tich hop cac chirc ning ty dong phat
hién tin cong trén co s& phan tich log nhan dugc. Chirc ning phat hién tin cong
c6 thé duoc thiét 1ap dua vao céc luat phan tich twong quan, céc d4u hiéu tin
cong; st dung hé théng Threat Intelligence hodc ap dung cong nghé: Al, Data
mining, Big Data...

Tan cong mang sau khi duoc phét hién, hé thong quan 1y tip trung sé& thuc
hién cac hanh déng cu thé theo chinh sach ctia ngudi st dung dua vao nhu: gui
canh bao qua email, SMS hodc tuong tic v6i cac thiét bi mang, thiét bi bao mat
dé ty dong ngan chin tan cong. Cac hanh dong cu thé duoc hién thi dudi dang
cac canh bao theo thoi gian thuc cho phép nguoi quan tri giam sat, theo doi.

4. Thiét 1ap hé thong

4.1. Cai dat hé thong

Viéc cai dit thanh phan xir Iy tap trung phu thudc vao goi giai phap dugc
dau tu. Di voi cac giai phap duoc dau tu tich hop cung phan ctng cua hang

dudi dang thiét bi chuyén dung thi khong yéu cau qua trinh cai dat ma chi can
thiét 1ap cau hinh dé sir dung.

Do6i voi goi giai phap dudi dang phan mém duoc cai dit trén hé diéu hanh
thi trudc hét can lua chon hé diéu hanh phu hop va tién hanh cai dat. Can ctr vao
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yéu cau vé ning luc xir Iy cua phan mém giam sat d6i voi may chi dé Ira chon
mady chu va khong gian luu trir phu hop. Khuyen khich co quan, t6 chuae trién

khai cai dat giai phap trén nén tang ao hoa dé dé dang mé rong, ning cap va sao
luu du phong.

Chu ¥ viéc cai dit hé thong can thyuc hién trén moi trudng doc 1ap véi hé
thong dang hoat dong cua co quan, to churc d€ tranh cac anh hudéng khong can
thiét dén hé thong dang hoat dong.

Sau khi cai dat thiét 1ap hé théng thi can nang cap phién ban, cip nhat cac
ban v va thyc hién kiém tra danh gia an toan thong tin cho hé thong trude khi
dua vao st dung. Thong tin vé cac diém yéu an toan thong tin c6 thé dugce tham
khao tai dia chi: https://ti.khonggianmang.vn/, https://www.cvedetails.com/...

4.2. Thiét ldp ciu hinh hé thong

Dé dua hé thdng giam sat vao hé thong, thi ngudi quan tri can quy hoach
dia chi IP, ving mang va cac chinh sach truy cap trén céc thiét bi bao vé trudc
khi két n61 h¢ thong gidm sat vao hé thong.

Hé thdng giam séat can dugc dwa vao mot ving mang riéng (ving quén tri
thiét bj hé thong). Ving mang nay s& duoc quy hoach dia chi IP cho giao dién
quan tri trén cac thiét bi/may chil va giao dién cua hé thdng giam sat cho phép
viéc giri/nhan log duoc gui truc tiép gilta cac giao dién trong vung mang nay ma
khong qua céc thiét bi mang trung gian dé khong anh huéng dén cac két ndi
mang khac trong hé thong.

Hé thong giam sat can dugc bao vé voi cac thiét bi bao mat va duoc thiét
1ap cap hinh bao mat téi thiéu bao gom: Kiém soat truy cp tir cic ving mang
khac di vao ving quan tri thiét bi hé thong; Kiém soét truy cap tir ving quén tri
thiét bi hé théng di ra cac ving mang khac; Phong chéng xam nhap; Phong
chong phan mém doc hai trén moi trudng mang.

Ving mang quéan tri can duoc thiét 1ap riéng dé dat cac may tinh quan tri,
van hanh h¢ thong giam sat. Cac thiét bi bao mat can duoc thiét 1ap chi cho phép
cac may tinh quan tri duogc truy cap, quan ly hé thong giam sat.

Truong hop can quan tri hé thong giam sat tir xa thi can thiét 1ap cau hinh
hé thong dé cho phép truy cdp gian tiép tir cdc may bén ngoai vao cac may quan
tri thong qua cac giao thurc mang c6 ma hoa, bao mat nhu VPN, SSH, TLS, SSL

4.3. Kiém thir nghigm thu hé théng gidm sdt

Hé théng giam sat can duoc cai dit trén moi truong doc 1ap, sau khi cai dat
va kiém thir h¢ thong thi méi dua vao khai thac, van hanh trong moi truong thuc
té.

Can cu vao cac yéu cau doi voi hé thong giam sat, co quan, to chure yéu cau
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don vi cung cap giai phap xay dung kich ban kiém thur dé danh gia kha nang dap
tmg cua hé théng. Trong d6, kich ban kiém thir can dap ung t6i thiéu cac noi
dung sau:

- Céc hinh thuc tlep nhén log tir cac thiét bi giam sat, truc tiép qua céc giao
thirc mang hodc gian tiép qua viéc tai tép tin log 1én hé thong;

- Kha nang nhan va chuﬁq hoa dinh dang log cua cac thiéNt bi, may chu, ing
dung \{21 diph vu khac nhau (d61 véi dinh dang hé thong da ho tro) yé kha néng
tuy bién dé chuan héa dinh dang log méi (461 voi dinh dang hé thong chua ho
tro);

- SO luong su kién toi da ma h¢ thong co6 thé ti€p nhan va xu 1y trong mdt
gidy;
- Céc chuc nang cua hé thong dé dap ung cac yéu cau vé mit chuc nang

nhu dugc mo ta tai muc 3.1 nhu: Loc, phan tich tuong quan, thiét lap luét trén
thanh phan quan 1y tap trung; phan tich thong ké; canh bao va bao céo.

5. Quan 1y, vin hanh hé thong

Pé dua hé thdng giam sat vao van hanh, khai thac hiéu qua thi co quan, to
chirc can xay dung quy dinh, quy trinh quan 1y vin hanh hé thong giam sat. Cac
quy dinh nay co thé duoc dua vao Quy ché bao dam an toan thong tin cta to
chtic d€ trién khai thyc hién.

~ Co quan, t6 chirc c6 thé tham khao tiéu chuén’quéc gia TCVN 11930:2017,
dé xay dung cdac quy dinh va quy trinh lién quan dén quan ly, van hanh hé thong
giam sat bao gdm:

5.1. Qudn Iy, vin hanh hoat djng binh thuwong ciia hé thong

Céac quy dinh, quy trinh lién quan dén quan 1y, van hanh hoat dong binh
thuong cua hé théng giam sat la cac quy dinh, quy trinh nham bao dam hé thong
giam sat hoat dong on dinh, co tinh chiu 16i cao va sin sang khoi phuyc lai trang
thai binh thuong khi xay ra su ¢6. Cac quy dinh, quy trinh can tbi thiéu bao gobm
cac ndi dung:

- Khoi dong va tat hé théng giam sat;

- Thay d6i cu hinh va cac thanh phan cta hé thong giam sat;

- Quy trinh xir 1y cac su ¢d lién quan dén hoat dong cuia hé thong giam sat;
- Quy trinh sao luu, du phong cdu hinh hé théng va log ctia hé théng;

- Quy trinh béo tri, ndng cip hé thong giam sat;

- Quy trinh khoi phuc hé théng sau sy cb.
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5.2. Két néi va giri log tiv ddi twong gidm sdt vé h¢ thong qudn Iy tdp
trung

Doi twong giam sat caa hé thdng co nhiéu loai khac nhau, mdi loai c6 dinh
dang log va chtrc niang hd tro gui log ciing khac nhau. Thém nita, ddi tuwong
giam sat c6 thé nam phan tan ¢ nhiéu vi tri khac nhau. Do do, can c6 quy dinh
va quy trinh gui log tir dbi tuong giam sat vé hé thong quan ly tap trung. Quy
dinh, quy trinh lién quan dén noi dung nay co thé bao gom:

- Loai log ma hé thng c6 thé tiép nhan;
- Giao thirc gtri nhan log hé thong hd tro;

- Quy dinh vé quy tic xac dinh ngudn giri log nhu dat tén thiét bi theo quy
tac;

- S6 luong sy kién toi da tir mot d6i tuong giam sat co thé giri;
- Chinh sach hé thong dé quan 1y cac ngudn log guri vé;

- Quy dinh vé chuin ma hoéa, nén dit liéu.

5.3. Truy cdp va qudn tri h¢ thong

Hé thong giam sét luu trit nhidu thong tin _quan trong cua h¢ thong. Do do,
viéc truy cap va quan tri hé thong giam sat can dugc quy dinh va c6 cac quy
trinh dé thyc hién. Cac quy dinh, quy trinh lién quan dén ndi dung nay cé thé
bao gom:

- Chinh sach truy cép, quan tri hé thong tir mang bén trong hé thong va tir
Xa;

- Quan 1y tai khoan va phan quyén truy cép, quan tri hé théng;

- Truy cap va quan 1y tap tin cau hinh va log luu trit trén hé théng;
- Quyén thiét 1ap cau hinh va quan 1y cac ddi twong giam sat.

5.4. Luu triv va bdo vé log hé thong

Log hé théng 1a dir 1i€u quan trong cua co quan, td chirc can bao vé. Viéc 16
lot dir li€u log h¢ théng 6 thé 1 co s& dé tin tac khai thac thong tin ctia hé théng
phuc vu viéc thye hién cac cude tAn cong mang. Do d0, viéc luu trit va bao vé
log hé théng can duoc quy dinh va co quy trinh dé thyc hién. Cac quy dinh, quy
trinh lién quan dén noi dung nay c6 thé bao gdm:

- Loai log va thong tin cau hinh hé thdng can luu trix;
- Tan suét sao luu, du phong tap tin cdu hinh va log hé thong;

- Gan nhan dir li€u (quy cach dat tén, noi luu trir...), ma hda, nén dir licu
log;
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- Khoi phuc va bao vé log hé thong khi xay ra sy ¢ theo phuong an va
nang luc xu Iy cia co quan, to chuec.

5.5. Theo déi, gidm sdt, canh bdo va xit Iy tin cong mang

Mot trong nhitng nodi dung quan trong lién quan dén quan 1y, van hanh hé
théng giam sat 1a quy dinh, quy trinh theo ddi, giam sat, canh bdo va xir Iy tdn
cong mang. Céc hinh thirc tin cong mang tuy thudc vao mirc do nghiém trong sé
¢ cac phuong an xir Iy khac nhau. Dé chu dong dbi Ppho vai cac dang tan cong
mang duoc ghi nhan trén hé théng, co quan t6 chirc can quy dinh va co quy trinh
xtr ly. Cac quy dinh, quy trinh lién quan dén ndi dung nay c6 thé bao gom:

- Quy dinh trach nhi€m cua cén bd trong viéc thuc hi¢n theo doi, giam sat,
canh bao va xtur Iy tan cong mang;

- Quy trinh thyc hién theo ddi, giam sat, canh bao va xtr Iy tAn cong mang;
- Quy trinh thu thap thong tin va quan 1y, cip nhat xtr Iy cac su ¢ moi;

- Quy dinh vé cac mic do su cd tan cong mang va xay dung quy trinh xur ly
tan cong mang doi véi cac dang tin cong cu thé, tdi thiéu bao gdbm:

+ Tén cong do, quét va khai thac théng tin hé thong;

+ T4n cong ma doc, tAn cong c6 chu dich;

+ T4n cong khai thac diém yéu, chiém quyén diéu khién hé thong;
+ Tén cong thay d6i giao dién;

+ Tén cong danh cip dir liéu hoic pha hoai dir liéu;

+ Tén cong tu chéi dich vu.

- Quy dinh vé viéc dinh ky t6 chtrc thuc hanh, dién tap xur Iy su ¢d tAn cong
mang.

- Quy dinh vé ché d6 bao cdo khi phat hién va xir Iy su ¢ tin cong mang.
5.6. Bo tri nguon lwe va té chive gidm sdt

Co quan, t6 chure can bd tri can bo va to chuc giam sat 24/7 (dbi voi hé
thdng thong tin cap do 3 tro 1én). Tuy thugc vao ngudn nhén lyc cua mdi co
quan, to chirc ma cac can bd dugc bo tri lam can b chuyén trach hay kiém
nhiém céac nhiém vu trong viéc van hanh hé thong gidm sat hodc mot can bod ¢o
thé thyc hién nhi¢m vy ctia nhiéu nhém khac nhau.

V¢é co ban cac nhi€ém vu trong qua trinh quan ly van hanh hé thong gidm sat
duogc phan lam cac nhém cong viéc sau:

a) Nhom quan 1y van hanh hé thong giam sat

- C6 nhiém vu quan ly van hanh bdo dam cac hoat dong binh thuong cua hé¢
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théng giam sat. Nhém nay cé thé ndm trong nhém quan 1y van hanh chung cho
toan by ha tang cua hé thong.

- C6 kién thirc vé mang, nam duoc thiét ké hé théng, thiét 1ap c4u hinh bao
mat trén cac thiét bi, may chu.
- Phai theo doi, thuong xuyén, lién tuc trang thai hoat dong ctia hé théng,

tai nguyén, bang thong, trang thai két ndi dé bao dam hé thong hoat dong binh
thuong, ¢ tinh san sang cao.

b) Nhom theo doi va canh bao

- C6 nhiém vu theo doi, giam sat cac su ki¢n, tan cong mang ghi nhan dugc
trén hé thong. Xéac dinh va phan loai muc dd sy c6 va xac dinh hanh dong phu
hop ti€p theo hoac canh bao cho nhém xir 1y su cd thyc hién.

- C6 kién thirc vé cac 16 hong moi, ma doc moi, chién dich, hinh thirc tin
cong moi; co thé phan loai va xac dinh mtrc d¢ cua céc sy ¢ va tim kiém, truy
van thong tin tir cic ngudn dir liéu bén ngoai nhu hé thong Threat Intelligence.

- Thuc hién dinh ky phan tich bo luat, canh bao sai thuc hién whitelist,
chinh stra luat khong cho nhiing canh bao sai 1ap lai dé t6i wu kha ning phat hién
tan cong, su cb cia hé théng, giam thiéu nhan dién nham.

¢) Nhom xur 1y su ¢d

- C6 nhiém vu ti€p nhan canh bdo, x4c minh va thyc hién cac hanh dong dé
xu ly su co, bao gobm mot s6 hanh dong cu thé nhu sau:

- Xac dinh cac hanh dong ung ciru khan cap: Phan tmg chin kénh két nbi
diéu khién, bod sung luat ngan chan sém tan cong hodc c6 1ap h¢ thong.

- Xtr 1y céc 16 hong, diém yé€u, cap nhat ban va va boc g& ma doc trén h¢
thong;

Nang ca“ip hodc khoéi phuc hé théng sau su co.
d) Nhém diéu tra, phan tich

- C6 nhiém vu phan tich chuyén sau cac canh bdo, cac sy co6 dé tim ra
nguon goc, nguyén nhan va cac dau hiéu nhan biét tan cong.

- Két qua dau ra cua nhom nay 1a chtng ct s6, cac dau hiéu cho phép thiét
1ap cac tap luat trén hé théng dé ngan chin cac dang tdn cong tuong tu tiép theo
dén hé théng./.



