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S6:36 /BC-BTTTT Ha Noi, ngay 3/ thang 3 nam 2023

BAO CAO
Thue trang, cianh bao va huéng din tuin thi
quy dinh bio dim an toan hé thong thong tin theo cap d

Ludt An toan thong tin mang duoc Qudc hoi khoa XIII ban hanh nim 2015,
c6 hi¢u lyc thi hanh tor ngay Ol thang 7 nam 2016. Bao dam an toan h¢ thong
thong tin theo cép d¢ 1a noi dung trong tam, c6t16i cua Luat dé bao vé thdng tin
va hé thong thdng tin cua cac co quan, to churc va doanh nghiép, gop phan thic
day phat trién kinh té - x& hoi, bao dam qudc phong, an ninh, chii quyén va lgi ich
quoc gia trén khdng gian mang. H¢ thong thong tin dugc phan loai va bao vé theo
5 cp d6 an toan (tir cap do 1 dén cip do 5) dua trén mirc dO quan trong cta thong
tin va mirc d6 nghiém trong xay ra khi hé thong thong tin bi pha hoai.

Sau gan 07 ndm Luat ¢6 hiéu luc, bén canh nhu’ng két qua dat dugc, congtac
bao dam an toan hé théng thong tin theo cap d6 van conmot s6 han ché, bat cap.
Dién hinh nhu:

-Con 38,1% h¢ théng thong tin cua cac bo, nganh va dia phuong chua phé
duyét Ho so dé xuat cap do. Viéc nay la chua tuan thu quy dinh cua phap luat vé
an toan thdng tin mang, dan dén rai ro phép ly neu Xay ra su ¢6 mat an toan théng
tin nghiém trong. Trach nhiém dau tién thuoc vé nguoi dimg dau bd, nganh, dia
phuong?.

- Mic du don vi chuyén trach vé an toan théng tin cua céc bo, nganh, dia
phuong d3 tham muu, don dbc, huéng dan thudng xuyén nhung nhiéu co quan,
t6 chire duoc giao quan ly, van hanh hé thdng chwa chi treng trién khai cong tac
bao dam an toan hé thong théng tin theo cap do.

- S6 lugng nhan sy chuyén trach vé an toan théng tin conmaong, trung binh
chi ¢6 2,4 ngudi tai moi bo, nganh, dia phuong so vai yéu cau toi thiéu can 05
nhan Sqtheo thdng 1& qudc té, chi dao cua Thu twéng Chinh phi2 va hudng dan
ctia Bo Thang tin va Truyén théng.

Béo dam an toan hé thdng thong tin theo cap do di dugce quy dinh va hudng
dan trién khai thuc hién cu thé véi tinh than chinh la:

- Phan loai theo cap d¢ an toan gitp bao vé he thong thong tin hiéu qua hon
trong boi canh nguon huc cho an toan thong tin hién con nhiéu khé khan, han ché.

1 Pidu 20 Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh phi vé bao dam an toan hé thdng thong tin
theo cép do.

2 Chi thisd 18/CT-TTg ngay 13/10/2022 cua Thu tuéng Chinh phuyéu cAu mdi co quan co tdi thiéu 05 chuyén
gia an toan thong tin mang (bao gdm ca chuyén gia thué ngoai) dap tmg chuin k§ ning vé an toan thong tin do
B6 Thong tin va Truyén thong quy dinh.
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- 02 nguyén tac bao dam an toan h¢ thong thong tin fa: (1) An toan thdng tin
duoc trién khai tir khau thiét ké, xay dung dén qgua trinh van hanh, khai thac h¢
thong thong tin (Security by Default); (2) Hé thong thong tin chua két luan bao
dam an toan thong tin thi chua dua vao st dung (Security First).

- Thyc thi bao dam an toan hé thdng théng tin theo mé hinh “4 16p™: (1) Luc
luong tai chd, (2) T6 chuc hoac thué doanh nghiép giam sat, bao vé chuyén
nghiép, (3) T chic hoic thué doanh nghlep doc lap klem tra, danh gia dinh Ky,
(4) Két ndi, chia sé théng tin vai hé théng gidm sét quéc gia.

Ngoai ra, dé co ng tac bao dam an toan thong tin duoc thue hién t6t, bén canh
vai trd ctia nha nudc, rit can sy tham gia chii dong cua cac doanh nghiép an toan
thong tin mang trong nudc. Thi truong an toan thong tin mang Viét Nam Ia thi
truong tiém nang, nhleu co hoi phat trién cho doanh nghi€p. Theo udc tinh cua
B Thong tin va Truyén thong, néu cac co quan, t6 chirc, doanh nghiép nha nuéc
chu trong trién khai bao dam an toan thong tin, b tri dt kinh phi theo chi dao ctia
Thu tuéng Chinh pht (10% kinh phi chi cho cong nghé thong tin)3 thi quy mo thi
truong an toan thong tin Viét Nam mdi nim udc dat khoang 4,7 nghin ty dong.

B) Thong tin va Truyén thdng xin giti bdo céo thyc trang, canh bao va huéng
dan tuan thi quy dinh bao dam an toan hé thong thong tin theo cap d¢ nhu sau:

'I. THU'C TRANG, CANHBAO CONG TAC BAO PAM AN TOAN HE
THONG THONG TIN THEO CAP PQ VA MO HINH 4 LOP

1. Thuc trang, canh bao cong tac bao dam an toan h¢ thong thong tin
theo cap do

1.1. Khai niém, vai tro va trach nhiém vé bao dam an toan hé théng
thong tin theo cap do

- Khai niém: Bao dam an toan hé thong thong tin theo cap do 1a hoat dong
phan loai h¢ thong thong tin; xay dung, thim dinh, phé duyét Ho so de Xuét cép
d6 va trién khai Phuong 4n bao dam an toan hé thong thong tin theo cap do tu.’ong
ung. Hé thong thong tin duge phan loai theo 5 cap do an toan (tr cap d6 1 dén cap
d6 5). Hé thong thong tin cap do S (hé thong théng tin quan trong qudc gia) 1a cép
d6 cao nhat, dugc uu tién ngudn lyc bao dam an toan thong tin.

- Vai trd: Bao dam an toan hé thong thong tin theo cap d6 gitip co quan, t
chtrc xac dinh mirc do quan trong cua hé thong thong tm. Tur d6 4p dung twong
ung Cac bién phap bao vé tong thé, theo tiéu chuan qudc gia va bao dam tuan thu
quy dinh phap luat vé an toan théng tin mang. Xay dung Ho so dé xuat cap do
gilp x4c dinh hang muc, giai phap khi dau tu, thué, mua dich vu an toan thdng tin
cho hé théng thong tin thudc pham vi quan Iy va 1 tai liéu dé danh gia muc do
tuan thu phap luat.

- Trach nhiém: Trach nhiém tuan thu quy dinh phép luat cta Chu quan hé

3 Chi thisd 14/CT-TTg ngay 07/6/2019 cia Thu tuéng Chinh phu vé viée ting cudng bao dam an toan, an ninh
mang nham cai thién chisd xép hang cua Viét Nam.
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théng thong tin®, Pon vi chuyén trach vé an toan thong tin va Pon van hanh hé
thong thong tin, dic biét 1a nguoi dung dau duge quy dinh tai Diéu 20, Piéu 21
va Diéu 22, Luat An toan thong tin mang va Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 cta Chinh phil. Viéc khong trién khai phan loai, phé duyét hd so dé
xuat cap do va trien khai ddy di Phuong an bao dam an toan hé thong thong tin
va dé xay ra sy c6 mat an toan thdng tin déi voi hé thong thong tin 1a vi pham
phap luat vé an toan thong tin mang, s& bi xir phat hanh chinh theo Nghi dinh
50 15/2020/ND-CP ngay 03/02/2020 cua Chinh phu quy dinh xur phat hanh chinh
vé& linh vuc buu chinh, vién thong, tan sé vo tuyén dién, cong nghé thong tin va
giao dich dién tur.

1.2. Panh gia két qua, han ché va nguyén nhian han ché vé cong tac bao
ddam an toan hé thong thong tin theo cap do

a) Két qua

Nam 2022, B6 Thong tin va Truyén thong xac dinh cong tac bao dam an toan
hé thong thong tin theo cap d¢ la mot trong nhimg ndi dung quan trong trong phat
triéen Chinh phu dién tir huéng to1 Chinh phu s6. B6 dd tham muu Thu tudng
Chinh phu chi dao®, cling nhu trién khai don déc, hudng dan® cac bo, nganh va
dia phuong tang cuong trién khai phan loai, xay dung, phé duyét ho so dé XUuAt
cap d6 va trién khai Phuong an bao dam an toan hé thdng thong tin theo cap do.
bén thang 3/2023, theo bao cao ctiacht quan hé thong thong tin, co quan, t6 chuc
nha nudc c¢6 3.090 hé thong thong tin. Trong d6, 1.913 hé thong thong tin di dugc
phé duyét Ho so dé xuat cap do, dat 61,9%, gip hon 2 lan so v&i ndm 2021
(29,6%).

C6 29 bg, nganh, dia phuong (05 bg, 24 dia phu’O’ng) bé&o cao da hoan thanh
phan loai, xac dinh va phé duyét hd so dé xuét cap do cho 100% hé thng thong
tin thudc pham vi quan ly.

b) Han ché va nguyén nhan
Bén canh nhiing két qua dat duogc van cOn ton tai mot sd han ché sau:

- Cac bg, nganh, dia phuong chua chi trong viée thuc hién congtac bao dam
an toan hé thong thong tin theo cap do. Ty I¢ hé thong thong tin duoc phé duyét
hé so dé xuit cap do con thap (61, 9%) so v6i muc tiéu dén thang 12/2022 dat
100% theo Chi thi sb 02/CT-TTg ngay 26/4/2022 ciia Thu tuéng Chinh phu.

~ -Tylehe thong thong tin trlén, khai day du Phuong 4n bao dam an toan hé
thong thong tin theo cap d7 con thap (khoang 6,5%).

- Chua quan tam trién khai xac dinh cp d6 d6i voi du an dau tu xay dung

4Pdi v6i cac B, nganh, dia phuong, chi quan hé théng thong tin 1a: a) B, co quanngang bd, co quan thudc
Chinh phii hoic b) Uy ban nhan dén céc tinh, thanh phé truc thudc Trung uong;

5 Chi thisd 02/CT-TTg ngay 26/4/2022 cua Thi tuéng Chinh phi.

6 Van ban s6 1598/BTTTT-Can toan thong tin vé viéc ting cuong bao dam an toan thong tin theo cip do va nang
cao nang lyc bado dam an toan thong tin theo md hinh “416p”.

7 Pidu 19 Nghi dinh 85/2016/ND-CP quy dinh vé phuong 4n bao daman toan hé théng thong tin theo cép do.
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méi hodc khi mo rong, nang cap hé thong thong tin thudc pham vi quan Iy.
Cac nguyén nhan chinh nhu sau:

- Chu quan hé thong thong tin chua thiy dugc trach nhiém, vai tro va tim
quan trong cua viéc phan loai va phé duyét Ho so dé xuat cap do hé thong thong
tin thuéc pham vi quan ly.

- Cac coquan, t6 chuc dugc giao quan Iy, van hanh hé thong chua nhan thic
duoc tam quan trong cta trién khai cong tac bao dam an toan h¢ thong thong tin
theo cip d9, chua xac dinh hd so dé xuat cip do la phuong an tong thé bao dam
an toan thong tin & géc do quan Iy va ky thudt, 1a so clr dé dé xuat phuong an dau
tu, nang cap, thué, mua dich vu an toan théng tin.

- Nguon luc (nhén lyc va kinh phi) danh cho an toan thong tin noi chung va
bdo dam an toan h¢ thong thong tin theo cap do con thiéu, chua dap tng yéu cau
thuc tién.

(Chi tiét xin xem tai Phuy luc I).

2. Tinh hinh trién khai bao dam an toan hé thong thong tin theo theo mé
hinh “4 l6p”

2.1. Bao dam an toan hé thong thong tin theo mé hinh “4 16p”

Bo Thong tin va Truyén thong c6 vin ban sé 1552/BTTTT-CATTT ngay
28/4/2020 dé nghi céc bo, co quan ngang Bo, co quan thuc Chinh phu, UBND
cac tinh, thanh pho truc thudc Trung wong to chic trien khai bao dam an toan
thdng tin cho h¢ thong thong tin thuéc pham vi quan Iy theo mé hinh “4 16p”, bao
gom: (1) Lyc Iuong tai chd, (2) T6 chirc hoidc thué doanh nghiép giam sat, bao vé
chuyén nghiép, (3) T chirc hodc thué doanh nghlep doc lap klem tra, danh gia
dinh ky, (4) Két ndi, chia sé thong tin v4i hé théng giam sat quoc gia.

2.2.Panh gia chung vé bao dam an toan hé thong théng tin theo md hinh
‘64 l(’);p9,

Tu nam 2020 dén nay, cac bo, nganh dia phuong da tich cyc trien khai bao
dam an toan hé thdng thong tin theo mé hinh “4 16p”, tuy nhién van con & muic co
bané.

a) Lép 1 - Luc luong tai chd

- Nhan sy chuyén trach vé an toan théng tin con mong. Mdi bo, nganh, dia
phuong trung binh c6 2,4 nhan sy chuyén trach an toan thong tin.

- Trinh d6 nhan sy chuyén trach vé an toan thdng tin con yéu Chua dap ung
du theo huong chuyén nghiép, co dong, co t61 thiéu 05 chuyén gia an toan thong
tin mang (bao gom ca chuyen gia thué ngoai) dap img chuan k¥ nang vé an toan
thong tin do B6 Thong tin va Truyén thong quy dinh theo Chi thi s6 18/CT-TTg

8 Mirc co ban: c6 du 4 16p; 16p 2: giam satdudi 50% hé théng thong tin; Lop 3: kiém tra, danh gia dudi 50% hé
thong thong tin.
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ngdy 13/10/2022 ctia Thit tuéng Chinh phi.
b) Lop 2 - Giam sat, bao vé chuyén nghiép

- Pham vi gidm sat conhep, mai chi c6 28,7% hé thdng thong tin dugc gidm
sat an toan thong tin mang.
- Quy mo giam sat k¥ thuat ¢ mirc co ban, chu yéu gidm sat 16p mang. Giam
sat nang cao can dap ung giam sat 4 16p ky thuat: glam sat mang; gidm sat img
dung; gidm séat co so dit liéu; giam sat thiét bi dau cudi.

- C6 36,4% b0, nganh va 19% dia phuong tu thue hién giam sat, trong khi
ning luc cua d6ingdl gidm sét, bao vé con thiéu va yéu.

¢) Lop 3 - Kiém tra, danh gia

Pham vi kiém tra, danh gia an toan thong tin dinh ky chwa thuc hién cho tat
ca cac hé thdng thong tin thudc pham vi quan Iy theo quy dinh?. Chi ¢6 35,3% hé
thong thong tin duoc kiém tra, danh gia an toan théng tin dinh ky. Noi dung kiém
tra, danh gia chu yéu tap trung vao danh gia 16 hong, bao mat, chua danh gia ma
ngudn tmg dung.

d) Lop 4 - Két ndi, chia sé thong tin

Hoat dong két n6i, chia sé dir liéu giam sat voi hé thong giam sat quoc g1a
tai mot s6 co quan, don vi con chua day du, dir liéu chia sé chua nhleu con xay
ra hién tuong mat két ndi. Hién chi c6 khoang 28% co quan duy tri két ndi thuong
xuyén, On dinh.

(Chi tiét xin xem tai Phu luc II).

3. Mot s0 kinh nghiém vé trién khai bao dam an toan hé thong théng tin
theo cap do va moé hinh 4 16p

3.1. Kinh nghiém vé yéu ciu cac dw 4n dau tw, thué dich vu cong nghé
thong tin phai xay dung, thuyeét minh Ho so' de xuat cap do

B6 Thong tin va Truyen thong yéu cau cac don vi tryc thudc B khi xdy
dung, trién khai du 4n dau tu, thué dich vu cong ngh¢ thong tin phai xay dyng,
thuyét minh HO so dé xuét cap do.

a) Cach lam:

- BO truong Bo Thong tin va Truyen thong ban hanh Quyét dinh phan cong
thim dinh Béo cdo dé xuat chu trrong dau tu, Béo cao nghién ctru kha thi du an
g dung cong nghé thong tin cua Bo Thong tin va Truyén thong, trong d6 ¢6 ndi
dung tham dinh vé an toan thong tin.

- Cuc An toan thong tin da tham muu Lanh dao B dé chi dao, yeu céu céc
don vi truc thudc B khi xay dung, trién khai du an dau tu, thué dich vu cong

9 Piém ¢ Khoan 2 Diéu 20 Nghi dinh sb 85/2016/ND-CP: Dinh ky hang nim dbi véi cac hé théng cip do 3 va
cip d6 4; Pinh ky 06 thang d6i véi hé théng cip d6 5; Pinh ky 02 nam téng thé;
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nghé thong tin phai xdy dung, thuyét minh Ho so dé xuat cap do va phé duyét
trude khi phé duyét du an.

b) Két qua: Tir nam 2021 dén nay, thuyét minh Ho so dé xuat cap do ting
bude di vao khudn khd va 1a ndi dung bit budc trong tham dinh céc du an dau tu,
thué dich vu cong nghé thong tin.

¢) Loi ich mang lai: c&c hé thong thong tin, dich vu CNTT khi dau tu, thué
déu bao dam an toan thong tin khi dua vao st dung; thuan loi khi thAm dinh, xac
dinh va ddng bo cac hang muc, 10 trinh dau tu, thué mua giai phap an toan théng
tin khi dau tu, thué dich vu thué dich vu cong nghé thong tin;.. .

3.2. Trién khai bio dam an toan hé thong thong tin va mé hinh “4 16p”
theo nguyén tic wu tién va thdng qua trien khai tap trung

S& Thong tin va Truyén thong thanh phd Pa Ning, mot trong nhimg don vi
chuyén trach vé an toan thong tin da sém chu dong, di dau trong tham muu trién
khai bao dam an toan hé thong thong tin theo cap d6 va mo hinh “4 16p”.

a) Cach lam:

- Ap dung nguyén tic phan b, bé tri ngudn Irc bao dam an toan hé thdng
thong tin 1a thuc hién theo thir tu wu tién tir cap do cao xuong cap do thap.

H¢ thong thong tin Chinh quyen dién tir thanh phd Pa Nang voi cap do 4
(bao gom 12 hé thong thanh phan nhu Trung tam d@r iéu, Mang d0 thi, He thong
WiFi cong cong, Nén tang Chinh quyén dién tir eGov Platform, cac CSDL nén,
cac tng dung dung chung,...) dugc Bo Thong tin va Truyén thong thim dinh tai
Cong van s6 25/BTTTT-CATTT ngay 30/01/2019 va UBND thanh phd d3 phé
duyét tai Quyét dinh s6 189/QD-UBND ngay 25/4/2019.

- Chu dong don doc dé trien khai xay dung va da phé duyét ho so dé xult
cap do doi voi 100% cac hé thong thong tin chuyén nganh cap do 3.

S¢ Thongtin va Truyén thong déd chon loc 12 hé thong chuyén nganh co6 quy
md va mirc d6 anh hudng 16n (Cong Thong tin dién tur thanh phd, Hé théng diéu
khién dén tin hiéu giao thong, HE thong camera gidm st giao thong, Hé thong
CSDL dét dai, Hé thong quan tric moi truong, He thong CSDL thanh tra, H¢
thong camera giam satan ninh trat tu, HE thong giam sat cap nude, HE thong quan
ly can bo cong chue, He thong CSDL cong ching, Hé théng CSDL I lich tu
phap, Hé théng diéu khién dién chiéu sang cong cong) va cd Cong vin sd
401/STTTT-CNTT ngay 26/02/2020 huéng dan cac co quan chi quan xdy dung
ho so dé xuat cap do.

- Tnen khai tép trung, tan dung, ké thira giai phap phuong 4n bao dam an
toan hé thong thong tin theo cap do da phé duyét va md hinh “4 16p”.

Mb hinh Chinh quyén dién tir thanh phd Pa Nang trién khai theo mo hinh

10 Khoan 3 Piéu 4 Nghi dinh sb 85/2016/ND-CP: “3. Viéc phan bd, bé tri ngudn luc dé bao dam an toan hé thong
thong tin thuc hién theo thir ty wu tién tir cp d6 cao xudng cip do thp.”
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tap trung; cac hé thong thong tin déu duoc cai dat, ru ky tai Trung tam du Li¢u
thanh pho Ha tang k¥ thuat an toan théng tin dugc trang bi day du céc thiét bi,
phan mém chuyén dung nhu thiét bi tuong lira, can bang tai, thiét bi phat hién va
ngan chdn xam nhép trai phep (IPS/IDS), phan mém diét virus va loc thu rac béo
vé phan cting, phin mém, tmg dung, co'so dit liéu cua cac co quan. Pa Nang cling
mot trong nhing dia phuong da sém hoan thanh trién khai mé hinh 4 15p'?; trién
khai b phan truc gidm sat 24/7 dé kip thoi phat hién va xu Iy su cb an toan thong
tin... Do d0, cac hé thong thong tin déu duoc ké thira cac phuong an, giai phap
bao dam an toan thong tin chung d6i voi Hé thong thong tin Chinh quyén dién tir
thanh phs.

b) Két qua: ba Ngmg 1a dia phuong dau tién xay dung, va phé duyét ho SO dé
xuat cap do cap d6 4. Bén nay, 100% céc h¢ thong thong tin chuyén nganh cap do
3 da duoc phé duyét ho so dé xuat cap do6. Cac hé thong thong tin quan trong,
dung chung duoc phé duyét hd so dé xuat cip do va trién khai day ¢t phuong an
bao dam an toan hé thong thong tin theo cap do.

¢) Lot ich mang lai: Cac hé thong thong tin dung chung, quan trong cua
Thégh pho dqoc trién khai bao dam an toan thong tin tir sém, dong bd, hi€u qua
va tiét kiém toi da.

Il. HUONG DAN NHIEM VU TRONG TAM

DPé dam bao tuan thu quy dinh cua phap luét vé bao dam an toan thong tin
noi chung, an toan hé thong thong tin theo cap do noi rieng, Bo Thong tin va
Truyen thong sé& trién khai mot s6 gidi phap hd tro. Dong thoi, cac bg, nganh, dia
phuong can uu tién trién khai mot sé nhiém vu trong tam vé bao dam an toan
thong tin. Cu thé nhu sau:

1. B§ Thong tin va Truyén théng

- Xay dung va dua vao st dung Nén tang quan Iy bae dam an toan hé
théng thong tin theo cap d@ tir thang 5/2023. Nen tang hd tro cac bd, nganh va
dia phuong quan ly, theo ddi, bao cao, thong ké, xay dung hd so dé xuat cap do;
cdng tac trién khai bao dam an toan hé thong théng tin theo mé hinh 4 I6p thudc
pham vi quan ly.

- Tiép tuc xay dung va nhan rong md hinh mau vé bao dam an toan hé thong
thdng tin theo cap d6, uu tién cac hé thdng thong tin quan trong hoac c6 sb lugng
lon (nhu: Trung tam di ligu; HE thong thdng tin giai quyét tha tuc hanh chinh cép
b, cap tinh; hé thong théng tin cap Huyén, cap xa2,...)

- Hinh thanh mang lwéi chuy@n gia an toan hé théng théng tin theo cép do
trén pham vi ca nudc: To chic hra chon, dao tao truc tiép tai Bo Thong tin va
Truyén théng (Cuc An toan thong tin) cho can bo phu trach vé an toan hé théng
thdng tin theo cap d6 cua cac bd, nganh, dia phuong. Céc can bd ndy sé& tré thanh

11 P3 Ning 1a dia phuong dung thir 7/63 vé hoan thanh md hinh “4 16p” (ngay 9/6/2020): sau céc tinh Can Tho,
Binh Phuéc, Binh Duong, Ca Mau, Dién Bién, Binh Dinh.
12 C4 nuéc c6 705 quan/huyén; 10.589 xi/phuong. ..
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chuyén gia nam viing, chuyén sau kién thic ve xay dung, tham dinh ho so dé xuat
cap d6 va kiém tra tuan thu, thyc thi vé bao dam an toan hé thong thong tin theo
cap dd, c6 nang luc td chuc trién khai va dao tao, bdi dudng lai cho cac cén bo
bao dam an toan hé thdng théng tin theo cip do cua céc co quan.

- Boi dudng, tap huan cho can bg bao dam an toan hé thong thong tin theo
cap do cho céc co quan, to chirc duoc giao quan ly, van hanh nhieu h¢ thong thdng
tin, hé thong thdng tin quan trong cua cac bo, nganh, dia phuong.

- Tang cuong cong tac thanh tra, kiém tra viéc tuan thu cac quy dinh cua
phap luat vé bao dam an toan hé thong thong tin theo cap do va trién khai bao dam
an toan hé thong théng tin theo m6 hinh “4 16p”.

- Tiép tuc don déc, tong hop cac kho khan, vuéng méc cua cac Bo, nganh va
dia phuong, kip thoi ho trg, thao g& cac vudng mac. Truong hop can thiét, cur can
bo veé ho tro mot s6 dia phuong kho khan.

- Tiép tuc thuc day cac doanh nghiép trong nuéc phat trién nén tang va dich
vu an toan théng tin dap Gng yéu cau vé bao dam an toan hé thong thong tin theo
cap do va mo hinh 4 16p.

2. Cac By, co quan ngang bj, co quan thugc Chinh phui; Uy ban nhan
dan cac tinh, thanh pho truc thugc Trung wong

- Chi dao don vi chuyén trach vé an toan thong tin va cac co quan, t6 chuc
quan ly, van hanh hé thong thong tin sir dung triét dé, hiéu qua Nén tang quan ly
bao dam an toan hé thong thdng tin theo cap do do B Théng tin va Truyén thong
hd trg dé thuc hién tot nhiém vu duoc giao.

- Tiép tuc 6 chire pho bién, quan triét tdi toan bd cac to chic, c4 nhan lién
quan v€ 02 nguyén tac bao dam an toan hé thong thong tin 1a: (1) An toan thong tin
duoc trién khai tir khau thiét ké, xay dyng dén qua trinh van hanh, khai thac hé thong
thong tin (Security by Default); (2) Hé thong thong tin chwra két luan bao dam an toan
thong tin thi chua dua vao str dung (Security First).

- Tuyén truyén, pho bién va d01 méi quan diém xay dung ho Sy de Xudt cip
d6 tir hoat dong “hinh thire” sang trién khai “thwe t&”. Ho so dé xuat cap do phai
tr thanh s& cir dé x4c dinh hang muc, giai phap khi dau tu, thué, mua dich vu an
toan thong tin cho hé thong thong tin thuoc pham vi quan Iy va I3 tai lidu dé danh
gia mirc do tuan thu phap luat vé an toan thong tin mang.

- Ra soat tong thé cong tac bao dam an toan hé théng thong tin theo cap do
va md hinh 4 16p tai bo, nganh va dia phuong. Tir d6 xay dung ké hoach, 16 trinh
hoan thién theo chi dao ctia Thu twéng Chinh phi va hudng dan ctia BoO Thong tin
va Truyén thong, trong d6:

+ Hoan thanh phan loai, xac dinh, ph€ duyét dé xuat cap do an toan h¢ thong
thong tin va phuong an bao dam an toan hé thong thong tin theo cap do phu hop
voi quy dinh cua phap luat va tiéu chuan qudc gia vé an toan hé thong thong tin
theo cap do trong Quy 1/2023.
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+ Trién khai day du phuong an bao dam an toan hé thong thong tin theo cap
d6 cac hé thong thong tin dang van hanh, mudn nhét trong Quy 1/2023. T ngay
01/01/2024, cho dimg céac hé thong thong tin khong dap tmg yéu cau bao dam an
toan théng tin mang theo quy dinh ctia phap luit.

- Uu tién nguodn lyc dé trién khai bao dam an toan hé thong thong tin tong
thé, ddng b, tap trung, c6 sy dung chung, chia sé tai nguyén, ... Truoc mét mdi
bd, nganh va dia phuong co 01 Trung tam dir liéu/Ha tang dlen todn ddm may
phuc vu Chinh phu s6/Chinh quyén s6 duge trién khai day du cac giai phap bao
vé an toan théng tin de dung chung va chuyén cac hé théng thong tin chua dam
bao an toan théng tin vé tap trung.

- Trién khai bao ¢am an toan thong tin theo mo hinh “4 16p” tir mirc co ban
thanh mtrc nang cao, cu thé:

+ Nang cao nang lyc luc luong tai chd dap u’ng yéu cau méi thong qua dao
tao, tuyén dung hogc thué chuyén gia, bao dam moi don vi chuyén trach an toan
thdng tin co6 t6i thiéu 05 chuyén gia an toan thong tin mang dap ung chuan ky
ning vé an toan thong tin do Bo Thong tin va Truyén théng huéng dan.

+ Hoan thanh mé rong pham vi gidm sat, bao vé cho 100% hé théng thong tin
thugc phamvi quanly truge ngay 30/11/2023. B6ivéi cac hé thong thong tin cép do
3 tré 1én, khuyén nghi to chirc giam sat, bao vé day du cac 16p: 16p mang, 16p tung
dung, 16p co s& dit lidu, 16p thiét bj dau cudi.

- Kiém tra, danh gia an toan thong tin dinh ky cho tdithiéu 80% hé thong thong
tin thudc pham vi quan Iy. 100% hé théng thong tin cép d6 3 trd 1én duogc kiém tra,
danh gia an toan thong tin dinh ky theo quy dmh (hang nam d01 v6i hé thong thong
tin cap do 3 va cap do 4; 6 thang d6iv4i hé thong thong tin cap do 5). Rasoatdanh
sach cac webiste (.gov.vn) bao gom ca cac sub domain dé tién hanh danh gia an toan
thong tin dinh ky va trién khai gan nhan tin nhiém mang cho céc webiste.

- Duy tri két ndi 6n dinh, chia s¢ day du dit liéu giam sat theo thoi gian thue vé
H¢ thong giém sat quoc gia d€ dugc ho trg giam sat, phan tich, canh bao sém céc
nguy co vé an toan thong tin mang va tan cong mang.

- Thay do6i tu duy tir phat trién céc hé thong thong tin, phin mém riéng 16
sang dau tu cac nen tang s0 hoac thué mua cac dich vu do cac doanh nghi€p cung
cap ha tAng da trién khai day du giai phap bao dam an toan hé thong thong tin theo
cap do va mo hinh “4 16p”.

3. Cac doanh nghiép an toan thong tin, dich vu cong nghé thong tin

- Chi dong nghién ctru quy dinh vé bao dam an toan h¢ thong thong tin theo
cap 6 va mod hinh “4 16p” dé tu van, cung cap cac san pham, dich vu an toan
thong tin, cong ngh¢ thong tin dap ung theo quy dinh cta phap luat va cac van



10

ban huéng dan lién quan?3,

- Néng cao nang lyc, chat luong san pham, dich vu an toan thong tin, chu
dong cong bo muire do day du ve€ dich vu giam sat (giam sat 4 lop ky thuat), day
du v€ noi dung ki€ém tra, danh gia do61 véi khach hang dang sur dung dich vu.

- Cac doanh nghiép cung cap dich vu cong nghé thong tin cha dong xay dung
mod hinh bao dam an toan hé théng thong tin theo cip do khi cung cap dich vu.
Chu dong cong bd muc do6 tuan thit quy dinh phép luat vé bao dam an toan hé
thong thong tin khi cung cap dich vu cong nghé thong tin cho khach hang.

Tran trong./.

Nthihnhéni Chizh ph (@ bo) KT. BO TRUONG
- Tha tuéng Chinh phu (dé b/c); g A
- Phé Thi tudng Tran Hong Ha (dé b/c); THU TRUONG
- Céac bg, co quan ngang bd, co quan thudc Chinh phu;
- UBND c4c tinh, thanh phé truc thudc trung wong;
- Van phong Trung wong va cac Ban cua Pang;
- Van phong Chu tich nudc;
- Hoi ddng dan toc va cac Uy ban ciia Qudc hoi;
- Van phong Quoc hdi;
- Toa 4n nhan dan t6i cao;
- Vién kiém sat nhan dan tdi cao;
- Kiém toan nha nudc;
- Uy ban trung wong Mt tran T6 quic Viét Nam;
- Cac Tap doan kinh t&, Tong cong ty nha nudc;
- Cac ngan hang thuong mai Nha nudc;
- B¢ trudng (dé bc);
- Thir trudng Nguyen Huy Diing;
- Pon vi chuyén trach CNTT/an toan thdng tin cta
cac bd, co quan ngang bg, co quan thudc Chinh phu;
- SO TT&TT cac tinh, thanh phd truc thuoe TW;
- Cac doanh nghi¢p CNTT, an toan théng tin mang;
- Hiép hdi An toan thong tin Viét Nam;
- Luu: VT, CATTT.

13 Nghi dinh s6 85/2016/ND-CP; Théng tu s6 12/2022/TT-BTTTT, Tiéu chuén Qubc gia TCVN 11930:2017,
céc van ban hudng dan vahd so dé xuit cip d6 mau,. ..
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Phu luc |

TINH HINH TRIEN KHAI BAO DPAM AN TOAN

HE THONG THONG TIN THEO CAP PQ

(Kém theo Béo cdo s /BC-BTTTT ngay

1. So li¢u tong hop phé duyét hd so dé xuit cap @ (dén thang 03/2023)

ciia BY Théng tin va Truyén thong)

a) Cac co quan nha nuéc

Tong s6 hé thong thong tin clia cac co quan nha nudc Ia 3.090, trong d6 hé
thong thong tin dugc phé duyét hd so dé xuat cap do (hod so dé xuat cap do) la

1.913, chiém 61,9%, nhu sau:

thang nam 2023

Cap do Tong sb Pi phé duyét cip do Ty 18
1 492 295 60,0%

2 1.835 1.065 58,0%

3 731 537 73,5%

4 29 14 48,3%

5 3 2 66,6%
Tong 3.090 1.913 61,9%

b) Bo, nganh

Tong sd hé thdng thong tin ciia B, nganh 1a 742, trong d6 hé thong thong

tin duoc phé duyét hd so dé xuat cip do I1a 404, chiém 54,4%, cu thé:

Cap do Tong s6 HTTT Pi phé duyét cip do Ty 18
1 104 57 54,8%

2 357 155 43,4%

3 251 178 70,9%

4 27 12 44.4%

5 3 2 66,6%
Tong 742 404 54,4%

¢) Dia phuong

Tong s6 hé théng thong tin ctia dia phuong 1a 2.348, trong d6 hé théng thong

tin duoc phé duyét hd so dé xuit cip do Ia 1.509, chiém 64,3%, cu thé:

Cap do Tong s6 HTTT Pi phé duyét cip do Ty 18
1 388 238 61,3%
2 1.478 910 61,6%
3 480 359 74,8%




12

Cap do Tong s6 HTTT Pi phé duyét cip do Ty 18
4 2 2 100%
5 0 0 0%
Tong 2.348 1.509 64,3%
2. Thong ké so liéu chi tiét theo B), nganh va dia phwong
a) Cac B9, co quan ngang B9y, co quan thu¢c Chinh phi
A LA s Tong Tong HTTT da . Ao
Stt Tén by, nganh HTTT phé duyét Ty 1€ %
1 B Ngoai giao 7 3 42,9%
2 | B Tu phap 36 36 100%
3 B0 Tai chinh 98 77 78,6%
4 B¢ Cong thuong 27 6 22,2%
5 B(_~) Lflp dong - Thuong binh va 93 0 0%
Xa hoi
6 Bo6 Giao thong van tai 30 23 76,7%
7 | Bo Xay dung 20 1 5%
8 B6 Giao duc va Pao tao 22 22 100%
9 Bf? Nong nghi¢p va Phat trién 6 0 0%
nbng 'ghon
10 | By Kéhoach va dau tr 38 38 100%
11 | B6 No6i vu 13 0 0%
12 | Bo Thong tin va Truyén thong 49 16 32,7%
13 | By YTé 51 6 11,8%
14 | B9 Khoa hoc va Cong nghé 37 9 24,3%
15 | B Van hoa, Thé thao va Du lich 117 81 69,2%
16 | Bo Tai nguyén va Moéi truong 71 23 32,4%
17 | Van phong Chinh phu 8 1 12,5%
18 | Thanh tra Chinh phu 5 0 0%
19 | Ngin hang Nha nudc Viét Nam 32 24 75%
20 | Uy ban Dan toc 9 4 44 4%
Uy ban Quan 1y von nha nudce tai 0
21 doanh nghigp 6 6 100%
22 | bai Tieng ndi Viét Nam 12 12 100%
Ban Quan Iy Ling Cha tich HO
23 | Chi Minh 0 0 0
24 | Bao hiem Xa hoi Viét Nam 28 17 60,7%
25 | Thong tin xi Viét Nam 4 4 100%
26 | Dai Truyén hinh Viét Nam 11 7 63,6%
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AL TA o a Tong Tong HTTT da 1A o
Stt Tén by, nganh OTTT phé duyét Ty 1€ %
Vién Han 1dm Khoa hoc va Cong 0
27 nghé Viét Nam 20 4 20%
8 V?n Han lam Khoa hoc xa hoi 6 0 0%
Vit Nam

Ghi chu: Theo danh gia, mot 56 co quan bao cdo da thuc hien 100%. Tuy nhién, $6 lwong hé
théng théng tin chira dwoc thong ké day di. Chii yéu mdi thong ké cac hé thong théng tin ding
chung. Chwra thong ké cdc hé thong théng tin cia co quan, t6 chire truc thudc.

b) Dia phwong
Stt Dia phuong Tong HTTT Da phé duyét | Ty 1€ %
1 | An Giang 39 37 94,9%
2 | Bac Giang 85 5 5,9%
3 | Ba Rja Viing Tau 33 3 9,1%
4 | Bac Kan 35 28 80%
5 | Bac Liéu 12 3 25%
6 | Bic Ninh 3 3 100%
7 | Bén Tre 48 46 95,8%
8 | Binh Pinh 33 25 75,8%
9 | Binh Duong 28 2 7,1%
10 | Binh Phuéc 10 10 100%
11 | Binh Thuin 2 2 100%
12 | CaMau 12 12 100%
13 | Can Tho 57 52 91,2%
14 | Cao Bang 8 8 100%
15 | Pa Nang 27 23 85,2%
16 | bak Lak 78 47 60,3%
17 | bak Nong 66 49 74,2%
18 | bién Bién 7 6 85,7%
19 | Bong Nai 39 4 10,3%
20 | Pong Thap 28 21 75%
21 | Gia Lai 45 43 95,6%
22 | Ha Giang 9 9 100%
23 | Ha Nam 7 2 28,6%
24 | Ha Nai 86 9 10,5%
25 | Ha Tinh 37 37 100%
26 | Hai Duong 7 1 14,3%
27 | Hai Phong 2 2 100%
28 | Hau Giang 26 10 38,5%
29 | H6 Chi Minh 11 7 63,6%
30 | Hoa Binh 83 43 51,8%
31 | Hung Yén 28 19 67,9%
32 | Khanh Hoa 30 20 66,7%
33 | Kién Giang 15 15 100%
34 | Kon Tum 4 4 100%
35 | Lai Chau 7 7 100%
36 | Lam Pong 25 9 36%
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Stt Pia phuong Tong HTTT P phé duyét | Ty I8 %
37 | Lang Son 14 12 85,7%
38 | Lao Cai 132 30 22, 7%
39 | Long An 5 4 80%
40 | Nam binh 1 1 100%
41 [ Nghé An 49 28 57,1%
42 | Ninh Binh 35 16 45,7%
43 | Ninh Thuan 28 28 100%
44 | Phu Tho 71 71 100%
45 | Phd Yén 60 4 6,7%
46 | Quang Binh 11 11 100%
47 | Quang Nam 5 5 100%
48 | Quang Ngii 40 40 100%
49 | Quang Ninh 54 20 37,0%
50 | Quang Tri 60 25 41,7%
51 | Séc Trang 9 7 77,8%
52 | SonLa 39 39 100%
53 | Tay Ninh 1 1 100%
54 | Thai Binh 3 3 100%
55 | Thai Nguyén 32 30 93,8%
56 | Thanh Hoa 48 48 100%
57 | Thira Thién Hué 9 9 100%
58 | Tién Giang 20 17 85%
59 | Tra Vinh 50 21 42%
60 | Tuyén Quang 4 4 100%
61 | Vinh Long 387 346 89,4%
62 | Vinh Phuc 69 26 37, 7%
63 | Yén Bai 40 40 100%

Ghi chu: Theo danh gia, mot 56 co quan bao cdo da thuc hign 100%. Tuy nhién, 50 lwong hé
théng théng tin chira dwoc thong ké day di. Chii yéu méi thong ké cac hé thong théng tin ding
chung. Chwa thong ké cdc hé thong théng tin ciia co quan, t6 chire truee thudc.
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Phu luc 11
TINH HINH TRIEN KHAI BAO PAM
AN TOAN HE THONG THONG TIN THEO MO HINH “4 LOP”

(Kém theo Bdo cdo so /BC-BTTTT ngay  thang nam 2023
ciia BY Théng tin va Truyén théng)

1. Bao dam an toan hé thong thong tin theo mé hinh 4 16p
(1) “Lép 17 Luc lugng tai chd

Chi dinh, kién toan dau méi don vi chuyén trach vé an toan thong tin mang
dé lam tot cong tac tham muru, t6 chirc thuc thi va kiém tra, donddc thuc hién cac
quy dinh ctia phap luat vé& bao dam an toan, an ninh mang.

(2) “Lop 2” T6 chirc hodc thué doanh nghiép giam sét, bao vé chuyén nghiép

Ty thuc hién glam sat, g ctru sy ¢d an toan thd ng tin mang, bao v¢ h¢ thong
thdng tin thudc quyen quan Iy hodc lya chon/thué t6 chirc, doanh nghi¢p c6 du
ning lyc dé thuc hién cung cap dich vu giam sat, tng ctru sy cd, bao vé an toan
thong tin mang.

(3) “Lép 3” T chirc hodc thué doanh nghiép doc lap kiém tra, danh gia dinh ky

Lua chon/thué t6 chirc, doanh nghiép doc lap véi to chirc, doanh nghiép giam
sat, bdo vé de dinh ky kiém tra, danh g1a an toan thong tin mang d6i véi he thong
thong tin cap do 3 trd 1én thudc quyén quan Iy hodc kiém tra, danh gia dot xuat
khi c6 yéu cau theo quy dinh cua phap luit; Déi voicac hé théng thong tin cép do
3 va cap do 4, dinh ky hang nam thyc hién kiém tra, danh gia; P61 voi hé thong
thong tin quan trong quoc gia (cap d6 5), dinh ky 06 thang mot lan thyc hién kiém
tra, danh gid va bao cao Bo Thong tin va Truyén thong dé tong hop.

(4) “Lop 4” Két ndi, chia sé thong tin v6i hé thong giam séat qubc gia

Két ndi, chia sé thong tin giam sat an toan thong tin v6i Trung tim Giam sat
an toan khong gian mang quoc gia truc thugc Cuc An toan thong tin, BO Thong
tin va Truyén thong; va cung cap cac dai dia chi IP Public ctia cac hé¢ thong thong
tin trong co quan, to6 chitc nha nudc thuéc pham vi quan 1y.

2.S6 liéu vé trién khaibao dam an toan hé thong théng tin theo md hinh
“4 l(’),p”

a) “Lép 1” Luc lwong tai chd

Stt S6 lwong nhan sy Bg, nganh | Dia phwong
(nguwoi) (nguoi)
1 | Binh quan s lwong cong chirc chuyén trach 2,8 2,2
ve an toan thong tin
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Stt S6 lwong nhan sw Bg, nganh | Dia phwong
(nguoi) (ngudi)
2 | Binh quén s0 lugng vién chirc chuyén trach 1,8 3,2
vé an toan thdng tin
3 | Binh quan sb lwong cong chirc ban chuyén 1,7 0,5
trach vé an toan thong tin
4 | Binh quan s lugng vién chiic ban chuyén 3,7 0,7

trach v€ an toan thong tin

b) “Lép 2” Giam sat, biao vé chuyén nghiép

Stt

Ty 1€ giam sat, biao vé chuyén nghiép

Mirc d§ giam séat

Co bin Nang cao'
1 | Ty l¢ BO, co quan ngang B9, trong do: 100% 0%
- | Thué dich vu chuyén nghiép 63,6% 0%
- | Tu thuc hién giam sat 36,4% 0%
2 | Ty I¢ dia phuong, trong do6: 100% 0%
- | Thué dich vu chuyén nghiép 81,0% 0%
- | Tu thuc hién giam sdt 19,0% 0%

¢) “Lép 3” To chire hodic thué doanh nghiép ddc lap kiém tra, danh gia

dinh ky
Stt Kiém tra, danh gia dinh ky Bg, nganh | Dia phwong
1 | Pi thuc hién kiém tra, danh gia 16 hong 18 47
diém yéu bao mat
2 | Pathuc hién kiém tra, danh gid mi ngudn 6 23
3 | Hé thong thong tin da thyc hién kiém tra, 213 874
danh gia an toan thong tin dinh ky (28,7%) (37,4)

d) “Lép 4” Két noi, chia sé thong tin giam sat an toan thong tin

14 Mure d6 giam sat nang cao: giam sat day du 4 16p ky thuat va 100% hé thong thong tin thudc pham vi quan 1y.
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Stt

Kiém tra, danh gia dinh ky

B§, nganh

Dia phuwong

P két ndi, chia sé thong tin

22

63
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Phu luc 111
SO SANH KHUNG AN TOAN THONG TIN MANG CUA MY
VA CHINH SACH BAO PAM AN TOAN HE THONG THONG TIN
THEO CAP PO, MO HINH 4 LOP CUA VIET NAM

(Kém theo Bdo cdo sé /BC-BTTTT ngay  thang nam 2023
ciia BY Théong tin va Truyén thong)
1. Vé Khung an toan thong tin mang ciia My

Khung An toan thong tin mang (Cybersecurity Framework - CSF) do Vién
Tiéu chuan va Cong nghé Quoc gia My (National Institute of Standards and
Technology - NIST) My xuit ban nim 2014, dugc cép nhat 1én Phién ban CSF
1.1 ndm 2018 nham cung cap hudng dan cho cac to chiic cling ¢ céac bién phap
bao dam an toan thong tin mang, CSF da duoc xay dung bdi cac chuyén gia an
toan, an ninh mang thudc chinh phu, hoc vién, ban, nganh, dudi sy chi dao cua
Tong thong Barack Obama (nay la cyu Tong thong) va sau d6 dugc chinh quyén
méi duavao chinh sach chinh phu lién bang. CSF gdm c6 5 nhoém chirc nang: Xac
dinh (Indentify), Bao vé (Protect); Phat hién (Dectect), Ung pho (Respond), va
Khic phuc (Recover)

(1) Xac dinh (Identify)

NhOm chirc nang dau tién lién quan dén viée xac dinh tai san (thong tin, thlet
bi, phan mém, hé théng thong tin,...), moi truong to chirc, xac dinh céc riii ro vé
an toan thong tin (hé thong, con nguoi, tai san, dir liéu va cac kha ning); chién
luge quan 1y rui ro, ... T d6, dé xuat cac quy trinh, trach nhiém va vai tro cua
cac bén lién quan can tuan theo.

(2) Bao v¢ (Protect)

Nhém chire nang nay nham xac dinh cac bién phap bao vé: quan ly dinh
danh; x4c thyc va kiém soat truy cép; an toan dit liéu; thiét bi va cong nghé phong
nglra; dao tao, nang cao nhan thirc; bao tri,... dé han ché hodc ngin chan bat ky
su kién an toan thdng tin mang nao c6 thé xay ra. Trong truong hop Xay ra tan
cong mang, chirc ning ndy s& lam giam tac dong dén hoat dong cua to chc.

(3) Phat hién (Dectect)

Nhom chirc nang nay nham xac dinh cac hoat dong, quy trinh, giai phap,
cong nghé dé phat hién kip thoi cac nguy co, sy ¢d mat an toan thdng tin mang:
su kién, hanh vi bat thuong; gidm sat an toan théng tin; kiém tra, danh gia an toan
thong tin, ...

(4) Ung pho (Respond)

Phét trién va trién khai cac hoat dong phu hop dé thuc hién hanh dong lién
quan dén sy co an toan thong tin duoc phét hién. Nhom chirc nang ho trg kha néng
ngan chan tac dong cua su co an toan thong tin mang ti€ém an, dién hinh nhu viéc:
Xay dung Ké hoach Ung pho, phan tich sy ¢6 an toan thong tin mang,...
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(5) Khic phuc (Recover)

Phat trién va trién khai cac hoat dong phu hop dé duy tri cac ké hoach phuc
hoi va khoi phuc bat ky kha nang hoac dich vy nao bi anh huong do sy cd an toan
thdng tin mang, giam tac dong tr sy co an toan thong tin mang. Pién hinh nhu
viée: xay dung ké hoach khic phuc; Cai tién sau su c6,.

2. Tham c}neu Khung An toan thong tin mang ctia Vién Ti€u chuin va
Cong ngh¢ Quoc gia My (NIST Cybersecurity Framework) vai trién khai bio
dam an toan hé thong thong tin theo cap djo va mo hinh “4 16p”

, Péi chiéu NIST Cybersecurity Framework voi trién khai bao dam an toan hé
thong thong tin theo cap d¢ va mo hinh “4 16p:

(1) Xac dinh (Identify)

- Theo ccfp do. Phan loai thong tin va h¢ thé)ng thong tin; Xac dinh cép do an
toan h¢ thong thong tin; Quy ché bao dam an toan h¢ thong thong tin; Phuong an
Quan Iy rai ro an toan théng tin; Phuong an K&t thuc van hanh, khai thac, thanh
ly, hiy bo.

- Theo mé hinh 4 16p: Luc luong tai chd.

(2) Bao v¢ (Protect)

- Theo cdp do: Cac yéu cau quan Iy; Cac yéu 05}1 vé k¥ thuat; Phuong an Bao
dam an toan h¢ thong thong tin trong khau thiet k€, xay dung; Phuong an Bao
dam an toan hé thong thong tin trong qua trinh van hanh,..

- Theo mé hinh 4 I6p: T6 chic hodc thué doanh nghiép bao vé chuyén nghiép.
(3) Phat hi¢n (Dectect)

- Theo cdp dé: quy dinh vé& giam sat, kiém tra, danh gia an toan thong tin
mang,...

- Theo m6 hinh 4 lop: T6 chirc hodc thué doanh nghiép giam sat chuyén
nghi¢p; To6 chirc hodc thu€ doanh nghi€p ddc lap kiém tra, danh gia dinh ky; Két noi,
chia sé thong tin.

(4) Ung pho (Respond)
- Theo cdp dé: Phuong an (mg ctru su ¢d, khic phuc sau tham hoa.

- Theo mo hinh 4 [6p: Lyc luong tai chd; Thué doanh nghi€ép bao v€ chuyén
nghi€p; k&t noi, chia sé thong tin.

(5) Khic phuc (Recover)
- Theo ccfp do: Phuong an trng ctru su cd, khic phuc sau tham hoa.

- Theo mo hinh 4 lop: Luc luong tai chd; Thué doanh nghi€p bao v€ chuyén
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nghi€p.
3. Panh gia su twong dong

Béo dam an toan hé théng thong tin theo cap d6 la “Khung quy dinh, chinh
sach”, bao dam an toan hé thong thong tin theo mo hinh “4 16p” 1a “Mo hinh thyc
thi”, két hop bao dam an toan hé théng thong tin theo cip d6 va mo hinh “4 16p”
trd thanh Khung An toan an ninh mang ctia Viét Nam 4ap dung theo chuin Khung
An toan thong tin mang cua Vién Tiéu chuan va Cong nghé Qubc gia M.
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Phu luc IV

DANH SACH VAN BAN QUY PHAM PHAP LUAT, CHI PAO
VE BAO PAM AN TOAN HE THONG THONG TIN THEO CAP PQ

(Kém theo Bdo cdo so /BC-BTTTT ngay  thang nam 2023
ciia BY Théng tin va Truyén théng)
1. Danh sach van ban quy pham phap luat

- Luat An toan thong tin mang ngay 19 thang 11 nam 2015 cua Quéc hoi
khoa 13;

- Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 ctia Chinh phu Ve
bao dam an toan hé thng thdng tin theo cp do;

- Thong tu sb 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua B Thong
tin va Truyen thong quy dinh chi tict va huéng dan mot so dicu cua Nghi dinh so
85/2016/ND-CP ngay 01 thang 7 ndm 2016 ve bao dam an toan h¢ thong thong
tin theo cap do.

2. Danh sach vin ban chi dao, diéu hanh ciia Thii twéng Chinh phi

- Chi thj s0 14/CT-TTg ngay 25 thang 5 ndm 2018 cua Thu twong Chinh
pht vé viéc nang cao nang luc phong, chong phan mém doc haits;

- Chi thi s6 02/CT-TTg ngay 26 thang 4 nim 2022 cua Thu tuéng Chinh
phu Ve viéc tang cuong bao dam an toan, an ninh mang nham cai thién chi so xép
hang cua Viét Nam?16.

3. Danh sach cac vin ban don doc, hwéng din ciia Bo Thong tin va
Truyén thong

- Cong van §6 3679/BTTTT-CATTT ngay 24 thang 9 nam 2020 cua Bo
Thong tin va Truyéen théng veé viéc don doc cong tac xac dinh cap do theo Luat
An toan thong tin mang;

- Cong vin s§ 608/BTTTT-CATTT ngiy 25 thang 02 nim 2022 cua B0

Thong tin va Truyen thong Ve Viéc trién khai quy dinh bao dam an toan h¢ thong
thong tin theo cap do giri Cac Tap doan, Tong Cong ty nha nudc;

15 Piém a, khodn 1, Chi thi s6 14/CT-TTq: a) Khan triueong phén loai, xdc dinh cdp d@é an todn
hé thong thong tin va xdy dung phwong an bao dam an toan hé thong thong tin theo cap do phi
hop vé&i quy dinh cia phdp ludt va tiéu chuan, quy chudan k¥ thudt. Thoi han hoan thanh xdc
dinh hé théng théng tin cdp do 4, cap 6 5: Thang 11 niam 2018.

16 Blém p, khoan 1, Chi thi sé 02/CT-TTg: p) Hodan thanh phén loai, xdc dinh, phé duyét dé
xuat cdp dg an toan hé thong thong tin va phuong an bao dam an toan hé thong thong tin theo
cap do phu hop véiquy dinh cia phdp ludt va tiéu chudn quoc gia vé an todn he thong thong
tin theo cap do. Thoi han hoan thanh: phan logi, xdc dinh va phé duyét dé xudt cap d hé thong
thong tin trudc thang 12 nam 2022; trién khai dday di phwong dn bdo dam an toan hé thong
théng tin theo cdp dg cdc hé thong thong tin dang vdn hanh truéc thang 6 nam 2023,
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- Cong van ‘sé 1598/BTTTT-CATTT ngay 28 thang 4 nam 2022 cua Bo
Thong tin va Truyéen thong veé viéc tang cuong bao dam an toan théng tin theo cap
dd va nang cao nang luc bao dam an toan thong tin theo md hinh 4 16p;

- Cong van s6 5179/BTTTT-CATTT ngay 19 thang 10 nim 2022 cua B
Thong tin va Truyen thdng don ddc hoan thanh phan loai, xac dinh va phé duyét
Ho so dé xuat cip do an toan hé thong thong tin.

4. Danh sach cac vin ban don doc ciia Cuc An toan thong tin

- Cong van s6 3868/CATTT-ATHTTT ngay 05 thang 10 nam 2021 cua Cyc An
toan thdng tin vé viéc don doc cong tac xac dinh cap do cho céac hé thong thong tin;
- Cong van so 247/CATTT-ATHTTT ngay 26 thang 3 ndam 2021 cua Cyc

An toan thong tin vé viéc don doc xac dinh cap d¢ an toan h¢ thong thong tin va

ban hanh tai liéu hudng din xac dinh cip d6 va xay dung Ho so dé xuat cap d 1,
2va3.

5. Danh sach cac viin ban huwéng dan chuyén moén cia Cuc An toan

thong tin

- Cong vin s6 713/CATTT-TDQLGS ngay 25 thang 7 ndm 2019 ciia Cuc
An toan thong tin v€ viéc hudng dan xac dinh va thyc thi bao v€ hé thong thong
tin theo cap d9;

- Cong van s6‘247/CATT'lj—ATHTTT ngay 26 thang 3 nam 2021 cua Cyc
An toan thong tin vé viéc Nd()n doc xac dmh cap do an toan hé thépg théng tin va
ban hanh tai li¢u hudng dan xac dinh cap do va xay dung Ho6 so dé xuat cap do 1,
2va3.l.
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